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AGREEMENT

This Agreement is made and entered into by and between the County of Cook, a public body
corporate of the State of Illinois, on behalf of Office of the Chief Procurement Officer hereinafter
referred to as “County” or “Customer” and SunGard Availability Services LP doing business as
a Limited Partnership of the Commonwealth of Pennsylvania, hereinafter referred to as
“Consultant” or “SunGard”, pursuant to authorization by the Cook County Board of
Commissioners on June 18, 2014, as evidenced by Board Authorization letter attached hereto as
EXHIBIT 9.

BACKGROUND

The County of Cook issued a Request for Proposals “RFP” for Information Security,
Compliance, and Incident Response Services on March 19, 2013, Proposals were evaluated in
accordance with the evaluation criteria published in the RFP. The Consultant was selected
based on the proposal submitted and evaluated by the County representatives.

Consultant represents that it has the professional experience and expertise to provide the
necessary services and further warrants that it is ready, willing and able to perform in
accordance with the terms and conditions as set forth in this Agreement.

NOW, THEREFORE, the County and Consultant agree as follows:

TERMS AND CONDITIONS

ARTICLE 1) INCORPORATION OF BACKGROUND
The Background information set forth above is incorporated by reference as if fully set forth

here.

ARTICLE 2) DEFINITIONS
a) Definitions

The following words and phrases have the following meanings for purposes of this Agreement:

"Additional Services" means those services which are within the general scope of Services of
this Agreement, but beyond the description of services required under Article 3 of this
Agreement, including Exhibits 2 or 3, and all services reasonably necessary to complete the
Additional Services to the standards of performance required by this Agreement. Any
Additional Services requested by the Department require the approval of the Chief Procurement
Officer in a written modification to this Agreement before Consultant is obligated to perform
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those Additional Services and before the County becomes obligated to pay for those Additional
Services.

"Agreement" means this Professional Services Agreement, including all exhibits attached to it
and incorporated in it by reference, and all amendments, modifications or revisions made in
accordance with its terms.

“Acceptable Use Policy” (AUP), attached hereto as Exhibit 4 and found at
http://www.sungardas.com, means the policy governing transmissions through, and use of, the
network over which the Services are provided. The County will comply with the AUP in its use
of Services and also will require its agents, contractors, customers, and employees to do so.

"Chief Procurement Officer" means the Chief Procurement Officer for the County of Cook and
any representative duly authorized in writing to act on his behalf.

“Confidential Information” means a disclosing Party’s proprietary or non-public information,
including, but not limited to a Party’s Intellectual Property and Content. It does not include
information (a) lawfully received from third parties without confidentiality obligations to the
disclosing Party; (b) in the public domain; or (c) developed without reliance on the non-
disclosing Party’s Confidential Information. Confidential Information includes physical security
* systems, access control systems, specialized recovery equipment and techniques, which include
trade secrets.

“Content” means the County or third party data and other information provided by or through
the County to Consultant.

"Department” means the Cook County Using Department.

“Intellectual Propérty” or “IP” means the copyrights, trademarks, patents, trade secrets and
other intangible assets pertaining to the creative works, inventions and ideas of a Party or a third
party recognized in the jurisdiction where the Services are delivered.

“Order” or “Task Order” mean an order for Services placed against this Agreement, the terms
of which shall never override this Agreement. :

"Services" means, collectively, the services, Deliverables, duties and responsibilities described
in Article 3 of this Agreement, Exhibit 2, Exhibit 3, or any Order and Task Order and any and all
work necessary to complete them or carry them out fully and to the standard of performance
required in this Agreement.

"Subcontractor” means any person or entity with whom Consultant contracts to provide a
material part of the Services.

b) Interpretation



1) The term "include" (in all its forms) means "include, without limitation" unless the
context clearly states otherwise,

ii)' All references in this Agreement to Articles, Sections or Exhibits, unless otherwise
expressed or indicated are to the Articles, Sections or Exhibits of this Agreement.

iif) ~ Words importing persons include firms, associations, partnerships, trusts, corporations
and other legal entities, including public bodies, as well as natural persons.

iv) Any headings preceding the text of the Articles and Sections of this Agreement, and any
table of contents or marginal notes appended to it, are solely for convenience or reference and do
not constitute a part of this Agreement, nor do they affect the meaning, construction or effect of
this Agreement,

V) Words importing the singular include the plural and vice versa. Words of the masculine
- gender include the correlative words of the feminine and neuter genders.

vi)  All references to a number of days mean calendar days, unless expressly indicated
otherwise.

c) Incorporation of Exhibits
The following attached Exhibits are made a part of this Agreement:

Exhibit 1 Urban Area Security Initiative (UASI) Grant Agreement
Exhibit 2 Consulting Services Statement of Work and Task Order Terms
Exhibit 3 Managed Services Statement of Work and Task Order Terms
Exhibit 4 Acceptable Use Policy

Exhibit 5 Business Associates Agreement

Exhibit 6 CJIIS Security Addendum

Exhibit 7 Travel Policy

Exhibit 8 Evidence of Insurance

Exhibit 9 Board Authorization

Exhibit 10  Certification Regarding Lobbying

Exhibit 11 Certification for Consulting or Auditing Serv1ces

d) Order of Precedence

The following Articles and attached Exhibits are made a part of this Agreement with the
following Order of Precedence:;

Articles 1 through 13 of this Professional Services Agreement

Exhibit 1 Urban Area Security Initiative (UASI) Grant Agreement
Exhibit 2 Consulting Services Statement of Work and Task Order Terms
Exhibit 3 Managed Services Statement of Work and Task Order Terms
Exhibit 4 Acceptable Use Policy

Ol
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Exhibit 5 Business Associates Agreement

Exhibit 6 CJIS Security Addendum

Exhibit 7 Travel Policy

. Exhibit 8 Evidence of Insurance

10. Exhibit 9 Board Authorization

11. Exhibit 10 Certification Regarding L.obbying

12. Exhibit 11 Certification for Consulting or Auditing Services

O 00 1o

ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT
a) Scope of Services

This description of Services is intended to be general in nature and is neither a complete
description of Consultant's Services nor a limitation on the Services that Consultant is to provide
under this Agreement. Consultant must provide the Services in accordance with the standards of
performance set forth in Section 3¢c. The Services that Consultant must provide include, but are
not limited to, those described in Exhibits 2 and 3, which are attached to this Agreement and
incorporated by reference as if fully set forth herein, and any issued Task Order.

b) Deliverables

In carrying out its Services, Consultant may prepare or provide to the County various
Deliverables. "Deliverables” include work product, such as written reviews, recommendations,
reports and analyses, produced by Consultant solely for the County as specified in Exhibit 2.

The County may reject Deliverables that do not include relevant information or data, or do not
include all documents or other materials specified in this Agreement, including within the
applicable Task Orders. If the County determines that Consultant has failed to comply with the
foregoing standards, it has 30 days from the discovery to notify Consultant of its failure and
Consultant shall promptly remedy the deficiencies or failures. If Consultant does not correct the
deficiency or failure, if it is possible to do so, within 30 days after receipt of notice from the
County specifying the failure or other time as may be mutually agreed to by the Parties, then the
County, by written notice, may treat the failure as a default of this Agreement under Article 9. -

Partial or incomplete Deliverables may be accepted for review only when required for a specific
and well-defined purpose and when consented to in advance by the County. Such Deliverables
will not be considered as satisfying the requirements of this Agreement and partial or incomplete
Deliverables in no way relieve Consultant of its commitments under this Agreement.

c) Standard of Performance

‘Consultant must perform all Services required of it under this Agreement with that degree of
skill, care and diligence normally shown by a consultant performing services of a scope and
purpose and magnitude comparable with the nature of the Services to be provided under this
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Agreement. Consultant acknowledges that it is entrusted with or has access to valuable and
confidential information and records of the County and with respect to that information,
Consultant agrees to be held to the standard of care of a fiduciary.

Consultant must assure that all Services that require the exercise of professional skills or
Jjudgment are accomplished by professionals qualified and competent in the applicable discipline
and appropriately licensed, if required by law. Consultant remains responsible for the
professional and technical accuracy of all Services or Deliverables furnished, whether by
Consultant or its Subcontractors or others on its behalf. All Deliverables must be prepared in a
form and content agreed upon by the Parties and delivered in a timely manner consistent with the
requirements of this Agreement.

If Consultant fails to comply with the foregoing standards, Consultant must perform again, at its
own expense, all Services required to be re-performed as a direct or indirect result of that failure.
Any review, approval, acceptance or payment for any of the Services by the County does not
relieve Consultant of its responsibility for the professional skill and care and technical accuracy
of its Services and Deliverables. This provision in no way limits the County’s rights against
Consultant either under this Agreement, at law or in equity.

d) Personnel

i) Adequate Staffing

Consultant must, upon receiving a fully executed copy of this Agreement, assign and maintain
during the term of this Agreement and any extension of it an adequate staff of competent
personnel that is fully equipped, licensed as appropriate, available as reasonably needed, and
qualified to perform the Services set forth in Exhibit 2. With respect to any Consulting Services,
Consultant must include among its staff the Key Persormel and positions as identified in 3.d(ii)
below. The level of staffing may be revised from time to time by notice in writing from
Consultant to the County and with written consent of the County, which consent the County will
not withhold unreasonably. If the County fails to object to the revision within 14 days after
receiving the notice, then the revision will be considered accepted by the County.

i) Key Personnel

Consultant must not reassign or replace Key Personnel without the written consent of the
County, which consent the County will not unreasonably withhold or delay, except if such
reassignment or replacement is due to reasons of illness, resignation, termination or other causes
outside the control of Consultant. "Key Personnel” means those job titles and the persons
assigned to those positions in accordance with the provisions of this Section 3.d(ii). The County
may, at any time and acting reasonably, notify Consultant in writing that the County will no
longer accept performance of Services under this Agreement by one or more Key Personnel
listed. Upon that notice Consultant must immediately suspend the services being performed by
such Key Personnel and must replace him or them in accordance with the terms of this
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Agreement. A list of Key Personnel is found in Exhibit 2, Consulting Services Statement of
Work and Task Order.

ifi) Salaries and Wages

Consultant and Subcontractors must pay all salaries and wages due all employees performing
Services under this Agreement unconditionally and at least once a month without deduction or
rebate on any account, except only for those payroll deductions that are mandatory by law or are
permitted under applicable law and regulations. If in the performance of this Agreement
Consultant underpays any such salaries or wages, the Comptroller for the County may withhold,
out of payments due to Consultant, an amount sufficient to pay to employees underpaid the
difference between the salaries or wages required to be paid under this Agreement and the
‘salaries or wages actually paid these employees for the total number of hours worked. The
amounts withheld may be disbursed by the Comptroller for and on account of Consultant to the

* respective employees to whom they are due. The parties acknowledge that this Section 3.d(iii) is
solely for the benefit of the County and that it does not grant any third party beneficiary rights.

e) Minority and Women's Business Enterprises Commitment

In the performance of this Agreement, including the procurement and lease of materials or
equipment, as applicable, Consultant must abide by the minority and women's business
enterprise commitment requirements of the Cook County Ordinance, (Atticle IV, Section 34-267
through 272), except to the extent waived by the Compliance Director. Consultant's completed
MBE/WBE Utilization Plan evidencing its compliance with this requirement are a part of this
Agreement, in Section 1 of the Economic Disclosure Statement, upon acceptance by the
Compliance Director, Consultant must utilize minority and women's business enterprises at the
greater of the amounts committed to by the Consultant for this Agreement in accordance with
Section 1 of the Economic Disclosure Statement.

f) Insurance

Consultant must maintain at Consultant's own expense, during the term of this Agreement and
any time period following expiration if Consultant is required to return and perform any of the
Services or Additional Services under this Agreement, the insurance coverages and requirements
specified below, insuring all operations related to this Agreement. |

1) Insurance To Be Provided

(1) Workers Compensation and Employers Liability

Workers Compensation Insurance, as prescribed by applicable law, covering all employees who
are to provide a service under this Agreement and Employers Liability coverage with limits of
not less than $500,000 each accident or illness.

(2} Commercial General Liability (Primary and Umbrella)
' 10



Commercial General Liability Insurance or equivalent with limits of not less than $2,000,000 per
occurrence for bodily injury, personal injury and property damage liability. Cook County is to be
included as an additional insured on a primary, non-contributory basis for any liability arising
directly or indirectly from the Services.

Subcontractors performing Services for Consultant must maintain limits of not less than
$1.000,000 with the same terms.

(3) Automobile Liability (Primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in connection with Services to
be performed, Consultant must provide Automobile Liability Insurance with limits of not less
than $1,000,000 per occurrence limit, for bodily injury and property damage.

4 Professional Liability

When any professional consultants perform Services in connection with this Agreement,
Professional Liability Insurance covering acts, errors or omissions must be maintained with
limits of not less than $2,000,000. Coverage must include network security and privacy liability.
When policies are renewed or replaced, the policy retroactive date must coincide with, or
precede, start of Services on this Agreement. A claims-made policy which is not renewed or
replaced must have an extended reporting period of 2 years.

Subcontractors performing Services for Consultant must maintain limits of not less than
$1.000,000 with the same terms. i

i) Additional Requirements

(D Within seven (7) business days of the Effective Date and prior to any start of
performance of Services or toward Deliverables under this Agreement, Consultant must furnish
the County of Cook, Cook County, Office of the Chief Procurement Officer, 118 N, Clark St.,
Room 1018, Chicago, IL 60602, original Certificates of Insurance, or such similar evidence, to
be in force on the date of this Agreement, and Renewal Certificates of Insurance, or such similar
evidence, if the coverages have an expiration or renewal date occurring during the term of this
Agreement. The receipt of any certificate does not constitute agreement by the County that the
insurance requirements in this Agreement have been fully met or that the insurance policies
indicated on the certificate are in compliance with all Agreement requirements. The failure of
the County to obtain certificates or other insurance evidence from Consultant is not a waiver by
the County of any requirements for Consultant to obtain and maintain the specified coverages.
Non-conforming insurance does not relieve Consultant of the obligation to provide insurance as
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specified in this Agreement. Nonfulfillment of the insurance conditions may constitute a
violation of this Agreement, and the County retains the right to terminate this Agreement or to
suspend this Agreement until proper evidence of insurance is provided.

(2) Consultant will endeavor to provide the County with 30 days advance written
notice to be given to the County in the event coverage is substantially changed, canceled or non-
renewed. All deductibles or self-insured retentions on referenced insurance coverages must be
borne by Consultant.

3) The coverages and limits furnished by Consultant in no way limit Consultant’s liabilities
and responsibilities specified within this Agreement or by law. Any insurance or self-insurance
programs maintained by the County of Cook apply in excess of and do not contribute with
insurance provided by Consultant under this Agreement.

(4)Consnltant must require all Subcontractors to provide the insurance required in this
Agreement, or Consultant may provide the coverages for Subcontractors. If Consultant or
Subcontractor desires additional coverages, the party desmng the additional coverages is
responsible for its acquisition and cost.

(5)  The County’s Risk Management Office maintains the right to modify, delete, alter or
change these requirements upon reasonable notice to Consultant and upon the Parties’ execution
of an amendment to this Agreement. "Risk Management Office” means the Risk Management
Office, which is under the direction of the Director of Risk Management and is charged with
reviewing and analyzing insurance and related liability matters for the County,

g) Indemnification and Limits of Liability

The Consultant covenants and agrees to indemnify and save harmless the County and its
commissioners, officials, employees, agents and representatives, and their respective heirs,
successors and assigns, from and against any and all costs, expenses, attorney's fees, losses,
damages and liabilities incurred or suffered directly or indirectly from or attributable to any
claims arising out of or incident to the performance or nonperformance of this Agreement by the
Consultant, or the acts or omissions of the officers, agents, employees, contractors,
Subcontractors, licensees or invitees of the Consultant. The Consultant expressly understands
and agrees that any Performance Bond or insurance protection required of the Consultant, or
otherwise provided by the Consultant, shall in no way limit the responsibility to indemnify the
County as hereinabove provided.

(i)_Scope to Limit of Liability, Each party’s total liability for all claims arising out of or
related to this Agreement (whether in contract, tort or under any other form of liability as
applicable) shall be limited in the aggregate to the total fees paid or payable during the first
twenty-four (24) months of the Agreement.

(ii) Limits of Liability. AS PART OF THE CONSIDERATION FOR SERVICES
PROVIDED BY CONSULTANT AND FOR THE FEES PAID OR PAYABLE BY THE
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COUNTY UNDER THE AGREEMENT, EXCEPT FOR THE EXCLUSIONS SET FORTH
BELOW IN SUBSECTION (ii}, Exclusions to Limits on Liability, OR OTHERWISE
PROHIBITED BY LAW, NEITHER PARTY WILL BE LIABLE TO THE OTHER
(WHETHER IN CONTRACT, TORT, OR UNDER ANY OTHER FORM OF LIABILITY,
AND WHETHER OR NOT THE OTHER PARTY IS AWARE OR HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES) FOR: (a) CONSEQUENTIAL, INDIRECT,
INCIDENTAL, PUNITIVE OR SPECIAL DAMAGES; OR (b) LOST PROFITS, AND LOSS
OF REVENUE. THIS DISCLAIMER AND LIMITATION OF LIABILITY ARE MATERIAL
INDUCEMENTS FOR THE PARTIES TO ENTER INTO THIS AGREEMENT AND ARE
INTENDED TO SURVIVE A FINDING BY A COURT OR ARBITER THAT THE
EXCLUSIVE REMEDIES UNDER THIS AGREEMENT OR ANY ORDER FAIL OF THEIR
ESSENTIAL PURPOSE. FOR PURPOSES OF THIS ARTICLE 3(g)(ii), THE FOLLOWING
SHALL BE DEFINED WITHIN THE DEFINITION OF DIRECT DAMAGES: LOSS OR
CORRUPTION OF CONTENT OR BUSINESS INTERRUPTION.

iii) Exclusions to Limits on Liability.

The limitations of liability in subsections (i) and (ii) above will not apply to damages claims for:

(a) Breach of an obligation with respect to confidentiality, including breaches of County
Data, in which case the aggregate direct, indirect, consequential, incidental, punitive, or special liability
for all such claims under this Agreement will not exceed one million United States dollars ($1 million) or
the foreign exchange equivalency;

(b) Consultant’s infringement indemnity obligations set forth in subsection (i), Patents,
Copyrights and Licenses, in which case the aggregate direct, indirect, consequential, incidental, punitive,
or special liability for all such claims under the Agreecment will be unlimited;

(c) Breach of the other Party’s Intellectual Property, in which case the aggregate direct,
indirect, consequential, incidental, punitive or special liability for all such claims under the Agreement
will be unlimited;

(d) Fees for Services under a Task Order;

(e) Bodily injury, death, or damage to real or tangible property caused by a Party’s
negligence, in which case the aggregate direct liability will be unlimited; or

§§] Any other damages claims that cannot be limited or excluded under applicable law.

h) Confidentiality and Ownership of Documents

Consultant acknowledges and agrees that information regarding this Agreement is confidential
and shall not be disclosed, directly, indirectly or by implication, or be used by Consultant in any
way, whether during the term of this Agreement or at any time thereafter, except solely as
required in the course of Consultant’s performance hereunder. Consultant shall comply with the
applicable privacy laws and regulations applicable to Consultant and will not disclose any of
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County’s records, materials, or other data to any third party except as necessary to meet its
obligations under this Agreement, provided that such third party is bound by confidentiality
obligations no less restrictive than contained here. Consultant shall not have the right to compile
and distribute statistical analyses and reports utilizing data derived from information or data
obtained from County without the prior written approval of County. In the event such approval
is given, any such reports published and distributed by Consultant shall be furnished to County
without charge.

County acknowledges and agrees that Consultant’s Confidential Information, as identified by
Consultant, shall not be disclosed, directly, indirectly or by implication, or be used by County in
any way, whether during the term of this Agreement or at any time thereafter, except solely as
required in the course of County’s performance hereunder or as required by law. The County
may share Consultant’s Confidential Information with employees or contractors who have a need
to know the Confidential Information and who are bound in writing by reasonable confidentiality
obligations. Notwithstanding the foregoing, Consultant acknowledges that certain information
may be subject to disclosure under the Tllinois Freedom of Information Act (“FOIA™).

(i) County Title and Intellectual Property Rights.

All Deliverables created under this Agreement whether made by Consultant, Consultant’s
Subcontractors, Consultant’s employees, the County, the County’s contractors or employees, or
any combination thereof are the property of the County, shall be owned by the County except for
the Consultant IP embodied in the Deliverable. Consultant irrevocably and unconditionally sells,
transfers and assigns to County and its designee(s), the entire right, title, and interest in and to the
Deliverables that it may now or hereafter possess in said Deliverables, and all derivative works
thereof, except for the Consultant IP embodied in the Deliverables. This sale, transfer and
assignment shall be effective immediately upon the County’s payment to Consultant for the
Services that resulted in the creation of each Deliverable.

Except for Consultant IP, all copyrightable material contained within a Deliverable and created
under this Agreement are works made for hire within the meaning of the copyright laws of the
United States. Consultant bears the burden to prove that a work within a Deliverable was not
created under this Agreement. If work is determined to not be made for hire or that designation
is not sufficient to secure rights, to the fullest extent allowable and for the full term of protection
otherwise accorded to Consultant under such law, Consultant shall and hereby irrevocably does,
assign and transfer to the County free from all liens and other encumbrances or restrictions, all
right, title and interest Consultant may have or come to have in and to such Deliverable.

Consultant agrees to execute all documents and take all actions that may be reasonably requested
by the County to evidence the transfer of ownership of or license to intellectual property rights
described in this Section. :

The County retains all right, title and interest in and to all derivative works of County IP. The

County hereby grants to Consultant a nonexclusive, revocable license to use, copy, modify and

prepare derivative works of County IP only during the term of the Agreement and only for the
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purpose of perforrhing Services and developing Deliverables for the County under this
Agreement. ' | ‘

(ii) Consultant’s Intellectual Property and License.

Consultant will retain all right, title and interest in and to all Consultant IP owned by Consultant
prior to the delivery of Services hereunder or developed by it during or after the delivery of
Services hereunder that is not specific to the County. The County acknowledges that its
possession, installation or use of Consultant IP will not transfer to it any title to such property.

Except as expressly authorized in herein, the County will not distribute, sublicense, rent, reverse
engineer, decompile or disassembie Consultant IP.

Consultant grants to the County, a royalty-free, non-exclusive, non-transferable, irrevocable,
perpetual, license to use Consultant IP for its internal business purposes and as otherwise
required for its governmental functions. The County may provide Consultant IP to any County
subcontractor for the sole purposes of creating, implementing, maintaining or enhancing a
Deliverable, and for creating derivative works thereof, in any media now known or hereafter
known, to the extent the same are embodied in the Deliverables; provided that such County
subcontractors are bound in writing by reasonable confidentiality obligations. For the avoidance
of doubt, this license does not give the County the right, and the County is not authorized, to sub-
license such Consultant IP or use it for the benefit of other customers or for any other purpose,
except as expressly authorized herein, without Consultant’s prior written consent.

(iii) County Data.

For purposes of this Agreement, “County Data” means all data provided by the County to
Consultant, provided by third parties to the Consultant for purposes relating to this Agreement,
or otherwise encountered by Consultant for purposes relating to this Agreement, including,
without limitation, all data sent to Consultant by the County and/or stored by Consultant on any
media relating to the Agreement, including metadata about such data. To the extent there is any
uncertainty as to whether any data constitutes County Data, the data in question shall be treated
as County Data. County Data shall be considered the County’s Confidential Information.

County Data, or any dertvatives thereof, provided to Consultant or contained in any Consultant
repository shall be and remain the sole and exclusive property of the County. Consultant is
provided a license to County Data hereunder for the sole and exclusive purpose of providing
Services under this Agreement, including a limited non-exclusive, non-transferable license to
store, record, transmit, and display County Data only to the extent necessary in the provisioning
of the Services under this Agreement. Except for approved Subcontractors, Consultant is
prohibited from disclosing County Data to any third party without prior, specific written
approval from the County. Consultant shall not use the County Data for any purpose other than
that of rendering the Services under this Agreement, nor sell, assign, lease, dispose of or
otherwise exploit County Data. Consultant shall not possess or assert any lien or other right
against or to County Data.
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Consultant will safeguard and secure County’s Data in its possession as required by all
applicable laws, including HIPAA, HITECH, and the rules promulgated thereunder, as well as
the Illinois Personal Information Protection Act. Consultant will safeguard and secure County’s
Data in its possession also as required by industry-standard best practices as updated, including
Payment Card Industry (“PCI”) Security Standards Council (“SSC”) standards and National
Institute of Standards and Technology (“NIST”) 800-series standards.

At all times, the County has the right to access, examine and verify Consultant’s protection of
County Data in Consultant’s possession, including through the receipt of Consultant’s SSAE16

- Type 2, SOC 1 audit report. County may do so directly orthrough a third party of County’s
choosing, provided that such third party is bound in writing by reasonable confidentiality
obligations and provided that the County or its designed third party may only audit those controls
not already covered in Consultant’s audit report. Upon written request by the County, Consultant
shall provide to County reasonably detailed, complete and accurate documentation describing the
systems, processes, network segments, security controls, and dataflow relating to County Data.

All County Data, both in motion and at rest, shall be stored only within the continental United
States. Upon termination of the Agreement, whether upon expiration, upon breach, or otherwise,
Consultant shall retrieve, retain, deliver, or destroy the County Data as the County reasonably
directs at no additional cost to the County. Under no circumstances, and regardiess of any
breach of this Agreement, shall Consultant prevent the County from accessing and retrieving
County Data. In all cases, Consultant shall provide reasonable assistance to County in accessing
and retrieving County Data.

The Consultant agrees that upon termination of this Agreement it shall return all County Data to
the County in a useable encrypted electronic form, and erase, destroy, and render unreadable all
data in its entirety in accordance with this Agreement. County Data must be rendered in a
manner that prevents its physical reconstruction through the use of commonly available file
restoration utilities. Certification in writing that these actions have been completed must be
provided within 30 days of the termination of this Agreement or within 7 days of a request of an
agent of the County, whichever shall come first.

Where disposal is approved, the Consultant agrees that prior to disposal or reuse of all magnetic
media (e.g. hard disk, floppy disk, removable media, etc.) which may have contained County
Data shall be submitted to a data sanitization process which meets or exceeds DoD 5220.28-M 3-
pass specifications. Certification of the completion of data sanitization shall be provided to the
County within 10 days of completion. Acceptance of Certification of Data Sanitization by the
Chief Information Security Officer is required prior to media reuse or disposal. All other
materials which contain County Data shall be physically destroyed and shredded in accordance
to NIST Special Publication 800-88.

i) Patents, Copyrights and Licenses

Consultant agrees to hold harmless and indemnify the County, its officers, agents, employees and
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affiliates from and defend, at its own expense (including reasonable attorneys', accountants' and
consultants' fees), against third-party claims that the Services, as delivered, infringe any
Intellectual Property, and will pay costs, expenses (including reasonable attorneys’ fees), and
damages finally awarded against the County, or settlements agreed, on account of such claims.

If the County’s use of the Services will be enjoined—or in Consultant’s opinion is either likely to
be enjoined or that a claim, action, proceeding or suit is likely to occur due to the alleged infringing
Services——the County’s sole and exclusive remedy will be for Consultant to: (i) replace the
affected portion of the Services with a substitute that is functionally equivalent in all material
aspects and free of any infringement or violation, at no additional fee; (ii) modify the Services so
that they will be free of the infringement or violation; or (iii) procure for the County a license or
other right to use the Services, provided that if none of these options is commercially practical,
then upon written notice to the County, Consultant may terminate the affected portion of the
Services in the applicable Task Order and Consultant will refund to the County any prepaid fees
for such Services that were not yet rendered.

No Consultant indemnity obligation will extend to an alleged infringement arising out of or
relating to (i) Consultant’s adherence to a design modification, specification of hardware or
software, drawing, or written instruction (including, but not limited to Consultant’s provision of
the specific components listed on any Order), which Consultant is directed by the County to
follow; (ii) Consultant’s adherence to instructions to apply the County’s trademark, trade name,
or other the County identification; (iii) software, hardware or data furnished or specifically
requested by the County to Consultant for use under this Agreement; (iv) the County’s use of the
Services in combination with other products or services, which combination was not installed,
recommended, or approved by Consultant; or (v) any claim specified as a the County indemnity
obligation.

» Examination of Records and Audits

The Consultant agrees that the Cook County Auditor, the Department of Homeland Security and
Emergency Management, or any of its duly authorized representatives shall, until expiration of
three (3) years after the final payment under this Agreement, have access and the right to examine
any books, documents, papers, canceled checks, bank statements, purveyor's and other invoices,
and records of the Consultant directly related to the Agreement, or to Consultant's compliance with
any term, condition or provision thereof. The County shall provide Consultant with at least fifteen
(15) days prior written notice, such audit shall be at the County’s expense and shall not interfere
with another customer’s use of the services. The Consultant shall be responsible for establishing
and maintaining records sufficient to document the costs associated with performance under the
terms of this Agreement.

Ini the event the Consultant receives payment under the Agreement, reimbursement for which is
later disallowed by the County, the Consultant shall promptly refund the disallowed amount to the
County on request, or at the County's option, the County may credit the amount disallowed from
the next payment due or to become due to the Consultant under any contract with the County.
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To the extent this Agreement pertains to Deliverables which may be reimbursable under the
Medicaid or Medicare Programs, Consultant shall retain and make available upon request, for a
period of four (4) years after furnishing services pursuant to this Agreement, the contract, books,
documents and records which are necessary to certify the nature and extent of the costs of such
services if requested by the Secretary of Health and Human Services or the Comptroller General
of the United States or any of their duly authorized representatives. If Consultant carries out any
of its duties under the Agreement through a subcontract with a related organization involving a
value of cost of $10,000.00 or more over a 12 month period, Consultant will cause such
subcontract to contain a clause to the effect that, until the expiration of four (4) years after the
furnishing of any service pursuant to said subcontract, the related organization will make
available upon request of the Secretary of Health and Human Services or the Comptroller
General of the United States or any of their duly authorized representatives, copies of said
subcontract and any books, documents, records and other data of said related organization that
are necessary to certify the nature and extent of such costs. This paragraph relating to the
retention and production of documents is included because of possible application of Section
1861(v)(1)(I) of the Social Security Act to this Agreement; if this Section should be found to be
inapplicable, then this paragraph shall be deemed inoperative and without force and effect.

k) Subcontracting or Assignment of Contract or Contract Funds

-Except for Subcontractors clearly identified by name in this Agreement, this Agreement shall not
be subcontracted or assigned, in whole or in part, without the advance written approval of the
Chief Procurement Officer, which approval shall be granted or withheld at the sole discretion of
the Chief Procurement Officer. In no case, however, shall such approval relieve the Consultant
from its obligations or change the terms of the Agreement. The Consultant shall not transfer or
assign any contract funds or any interest therein due or to become due without the advance written
approval of the Chief Procurement Officer. The unauthorized subcontracting or assignment of the
Agreement, in whole or in part, or the unauthorized transfer or assignment of any Agreement
funds, either in whole or in part, or any interest therein, which shall be due or are to become due
the Consultant shall have no effect on the County and are null and void. '

The Chief Procurement Officer shall have the right to disapprove any subcontractor, Identification
of Subcontractors to the Chief Procurement Officer shall be in addition to any communications
with County offices other than the Chief Procurement Officer. All Subcontractors shall be subject
to the applicable terms of this Agreement. Consultant shall incorporate into all subcontracts all of
the provisions of the Agreement which affect such subcontract.

The Consultant must disclose the name and business address of each Subcontractor, attorney,
lobbyist, accountant, consultant and any other person or entity whom the Consultant expects to
retain in providing Services exclusively to the County hereunder. The Consultant is not required to
disclose employees who are paid or estimated to be paid. The Consultant is not required to
disclose employees who are paid solely through the contractor’s regular payroll. “Lobbyist”
means any person or entity who undertakes to influence any legislation or administrative action on
behalf of any person or entity other than:1) a not-for-profit entity, on an unpaid basis, or (2),
himself. “Lobbyist” also means any person or entity any part of whose duties as an employee of
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another includes undertaking to influence any legislative or administrative action. If the
Consultant is uncertain whether a disclosure is required under this Section, the Consultant must
either ask the County, whether disclosure is required or make the disclosure.

The County reserves the right to prohibit any person from entering any County facility for any
reason. All contractors and subcontractors of the Consultant shall be accountable to the Chief
Procurement Officer or his designee while on any County property and shall abide by all rules and
regulations imposed by the County and made known to Consultant.

Consultant currently intends to utilize the following Subcontractors in its provision of Services
described in Exhibits 2 and 3:

Palace Gate Corporation
3405 Park Place
Evanston, IL. 60201

Alert Logic, Inc.
1776 Yorktown, 7% floor
Houston, TX 77056

ARTICLE 4) TERM OF PERFORMANCE
a) Term of Performance

This Agreement takes effect when approved by the Cook County Board and its term shall begin
~on July 1, 2014 ("Effective Date") and continue until June 30, 2018 or until this Agreement is
terminated in accordance with its terms, whichever occurs first. :

b) Timeliness of Performance

i) Consultant must provide the Services and Deliverables within the term and within the
time limits required under this Agreement, pursuant to the provisions of Section 4.a and the
applicable Task Orders.

i) Neither Consultant nor Consultant’s agents, employees or Subcontractors are entitled to
any damages from the County, nor is any party entitled to be reimbursed by the County, for
damages, charges or other losses or expenses incurred by Consultant by reason of delays or
hindrances in the performance of the Services, whether or not caused by the County.

c) Agreement Extension Option

The Chief Procurement Officer may at any time before this Agreement expires elect to extend
this Agreement for up to two (2) additional two-year periods (i.e., for a total of four years
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extension when both extension periods are combined) under the same terms and conditions as
this original Agreement, except as provided otherwise in this Agreement, by notice in writing to
Consultant. After notification by the Chief Procurement Officer, this Agreement must be
modified to reflect the time extension in accordance with the provisions of Section 10.c.

ARTICLE 5) COMPENSATION
a) Basis of Payment

The County will pay Consultant according to this Agreement, its Exhibits, and any applicable
Task Order. Payment, whether for Services or reimbursement, which the County is required to
make under this Agreement will be made not later than sixty (60) days after the County has
received Consultant’s invoice.

b) - Method of Payment

All invoices submitted by the Consultant shall be in accordance with the cost provisions of this
Agreement, its Exhibits 2 and 3, and any applicable Task Order. The invoices shall contain a
reasonably detailed description of the Services that is sufficient to determine the Services for
which payment is requested. All invoices shall reflect the amounts invoiced by and the amounts
paid to the Consultant as of the date of the invoice, and shall be submitted together with a
properly completed County Voucher form (29A), as applicable. Invoices for new charges shall
not include “past due” amounts, if any, which amounts must be set forth on a separate invoice.
No payments shall be made with respect to invoices which do not include the County Voucher
form or which otherwise fail to comply with the requirements of this paragraph. Consuitant shail
not be entitled to invoice the County for any late fees or other penalties.

¢} Funding

The schedule of payments under this Agreement is identified in the Task Orders currently set
forth in Exhibits 2 and 3. Consultant understands and acknowledges that this Agreement is
funded by a federal grant through the Department of Homeland Security, as further detailed in
Exhibit 1, Urban Area Security Initiative (UAST) Grant Agreement. Contractor shall comply
with all the terms and provisions set forth in 44 C.F.R. 13.36(i), which are incorporated by
reference as though fully set forth herein. Payments under this Agreement must not exceed the
dollar amount of $1,364,123.00, as shown in this Agreement and its Exhibits 2 and 3 without a
written amendment in accordance with Section 10.c.

d) Non-Appropriation

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the County
for payments to be made under this Agreement, or if the funding for the grant is terminated, then
the County will notify Consultant in writing of that occurrence, and this Agreement will
terminate on the earlier of the last day of the fiscal period for which sufficient appropriation was
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made or whenever the funds appropriated for payment under this Agreement are exhausted.
Payments for Services completed to the date of notification will be made to Consultant. No
payments will be made or due to Consultant and under this Agreement beyond those amounts
appropriated and budgeted by the County to fund payments under this Agreement.

e) Taxes

Federal Excise Tax does not apply to materials purchased by the County by virtue of
Exemption Certificate No. 36-75-0038K. Illinois Retailers' Occupation Tax, Use Tax and
Municipal Retailers' Occupation Tax do not apply to deliverables, materials or services purchased
by the County by virtue of statute. The price or prices quoted herein shall include any and all other
federal and/or state, direct and/or indirect taxes which apply to this Agreement. The County's State
of Illinois Sales Tax Exemption Identification No. is E-9998-2013-05.

f) Price Reduction
[Intentionally Blank]
g) Consultant Credits

[Intentionally Blank]

ARTICLE 6) DISPUTES

Any dispute arising under the Agreement between the County and Consultant shall be decided by
the Chief Procurement Officer. The complaining party shall submit a written statement detailing
the dispute and specifying the specific relevant Agreement provision(s) to the Chief Procurement
Officer. Upon request of the Chief Procurement Officer, the party complained against shall
respond to the-complaint in writing within five days of such request. The Chief Procurement
Officer will reduce her decision to writing and mail or otherwise furnish a copy thereof to the
Consultant. Unless a notice is issued by the Chief Procurement Officer indicating that additional
time is required to review a dispute, the parties may exercise their contractual remedies, if any, if
no decision is made within sixty (60} days following notification to the Chief Procurement Officer
of a dispute. No inference shall be drawn from the absence of a decision by the Chief Procurement
Officer. Notwithstanding a dispute, Consultant shall continue to discharge all its obligations,
duties and responsibilities set forth in the Agreement during any dispute resolution proceeding
unless otherwise agreed to by the County in writing. Nothing in this provision will limit the right
of either Party to seek whatever remedy is available at law or in equity, including without
limitation, injunctive relief for intellectual property infringement or breach of confidentiality.

ARTICLE 7) COMPLIANCE WITH ALL LAWS

The Consultant shall observe and comply with the laws, ordinances, regulations and codes of the
Federal, State, County and other local government agencies which may in any manner affect the
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performance of the Agreement including, but not limited to, those County Ordinances set forth in
the certifications attached hereto and incorporated herein. Assurance of compliance with this
requirement by the Consultant's employees, agents or subcontractors shall be the responsibility of
the Consultant.

Except as otherwise set out in a Task Order, Consultant shall secure and pay for all federal, state
and local licenses, permits and fees required hereunder.

ARTICLE 8) SPECIAL CONDITIONS
a) Warranties and Representations
In connection with signing and carrying out this Agreement, Consultant;

1) warrants that Consultant is appropriately licensed under Illinois law to perform the
Services required under this Agreement and will not perform any Services for which a
professional license is required by law and for which Consultant is not appropriately licensed;

ii) warrants it is financially solvent; it and each of its employees, agents are competent to
perform the Services required under this Agreement; and Consultant is legally authorized to
execute and perform or cause to be performed this Agreement under the terms and conditions
stated in this Agreement;

ili) ~ warrants that it will not knowingly use the Services of any ineligible consultant or
Subcontractor for any purpose in the performance of its Services under this Agreement;

iv) warrants that Consultant is not in default at the time this Agreement is signed, and have
not been considered by the Chief Procurement Officer to have, within 5 years immediately
preceding the date of this Agreement, been found to be in default on any contract awarded by the
County;

V) represents that it has carefully examined and analyzed the provisions and requirements of
this Agreement; it understands the nature of the Services required; from its own analysis it has
satisfied itself as to the nature of all things needed for the performance of this Agreement; this
Agreement is feasible of performance in accordance with all of its provisions and requirements,
and Consultant warrants it can and will perform, or cause to be performed, the Services in
material compliance with the provisions and requirements of this Agreement;

vi) represents that Consultant and, to the best of its knowledge, its Subcontractors are not in
violation of the provisions of the Illinois Criminal Code, 720 ILCS 5/33E as amended; and

vil)  acknowledges that any certification, affidavit or acknowledgment made under oath in

. connection with this Agreement is made under penalty of perjury and, if false, is also cause for
termination under Sections 9.a and 9.c. :

22



vi) OTHER THAN THE EXPLICIT WARRANTIES AND THOSE WHICH CANNOT BE
EXCLUDED BY APPLICABLE LAW, AND ANY WARRANTIES SPECIFICALLY
PROVIDED IN AN ORDER, SUNGARD PROVIDES THE SERVICES “AS IS,” AND
DISCLAIMS ALL WARRANTIES AND CONDITIONS, EXPRESSED, IMPLIED AND
STATUTORY, INCLUDING THE WARRANTIES OF MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-
INFRINGEMENT.

b) Ethics
1) In addition to the foregoing warranties and representations, Consultant warrants:

(1) no officer, agent or employee of the County is employed by Consultant or has a
financial interest directly or indirectly in this Agreement or the compensation to be paid
under this Agreement except as may be permitted in writing by the Board of Ethics.

(2)  no payment, gratuity or offer of employment will be made in connection with this

- Agreement by or on behalf of any Subcontractors to the prime Consultant or higher tier
Subcontractors or anyone associated with them, as an inducement for the award of a
subcontract or order.

¢)  Joint and Several Liability
[Intentionally Omitted]
d) Business Documents

At the request of the County, Consultant must provide a Certificate of Secretary or other
document reasonably acceptable to the County to validate that the person(s) who will execute
this Agreement is Consultant’s duly authorized officer(s).

e) Conflicts of Interest

1) No member of the governing body of the County and no other officer, employee or agent
of the County who exercises any material functions or responsibilities in connection with the
Services to which this Agreement pertains is permitted to have any personal interest, direct or
indirect, in this Agreement. No member of or delegate to the Congress of the United States or
the Illinois General Assembly and no Commissioner of the Cook County Board or County
employee is allowed to be admitted to any share or part of this Agreement or to any financial
benefit to arise from it.

ii) Consultant covenants that it, and to the best of its knowledge, its Subcontractors if any
(collectively, "Consulting Parties"), presently have no direct or indirect interest and will not

23



acquire any interest, direct or indirect, in any project or contract that would conflict in any
manner or degree with the performance of its Services under this Agreement,

iii) Upon the reasonable request of the County and upon Consultant’s receipt of written
consent by the applicable client(s), Consultant must disclose to the County its past client list and
the names of any clients with whom it has an ongoing relationship in order to allow the County
to determine whether the Consultant’s Services for such other clients poses a conflict of interest.
If Consultant becomes aware of a conflict, it must promptly notify the County in writing.

iv) Without limiting the foregoing, if Consultant assists the County in determining the
advisability or feasibility of a project or in recommending, researching, preparing, drafting or
issuing a request for proposals or bid specifications for a project, the Consultant must not
participate, directly or indirectly, as a prime, subcontractor or joint venturer in that project or in
the preparation of a proposal or bid for that project during the term of this Agreement or
afterwards. The Consulting Parties may, however, assist the County in reviewing the proposals
or bids for the project if Consultant does not have a relationship with the persons or entities that
submitted the proposals or bids for that project. '

V) The Consultant further covenants that, in the performance of this Agreement, no person
having any conflicting interest will be assigned to perform any Services or have access to any
confidential information, as defined in Article 3(h) and (i) of this Agreement.

vi)  If any federal funds are to be used to compensate or reimburse Consultant under this
Agreement, Consultant represents that it is and will remain in compliance with federal -
restrictions on lobbying set forth in Section 319 of the Department of the Interior and Related
Agencies Appropriations Act for Fiscal year 1990, 31 U.S.C. § 1352, and related rules and
regulations set forth at 54 Fed. Reg. 52,309 ff. (1989), as amended. If federal funds are to be
used, Consultant must execute a Certification Regarding Lobbying, attached here as Exhibit 10.

f) Non-Liability of Public Officials

Consultant and any assignee or Subcontractor of Consultant must not charge any official,
employee ot agent of the County personally with any liability or expenses of defense or hold any
official, employee or agent of the County personally liable to them under any term or provision

of this Agreement or because of the County's execution, attempted execution or‘any breach of
this Agreement.

ARTICLE 9) EVENTS OF DEFAULT, REMEDIES, TERMINATION, SUSPENSION
AND RIGHT TO OFFSET
a) = Events of Default Defined

The following constitute events of default:
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1) Any material misrepresentation, whether negligent or willful and whether in the
inducement or in the performance, made by Consultant to the County.

ii) Consultant's material failure to perform any of its obligations under this Agreement
including the following: \

(a) Failure due to a reason or circumstances within Consultant's reasonable control to
perform the Services with sufficient personnel and equipment or with sufficient material
to ensure the performance of the Services;

(b)  Failure to promptly re-perform Services in accordance with the terms set forth in
this Agreement;

© Discontinuance of the Services for reasons within Consultant's reasonable control;
and

(d)  Failure to comply with any other material term of this Agreement, including the
provisions concerning insurance and nondiscrimination.

(v) Failure to comply with Article 7, Compliance with Laws, in a material respect in the
performance of the Agreement.

(vi)  Consultant’s repeated or continued violations of County ordinances unrelated to
performance under the Agreement that indicate a willful or reckless disregard for County laws
and regulations.

b) Remedies

The occurrence of any event of default permits the County, at the County’s sole option, to
declare Consultant in default. Consultant shall have an opportunity to cure the default within 30
days of receipt of a Cure Notice, unless extended by the Chief Procurement Officer.

The Chief Procurement Officer will give Consultant written notice of the default, in the form of a
cure notice ("Cure Notice"). The Chief Procurement Officer may give notice of termination
(“Default Notice”) if Consultant fails to affect a cure within the cure period. When a Default
Notice with intent to terminate is given as provided in this Section 9.b and Article 11, Consultant
must discontinue any Services, unless otherwise directed in the notice, and deliver all matérials
accumulated in the performance of this Agreement, whether completed or in the process, to the
County.

i) The right to terminate this Agreement as to any or all of the Services yet to be performed
effective at a time specified by the County;

ii) The right of specific performance, an injunction or any other appropriate equitable
remedy;
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iif)  The right to money damages, subject to Article 3(g), Limits of Liability,
iv)  Theright to withhold all or any part of Consultant's compensation under this Agreement;

V) The right to consider Consultant non-responsible in future contracts to be awarded by the
County.

If the Chief Procurement Officer considers it to be in the County’s best interests, he may elect
not to declare default or to terminate this Agreement. The parties acknowledge that this
provision is solely for the benefit of the County and that if the County permits Consultant to
continue to provide the Services despite one or more events of default, Consultant is in no way
relieved of any of its responsibilities, duties or obligations under this Agreement, nor does the
County waive or relinquish any of its rights.

The remedies under the terms of this Agreement are not intended to be exclusive of any other

- remedies provided, but each and every such remedy is cumulative and is in addition to any other
remedies, existing now or later, at law, in equity or by statute. No delay or omission to exercise
any right or power accruing upon any event of default impairs any such right or power, nor is it a
waiver of any event of default nor acquiescence in it, and every such right and power may be
exercised from time to time and as often as the County considers expedient.

Consultant may terminate this Agreement on no less than thirty (30) business days’ notice if: (a)
the County materially breaches it and fails to remedy the breach within sixty (60) days after
receiving written notice of it by Consultant, provided that, if a longer period is reasonably required
to remedy the breach and the remedy is promptly begun, such remedy period shall be extended for
as long as the remedy is being diligently carried out to completion; or (b) the material breach is of
a type which cannot be remedied. Notwithstanding the foregoing, if the breach is County’s
noncompliance with Exhibit 4, Acceptable Use Policy, or with applicable law or regulation,
Consultant may immediately, without liability, interrupt or suspend the Services as necessary to
avoid a violation of law or regulation, to prevent a service interruption by an Internet service
provider or other network services provider, or to protect the integrity of Consultant’s network or
the security of the Services; provided that noncompliance with such Acceptable Use Policy shall
not necessarily constitute a material breach or default as defined under Article 9 of this
Agreement.

c) Early Termination

The County may, by providing SunGard with ninety (90) calendar days written notice, terminate
this Agreement, in whole or part, or with respect to the Services provided under Exhibit 2,
change such Services by increasing or decreasing the number of resources and/or hours
purchased (and corresponding fees), at any time during the term of this Agreement provided that
the effective date of termination or change is on or after twelve (12) months from the Effective
Date of the Agreement. '
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d) Suspension

The County may at any time request that Consultant suspend its Services, or any part of them, by
giving 15 days prior written notice to Consultant or upon informal oral, or even no notice, in the
event of emergency. For purposes of this provision, an “emergency” is a sudden, unforeseen
event which requires immediate action in order to protect against loss of life, damage to the
property, or catastrophic consequences to the County’s normal activities. No costs incurred after
the effective date of such suspension are allowed. Consultant must promptly resume its
performance of the Services under the same terms and conditions as stated in this Agreement
upon written notice by the Chief Procurement Officer and such equitable extension of time as
may be mutually agreed upon by the Chief Procurement Officer and Consultant when necessary
for continuation or completion of Services.

Any additional costs or expenses actually incurred by Consuitant as a result of recommencing the
Services must be treated in accordance with the compensation provisions under Article 5 of this
Agreement.

No suspension of this Agreement is permitted in the aggregate to exceed a petiod of 45 days
within any one year of this Agreement. If the total number of days of suspension exceeds 45
days, Consultant by written notice may treat the suspension as an early termination of this
Agreement under Section 9.3. '

e) Right to Offset
i) In connection with performance under this Agreement:
The County may offset any excess costs incurred:

(i) - if the County terminates this Agreement for default or any other reason expressly
permitted ;

(i)  if the County exercises any of its remedies under Section 9.b of this
Agreement; ot

(i11)  if the County has any credits due or has made any overpayments under this
Agreement.

The County may offset these excess costs by use of any payment due for Services completed
before the County terminated this Agreement or before the County exercised any remedies. If the
amount offset is insufficient to cover those excess costs, Consultant is liable for such costs,
subject to the limits of liability in Article 3(g). This right to offset is in addition to and not a
limitation of any other remedies available to the County

f) Delays
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Except as otherwise set forth herein, Consultant agrees that no charges or claims for damages shall
be made by Consultant for any delays or hindrances from any cause whatsoever during the
progress of any portion of this Agreement.

g) Prepaid Fees

In the event this Agreement is terminated by either party, for cause or otherwise, and the County
has prepaid for any Services Consultant shall refund to the County, on a prorated basis to the
effective date of termination, all amounts prepaid for Services not actually provided as of the
effective date of the termination. The refund shall be made within fourteen (14) days of the
effective date of termination.

h) Force Majeure

Neither party shall be liable for, nor shall either party be considered in breach of this Agreement
due to, any failure to perform its obligations as a result of a cause beyond its control, including
but not limited to, any natural calamity, act of God, act of any military, civil or regulatory
authority, change in any law or regulation.

ARTICLE 10} GENERAL CONDITIONS
a) * Entire Agreement
i) General

This Agreement, and the exhibits attached to it and ihcorporat_ed in it, constitute the entire
agreement between the parties and no other warranties, inducements, considerations,
promises or interpretations are implied or impressed upon this Agreement that are not
expressly addressed in this Agreement.

ii) No Collateral Agreements

Each Party acknowletfges that, except only for those representations, statements or promises
expressly contained in this Agreement and any exhibits attached to it and incorporated by
reference in it, no representation, statement or promise, oral or in writing, of any kind
whatsoever, by the other Party, its officials, agents or employees, has induced either Party to
enter into this Agreement or has been relied upon by the other Party, including any with
reference to: (i) the meaning, correctness, suitability or completeness of any provisions or
requirements of this Agreement; (ii) the nature of the Services to be performed; (iii) the
nature, quantity, quality or volume of any materials, equipment, labor and other facilities
needed for the performance of this Agreement; (iv) the general conditions which may in any
way affect this Agreement or its performance; (v) the compensation provisions of this
Agreement; or (vi) any other matters, whether similar to or different from those referred to in
(i) through (vi) immediately above, affecting or having any connection with this Agreement,
its negotiation, any discussions of its performance or those employed or connected or
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concerned with it.
iii) No Omissions

Consultant acknowledges that Consultant was given an opportunity to review all documents
forming this Agreement before signing this Agreement in order that it might request
inclusion in this Agreement of any statement, representation, promise or provision that it
desired or on that it wished to place reliance. Consultant did so review those documents, and
either every such statement, representation, promise or provision has been included in this
Agreement or else, if omitted, Consultant relinquishes the benefit of any such omitted
statement, representation, promise or provision and is willing to perform this Agreement in
its entirety without claiming reliance on it or making any other claim on account of its -
omission, The parties agree that this Agreement, including any of its Exhibits, will not be

~ construed against the drafter. The construction and interpretation of this Agreement will be
in accordance with its explicit language and excluding the parties” course of dealing or to
usage of trade. The parties acknowledge that the Agreement and any Task Order are the
result of negotiation between the Parties which are represented by sophisticated counsel and
therefore none of the Agreement’s or Task Order’s provisions will be construed against the
drafter.

b) Counterparts

This Agreement is comprised of several identical counterparts, each to be fully signed by the
parties and each to be considered an original having identical legal effect.

c) Modifications and Amendments

The parties may during the term of the Agreement make modifications and amendments to the
Agreement but only as provided in this section. Such modifications and amendments shall only be
made by mutual agreement in writing. :

In the case of contracts not approved by the Board, the Chief Procurement Officer may amend a
contract provided that any such amendment does not extend the Agreement by more than one (1)
year, and further provided that the total cost of all such amendments does not increase the total
amount of the Agreement beyond $150,000. Such action may only be made with the advance
written approval of the Chief Procurement Officer. If the amendment extends the Agreement
beyond one (1) year or increases the total award amount beyond $150,000, then Board approval
will be required.

No County department or employee thereof has authority to make any modifications or

amendments to this Agreement. Any modifications or amendments to this Agreement made
without the express written approval of the Chief Procurement Officer is void and unenforceable.
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Consultant is hereby notified that, except for modifications and amendments which are made in
accordance with this Section10.c, Modifications and Amendments, no County department or
employee thereof has authority to make any modification or amendment to this Agreement.

d) Governing Law and J urisdiction

This Agreement shall be governed by and construed under the laws of the State of Iliinois. The
Consultant itrevocably agrees that, subject to the County's sole and absolute election to the
contrary, any action or proceeding in any way, manner or respect arising out of the Agreement, or
arising from any dispute or controversy arising in connection with or related to the Agreement,
shall be litigated only in courts within the Circuit Court of Cook County, State of Illinois, and the
Consultant consents and submits to the jurisdiction thereof. In accordance with these provisions,
Consultant waives any right it may have to transfer or change the venue of any litigation brought
against it by the County pursvant to this Agreement.

e) Severability

If any provision of this Agreement is held or considered to be or is in fact invalid, illegal,
inoperative or unenforceable as applied in any particular case in any jurisdiction or in all cases
because it conflicts with any other provision or provisions of this Agreement or of any
constitution, statute, ordinance, rule of law or public policy, or for any other reason, those
circumstances do not have the effect of rendering the provision in question invalid, illegal,
inoperative or unenforceable in any other case or circumstances, or of rendering any other
provision or provisions in this Agreement invalid, illegal, inoperative or unenforceable to any
extent whatsoever. The invalidity, illegality, inoperativeness or unenforceability of any one or
more phrases, sentences, clauses or sections in this Agreement does not affect the remaining
portions of this Agreement or any part of it.

fH Assigns

All of the terms and conditions of this Agreement are binding upon and inure to the benefit of the
parties and their respective legal representatives, successors and assigns.

The Consultant, if not currently under notice of breach may assign this Agreement, in whole or
in part, to its Affiliate or in connection with a merger, acquisition, divestiture, corporate
reorganization, or sale of all or substantially all of its assets; provided that Consultant provides
the County with prompt writien notice and the successor-in-interest meets all of the obligations
under this Agreement, including compliance with applicable County codes. Subject to the
foregoing, this Agreement shall be binding upon and inure to the benefit of the Parties, their
respective successors and permitted assigns.

g) Cooperation

Each party must at all times reasonably cooperate with the other party. If this Agreement is
terminated for any reason, or if it is to expire on its own terms, Consultant will use reasonable
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efforts to assist the County with an orderly transition to another provider of the Services, if any,
orderly demobilization of its own operations in connection with the Services, uninterrupted
provision of Services during any transition period and must otherwise comply with the
reasonable requests and requirements of the Department in connection with the termination or
expiration.

h) Waiver

Nothing in this Agreement authorizes the waiver of a requirement or condition contrary to law or
ordinance or that would result in or promote the violation of any federal, state or local law or
ordinance.

Whenever under this Agreement the County by a proper authority waives Consultant's
performance in any respect or waives a requirement or condition to either the County's or
Consultant's performance, the waiver so granted, whether express or implied, only applies to the
particular instance and is not a waiver forever or for subsequent instances of the performance,
requirement or condition. No such waiver is a modification of this Agreement regardless of the
number of times the County may have waived the performance, requirement or condition. Such
waivers must be provided to Consultant in writing.

i) Independent Contractor

This Agreement is not intended to and will not constitute, create, give rise to, or otherwise
recognize a joint venture, partnership, corporation or other formal business association or
organization of any kind between Consultant and the County. The rights and the obligations of
the parties are only those expressly set forth in this Agreement. There are no third party
beneficiaries to this Agreement. Consultant must perform under this Agreement as an
independent contractor and not as a representative, employee, agent, or partner of the County.

This Agreement is between the County and an independent contractor and, if Consultant is an
individual, nothing provided for under this Agreement constitutes or implies an employer-
employee relationship such that:

1) The County will not be liable under or by reason of this Agreement for the payment of
any compensation award or damages in connection with the Consultant performing the Services
required under this Agreement.

ii} Consultant is not entitled to membership in the County Pension Fund, Group Medical
Insurance Program, Group Dental Program, Group Vision Care, Group Life Insurance Program,
Deferred Income Program, vacation, sick leave, extended sick leave, or any other benefits
ordinarily provided to individuals employed and paid through the regular payrolls of the County.

iti)  The County is not required to deduct or withhold any taxes, FICA or other deductions
from any compensation provided to the Consultant.
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ARTICLE 11) NOTICES

All notices required pursuant to this Agreement shall be in writing and addressed to the
parties at their respective addresses set forth below. All such notices shall be deemed duly given if
hand delivered or if deposited in the United States mail, postage prepaid, registered or certified,
return receipt requested. Notice as provided herein does not waive service of summons or process.

If to the County: Cook County Bureau of Technology
69 W. Washington St., Suite 2700
Chicago, Illinois 60602
Attention: Chief Information Officer
and '

Cook County Chief Procurement Officer

118 North Clark Street. Room 1018

Chicago, Illinois 60602

(Include County Contract Number on all notices)
and

Cook County Department of Homeland Security

and Emergency Management

69 W. Washington, Suite 2600

Chicago, IL 60602

Attention: Executive Director

If to Consultant: SunGard Availability Services LP
Atin: Contract Admin- Legal
680 East Swedesford Road
Wayne, PA 19087
Email: contract.admin@sungardas.com
Fax: 610-225-1125

Changes in these addresses must be in writing and delivered in accordance with the provisions of
this Article 11. Notices delivered by mail are considered received three days after mailing in
accordance with this Article 11. Notices delivered personally are considered effective upon
receipt. Refusal to accept delivery has the same effect as receipt.

ARTICLE 12) AUTHORITY

Execution of this Agreement by Consultant is authorized by a resolution of its Board of
Directors, if a corporation, or similar governing document, and the signature(s) of each person
signing on behalf of Consultant have been made with complete and full authority to commit
Consultant to all terms and conditions of this Agreement, including each and every
representation, certification and warranty contained in it, including the representations,
certifications and warranties collectively incorporated by reference in it.
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ARTICLE 13) ENFORCEMENT

Each party acknowledges that the provisions of this Agreement regarding confidentiality and
access to and use of the other party’s resources are reasonable and necessary to protect the other
party's legitimate business interests and that any breach of such provisions shall result in
irreparable injury to the other for which money damages could not adequately compensate. If
there is a breach of such provisions, then the injured Party shall be entitled, in addition to all
other rights and remedies which it may have at law or in equity, to have a decree of specific
performance or an injunction issued by any competent court, requiring the breach to be cured or
enjoining all persons involved from continuing the breach. The existence of any claim or cause
of action that a Party (or any other person involved in the breach) may have against the other
Party shall not constitute a defense or bar to the enforcement of such provisions.
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EXHIBIT 1
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Urban Area Security Initiative (UASI) Grant Agreement



iniois Emergency Mﬁﬁﬁg&m@mﬁgeﬁw R Jonathon E. Monkes, Director

 November 21, 2013

Michae! Masters, Executive Director

Cook County, Department of Homeland

- Security and Emergency Management
69 West Washington Street, Suite 2600
Chicago, Illinols  60602-3178 '

'RE:_ | i_'SUASICQ_O_K
Dea'r‘Grante;é:

Enclosed with this letter is your fully executed gr’aht' agreement. Pléase retain the enclosed copy
for your files, B - o : ' S o

Additionatly, we have 'iﬂcfade;d. an audit certification document that must be co.tﬁf)i,ﬁi:ed and returned
to us withint 30 days of receipt. Please read the enclosed Audit Certification Form to determine the
-applicability of the requirements to' your agency. Failure to provide required audit reports can -

* affect your organization’s eligibility for receipt of federal dolfars in future years.

- If you have any Guestions oF need additional information, please feel free to contact me at 217-
- 557-4757, o R T T T TR

: '.S_inCére!y_,_

- Tom Zimmerman -
- Mlinois Terrorism Task Force

© Attachment

_ _22@@'8. Dirkasn Parkway *S;@fﬁiﬂgﬁaf{& .iliiﬁﬁ}éé % ﬁgmﬁ.afai_“éphcﬁfa {21_‘?‘} _?Eﬁé?&ﬁ%j e"hitﬁ:ffwww.i@ma'.§!iimfs;gw'_
| B o s i dhe émmtyraf:{éé.&maﬂ!:e‘a%as;e-p}; zeage,s:}x:tw?ﬂ;sw“ S



iilinois Emergency Managemeni Agency : Jonathen E. Monkern, Director

Federal Preparedness Grant Programs

Audit Certification
Grantee Name
Address:
Audit Point of Contact
Phong ' E-mail address
Jurisdiction’s Fiscaf Year End Date___ {Month/Day/Year)

The fllinois Emergency Management Agency, linols Terrorism Task Force {ITTF), as adniinistrator of federal preparedness grants, is
responsible for ensuring compliance with Federal, State.and local faws and regulations in the performance of grant work, Federal
requlations require that non-Federal organizations, which expend $500,000 or more in total Federal assistance during their fiscal
year, must have a Single Audit performed in accordance with the Single Audit Act of 1984 (as amended) and Office of Management
and Budget (OMB) Circuler No. A-133. IEMA is required to manitor our sub~recipients of federal awards and determing whether they -
have met the audit requirements of the Circular and whether they are in compliance with federal laws and regulations.

If your jurisdiction/organization met the above expenditire threshold during your fiscal year in whiich you received federal doHlars, you

must submit & copy of the Single Audit report to the IEMA. Please note that you are only required to submit to us a Single Audit report -
for those fiscal years that vour organization received Federal funding (includin .EMPG or Public Assistance) through the IEMA and the

expenditure threshold is mef, Failure to provids the required audit report o reports-will affect your organization's Federal assistance in
future years. _

Accordingly, we are requesting that you check one of the following, sign and date the letter and return this letter to me 30 days after
receipt. Please have your jurisdiction’s fiscal agent or auditor complete and sign this form,

1. We expect to have a Circular A-133 audit for our jurisdiction’s fiscal year 2013. (Per ITTF Policy 2009 (8) a copy of the
audit report will be f_om_farded to IEMA within 9 months of the end of the jurisdiction's fiscal year. ) '

2. Weare nof subject to a Circular A-133 audit because: :
——  Weexpend less than $500,000 in federal awards (from il sources) annuaily.
_ Other {pleass explain) ;
Type of Print Name | Title
Date : - Sighature

i you have any questions, please do not hesitate to contact Robert Evans at bob.p.evans@illnols.qov. Return form by e-mail or hard
copy tor1EMA, 2200 South Dirksen Parkway, Springfield, It 62703, ' '



Iliino'is.'ﬁ-mncaagemeﬁx_gen‘cy' o . Jonathon E. Monken, Director

NOTICE OF GRANT AGREEMENT

PART 1 - Notice of Grant Award fo Cook County, Bepanment of Homeian.d_se_curigy ami, Emergency
Management ' _ o S . ,

This Grant Agreement is made and entered into by and between the linois Bmargeﬁcy Menagement Agency (Grantor),
2200 South Dirksen Parkway, Springfield, Hinois 62703, and Cook County, Department of Homeland Security and

‘Emei'g_eney’ Management (Grantee), 69 West Washixlgton Street; Snite 2600, Chicage, TMinois 60602-3178.

The purpose of this Grant s o utflize finds from the Department of Homeland Security (DHS), Féderal Fi_sca_i_‘{_ear. )
_2})1@_"-Komelanﬂ Securify Grant Program, Urban Area Security Initiative (UASH, CFDA #97.067, '

The 'G_r,émor'hgreby grants to the Grantee an amount not exceeding $27,530,598.95 for the period from September i,' _

' 2013, to Mareh 31, 2013. The Grantee hereby agrees to use the funds provided under the Agreement fof the ptrposes

set forth herein and agrées to comply ‘with all terms and conditions of this Agreement and spplicable federal and state
polices and grant guidance. _ R o N : o
“The G:’antee ._sha'li include atl reqiiirements listed hesein in each sub-grant, conir act and sub¢dx§:ract ﬁ'nanced_ inwholeor ..
in part with federal assistance. L ' o ' o R

- This Agreement and.aﬁachmexﬁs constitute the eritire agresment between the parties and there are no oral agreements or
+ understanding between the parties other than what hes been reduced to writing herein, . =
PART 11 - ,'I_‘erh; R _ | N ' _
| The %enn of this Grant Agreemént' shall be from September 1, 2013, to Mﬁ'r_ch 3, Zfils;

B PART 11 - Scops of Work | | IERET o
The Grantse wil ufilize the Homeland Sccurity Granit Progeams (HSGP) funding as owfined i the Grantes s FEY 2013

Grant Program Application. The HSGP funds shall be used for costs related to the planning, organization, equipment,

training, and exeicise nieeds that‘prevent, protect againist, mitigate, respond to, and recover from-acts of tetrorism and

. TheFFY 2013 Grant Program Application, provided in the %udget:pétéi'i:'“\iferkéhéet (Attachment A), outlines 4 -
- description of the expenditures for which the Grantee will seek reimbursement, The Grantor will only reimburse those
_aﬁﬁyi‘{:ﬁé‘s_‘ﬂxat_azfe,jspeﬂiﬂcgﬂy;li'ste&'in:theﬁitgsihmamA.. T TR

" The Project Implementerion Workshet (Attachment C) provides a detailed description of the scope of work to be.
- performed ustig funds received through this Agreement, intluding a list of specific oirtcomes and sequential tilestones
- that'will be accomplished by the Grantee, These milestones will allow the Grantor to measyre progress of the Grantee

Cin achieving the goal ofthe pt-_djbé_f. ;

22008, Dirksen Parkway *Springfiatd, llinois » 62703 + Telephone (217)782-7860 » htip:hwviw.fema.iliriots.gav’ '
DT .Pr?in?ﬁe_i’.\ﬁ}:h"##fﬁ};}i‘éief the State of Hlinois ot Respeted Pager - 2 o B



PART IV - Compensation Amount

The Total 'compenéati'on:'and reimbursement payable by the G?an_tor- to the Grantee shall not exceed the sumn of
$27,530,598.95, :

PART V - Terms and Couditions

SPENDING LIMITATIONS: All allocations and use of funds by the Grantes shall be in accordance with applicable
funding opportunity announcements, grant guidance and application kits. The Grantee shall comply with all applicable
Tederal and state statutes, regulations, execufive orders, and other policies and requirements in carrying out any project
supported by these funds. The Grantee recognizes that laws, regulations, policies, and administative practices may be
modified from time to time and those modifications may affect project implementation. The Grantee agrees. that the
oSt recent requirements will apply during the performance period of this Agreement, All sub-grants issued by the
Grantee to this Agreement in excess f $25,000.00 must be pre-approved by the Grantor. : =

FISCAL FUNDING: The Gfatitor's obligations hereunder shall cease immediately, without penalty or further payment
being required, in any year for which the General Assembly of the State of Iifinois fails to make ag appropriation
sufficient to pay such' obligation or the U.S. Department of Homeland Security, Faderal Emergency Management
Agency, Grants Prograins Directorate (DHS FEMA GPD) fails to provide the funds. The Grantor shali give the Grantee
nofice of such termination for funding as soon ag practicable after the Grantor becomes dware of the failure of funding.
The Grantes’s performance obligations under the Agreement shall ‘ease upon notice by the Grantor of Jack of
appropriated fimds, o - ' _ ' ‘

METHOD OF COMPENSATION: The Grantoo must submit vendot invoices o & computér generated report with
descgipt_ion of costs, Including a Staterent of payment for personne] costs and_aﬁi_m;atipn or evidence of delivery and

o comply "Wi_th.the'fgqﬁirét_héh‘rs of 31 USCB'&Q,wh;ch provides that no fecipient of federal payments shall submit a
- false claim for payment. No costs eligible under this Agreement shall be incurred after March 31,2015, - "

' NONBUPPLANTINGRBQUIREMENT 'I'E}e Grantec égreés:fhat fiinds' recerved under this award will be .ﬁs‘ed_: to

| . supplement, but not supplant, state or local funds for the same purposes. The Grantee may be required t6-demonstrate

. -and document that a :gdufcti_or_ij_ih,nonffe_dfgr_al resources. occurred for reasons other than the receipt of expecied receiptof ...

federal funds. ~ ST e _ R |
+ REPORTS: The Grantes shal subt 1 he Granor, witn 15 days aficr the end of he reporting period (luly 15 for

- 31) throughout the stated performance period, the following docitmentation: (1) amount of funding received, obligated
and expended for activities outlined in this Agreement and (2) Budget Detail Worksheet (Attachment A), Discipline
‘ (Attachment ' B), and Grant-Funded Typed _Resource: Repott, The Grantee shall provide.a _

" “quarterly update of the Project Implﬁmeniaﬁion;_ Worksheet (Attachment C) to the Grantor within fifteen (15) business - .

- days after March 31, June 30, September 30, and December 31 throughout the performance period of the Agreement, - .
' The Grantes must subrhit 2 final Budget Detail Worksheet, Discipline Aliocation Worksheet, Project Implemientation
' :Wotksﬁﬁé%;-and-Grant.-Funded-'T’ybed._Rasoume Report to the Grantor within 30 days after the expiration of the-

Agreement. L e ST ST oL

2013 Federal Fiscal Grant Year— Conk Coun s Department of Homeland Secarity and ’Emm‘gencyiManagemant_
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The Grantee also must submit the following documentation;

5 - Web-form to DHS within 3¢ days after attendance in training for any fraining not provided by DHS FEMA
GPD, but that is supported with funds provided through this Agreement, '

= Final After Action Report/improvement Plan to the Grantor within 45 days after each exercise. All exercises
conducted with funds provided through this Agreement must be National Incident Management System {NIMS}
compliant and be managed and executed in accordance with the Homeland Security Bxercise and Evaluation
Program (HSEEP), ' : ' -

for three years after submission of the final expenditure report; or if any litigation, claim or andit is started before the

eXpiration of the three-year period, the records shall be retained until all litigation, claims, or audit findings involving

the records have been resolved and final action taken. The Granfes shall assure sub-grants are in compliance with: 44
- €FR 13.37. Funds received by the Grantee must bé placed inan interest-bearing account. S

‘The Grantee shall comply with the most recent version of the Administrative Requirements and Cost Principles, as

applicable. A non-exclusive list.of regulations commenly applicable 1o the DHS FEMA GPD grants are listed below:

A. Administrative Requirements . o R | |
' L. 44 GFR Part 13, Uniform Administrative Requirements for Grants and Cooperative Agresments to
Co State and Local Governments (OMB Circular A-102) - y . LR
2. 2 CER Part 218, Uniform Administrative Requirements for Grants and Agreements with Institwtions of
' Higher Education, Hospitals, and Other Non-Profit 'Organizat_ions.(OMB,-CimuIar A-110y s

B. . CostPrtoiples =~ R _ o
' L 2 CFR Part 225, Cost Principles for State, Local and Indian Tribal Governments (OMB Circufar A-87) -
2 CFR Part 220, Cost Principles for Bducational Institutions (OMB Circular A-21). - o

2 CER Part 230, Cost Principles for Non-Profit Organizations (OMB Circular A-122) . :
Federal Acquisition Regulations (FAR), Part 31.2 Contract Cost Principles znd Procedures, Contracts
with Commercial Organizations L T e TR

B e

- DUPLICATION OF BENEFITS: The Grantee shall not duplicate any federal assistance, per 2 CFR Past 225, Basic
‘Guidelines Section €3 (c}, which provides that any-cost allocable to a particular federal award of cost objective under _
.. theprinciples provided for in this Authiority may ot be charged to other federal awards to overcome fund deficiencies,
- 1o avold restrictions inposed by Jaw or terms of the federal awards, or for other reasons. Howevef, this prohibition does _
o pot preciude the Granteg from. shifting costs that are fa,il‘_o'wabiéx.undermo' O more awards in gecordanee with eXisting.
o -pr’c}g;rax_n;a:grieéméiz&_ Non-governmental entifies are sitbject to this prohibition per 2 CFR Parts 220 and 230 and FAR" . -
Con Part310 0 0 e e S T e L

L RECGRDKEEPEQGAND AUDITS: Giautée- shall mairtain records for equipment, nqn—e:ﬁpeﬁ#lahle j}ﬁne:rsloﬁajl property,
- and feal property. The Grantes shall, as offen as deemed necessary by the Grantor, DHS FEMA GPD) or any of their
- duly authorized representaﬁves,per:mt the Gramitor, DHS FEMA GPD, the Auditor General, the Atorney. General or

| "_G??ﬁ?’?é shal dorﬁpgé" with aj} other _s‘p_a'e_ial_ repaﬁsﬁ& data doﬁgi;t"idn and _ev'a_ii;a;i_ogx ;éguiremgm'és.méy .bé.r?ﬁqﬁﬂ‘-é&"by .
R "_2013"G:ant_Agreeme§i, L o R o
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DHS, The Grantee acknowledges that these are federal pass-through funds that must be accounted for in the
jurisdiction’s Single Audif under the- Single Audit Act of 1996, if required. The Grantee certifies that all audits
submitted under the provisions of OMB Circulars A-133, Audits of States, Local Governments, and Non-Profit
Organizations, have been approved by the Grantor. - '

MODIFICATION AND AMENDMENT OF THE GRANT: This Agroementis subject to revision as follows:

A, Modifications may be tequired because of changes in state or federal laws, regulations, or federal grang,
guidance as determined by the Granor. Any such required modification shall be incorporated into and will be-
part of this Agreement. The Grantor shall notify the Grantee of any pending implementation of or proposed
amendment to such regulations before 2 modification is mads to the Agreement,

B. Modifications may be made upon witten agreemient of both the Granfor and Grantee,
TERMINATION FOR CONVENIENCE: This Agreement may be terminated in whole or in part by the Grantor for it
convenience, provided that, prior to termiination, the Grantee is given: 1) not less tha ten (10) calendar days written
notice by certified mail, refumy receipt requested, of the Grantor’s intent to terminate, and- 2) an opporfunity for
consultation with the Grantot priot to termination, I the event of partial or complete termination of this Agreement
pursuant to-this paragraph, an equitable adjustment of costs shall be paid to the Grantee for expenses incurred under thig

Agreement prior to termination,

TERMINATIONFOR BREACH OR OTHER CAUSE: The Grantor may terminate thig Agreement without penalty to
the Grantor or firther payment required in the event oft- T _ : o

A, Any breach of this Agreement that, if it is, susceptible:of being cured, is.not cured within 15 calendar days after
© - receipt of the Grantor’s hotice of breach to the Grantee, . o N . o
B. . Matedal misrepresentation or falsification of any information provided by the Grantée in the course of any
dealing befween the parties or between the Grantee and any state agency. ' :
The Grantee®s faiture to comply with any one of the terms of this Agreement shall be cause for the Giantor to seek
recovery of all or part of the grantproceeds. . L e ' SR L

- sEVﬁRAB?fLITY éLAUSE: i any pro?isibﬁ. nder thiis 'Ag'reement__ér its aﬁplicgﬁp'x‘; th any person of circumstance is.
. held invalid by any court of comipetent jurisdiction, this invalidity does not affect any other provision or its application
. ofthis Agr;eamé_nt which can be given effect without the invalid provision or application, S S

'WORKER'S COMPENSATION INSURANCE, SOCIAL SECURITY, RETIREMENT AND HEALTH INSURANCE.

BENEFITS, AND TAXES: The Grantee shafl provide worker's ~compensation insurance where the same is réquired,
- and shall accept full. responisibility for the payment of unemployment nsurande, premiums for worker’s compensation,
sacial secutity and rétirement and health insurance bengfits, as well as dll income tax dedyctions and any other iaxes-or

. payrolt deductions requ_iréd_"byffaw for employees’ of the Grantee who are’ pesforming Servicss specified by this

. WAIVERS No_waive’:r: of any .andi't'ion-of this Agreement may be effective 5&111&5’3 in writing from the Director of the -~

: Gi‘&izta@‘; o o S R L

" WORK PRODUCT: The Grantce acknowledges' DHS FEMA, GPD and State of Tilinois Teserve & royalty-free, non-
.- exclusive, and Jrfevocable license o reproduce, publist, or otherwise use, and authorize others to use, for federal snd -
- state purpoges: (1) the copyright in any.work developed qndergn.awarjd:—m_r-.sfub-.axxrérd;;a;r_xgi-(2}.:?._ny rights of copyright to

| FEMA, GPD, rinbu_gh the Grantor, regaxdi‘rig-fhé allocation of any pétéi;t‘ rights th t arfse from, of are purchasedw:th, _
S B e e 00 Cran Aot R
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this funding, All publications created througli this Agreement shall affix the applicable copyright notices of 17 Us.C
401-402 and prominently contain the following statement: “This document was prepaved under o grant from the
Federal Emergency Managemeny Agency's Grant Program Divectorate (FEMA/GPD) within the U5, Department of
Homeland Security. ~Poings of view or opinions expressed in this document are those of the authors and do nor

- necessarily represent the afficial position or policies of FEMA/GPD, the U8, Department of Homeland Secuity or the
State of Winois,” -~ ' o

ACKNOWLEDGEMENT OF FEDERAL FUNDING: The Grantee shall acknowledge federal funding when issuing
statements, press releases, requests for proposals, bid mvitations, and other documents describing projects or programs
funded in whole or in party with federal funds, ' _

Grantor may recapture those funds in accordance with State and federal laws and repulations. The Grantee's filure to
comply. with any one of the terms of this Agreement shall be cause for the Grantor to sesk recovery of all or part of the
gran_tpmceads. : . ' : - e

inois Grant Funds Recoveiy Act on any and all equipment purchased by the Grantee with grant funds if said
equipment is pot properly maittained or has fallen into neglect or misuse according to the standards and policies of the
Grantor. Additic‘naﬁy, the Grautee may not substitute, exchange or sell any equipment purchased with grant funds
uiiless the Grantee has the express written consent of the Grantor.  All equipment proeured by the Grantes through this

 MAINTE JANCE AND REVIEW OF EQUIPMENT: The Grantor reserves the right to reclaim or otheriise invoke the
Lin i) he

 the Grantee, Equipment tneans tangible nopexpendable property, mcluding exempt property, charged directly 1o the
-award having a useful life of more than one year and an acquisition cost of $5,000 or more. per unit, However,
- consigtent with a non-federal entity’s. policy, lower limits may be established. “The Grantee shall wse, anage, and

. dispose of equipment acquired under a federal grantin 'accord'ancg with federal and State laws, procedures and policies.

" POSSESSION OF EQU}PMEN?: th}e to eqi;ipme:ﬁ'_ acquired by a non-federal enfity with federal awards vésts with -

. equipmeit, in accordance with the purpose stated i PART I1] - Scope of Work, Any vari afion to the intended use of
- the equipment outlined in PART HI -~ Scope of Work by the Grantee mus be approved in writing by the Grantor. _

LIABILITY: The Grantor assumes no liability for actions of the Grantee under this Agreement, including, byt not
. limited to, the negligent acts and omissions of Grantee’s agents, etnployecs, and subcontractors in their pesformance of
. the Grantee’s duties-ag described under this. Agreement. . In addition, the Grantor makes o représentations, or
.. waiantees; expressed or implied, a5 to fitness for use, dondition of,| or suitability of said equipment purchased pursnant
©to this Agreement, except as those representations are made by the manufacturer of said equipment. As to natwre and
- condition of said Squipment, in the use of sad €quipment, ‘the. Grantee agress to hold the Grantor harmless for any:
- defects or misapplications: -To the extent allowed by Jaw, the Grantee agrees to hold harmiess the Grantor against any
. and all liability, loss, damage; ‘cost or #xpefises; including attomey’s Tees, arising from the inten'_iié_mal_tort_s, negligerice, _
- or breach of the Agreement by the. Granice, Wwith the exception of acts performed i conformance with an explicif,
o wfi_ttenﬁdir_‘ectivébfﬂw"G:a:aj:dr. T S T A I e
L any préject having the potential to impact Eﬂ?ironm;e’ma_i or Historical Preservation {EHP) resources without the prior
- approval of DHS FEMA GPD, including but not limited to comniunications towers, physicat security enhancements,
- . new- construction, and modifications to ‘buildisgs, structures and objects that are 30 years oid or greater. The Grantee
B N N R RO --_2(}13_Granfﬁgreem¢nt. R PRI o
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must comply with ail conditions placed on the project as the result of the EHP review. Any change to the approved
project scope of work will require re-evaluation fos compliance with these EHP requirements. If ground disturbing
activities oceur during project implementation, the Grantee st ensure monitoring of ground disturbance, and if any
potential archeological resources are discovered, the Grantee will immediately cease construetion in 'that area and notify
DHS FEMA GPD and the appropriate State Historic Preservation Office. Any construction activities that have been
initiated without the necessary EHP review and approval -will result i the non-compliance finding and will not be
eligible for DHS FEMA GPD funding, s ' :

AMERICANS WITH DISABILITIES ACT (ADA): The Grantee understands the imporiance of integrating disability

access and finctional needs efforts into local homeland security and emei genicy preparedness programs. This’

integration should occur at all Jeveis from planning, to purchasing equipment and supplies, to conducting exercises and
. driils and should involve disability inclusion experts ag pariners across all aspects of emergency planning, :

FEIN: Under penalties of perjury, the Grantes certifies that 36-6006541 is its cotrect Federal Taxpayet Ide_ntiﬁcation
Nomber and that IRS Instructions have been provided for proper completion of this cettification. The Grantee files with
the IRS as a (please check onel: . . ' ' :

o Individual : S ' ___Real Estate Agent

. S0le Proprietorship _ & Governmental Entity ,

.. Parinership ' " e Tax Exemipt Organization (IRC 501(a) only)
. Corporation ' R — .. Trust or Estate - ' o

—.. Medical and Health Care o e Services Provider Corporation

-CERT]FICATIC)N:— The Grantee certifies under oath that il information in the Agreement is true and correct fo the best

of the Grantee’s knowledge, information, and belief; that the funds shall be used onty for the purposes deseribed in the
Agreement; and that the award of grant farids Is conditioned upon siich certifieation. S . '

PART VI - Special Conditions for HSGP Grant-UASI -

L. Notwithstanding reforences {0 fusion center activities in Attachments A and C, the Grantes i8 prohibited from
- cbligating, expending, or drawing down funds in: support of or related tp the Stats and/or Major Urban Ares
. Fusjon Center until (1) the Grantee submits the Fision Center Investment Supplemental Form and (2) written
. approval is received from the Gramtor,- -~ L T e R
2. By or before December 1,:2013, the Urbati Area Warking Group (WAWG) will submit to the Grantor a
- completed Urbar: Ares Threat and Hazard Identification Risk Assessment (THIRA), in aocordance with the = -
-7 guidelines issued by the Federal 'E;nafgangyM_anag'ément-Agancy and/or Grantor; and LT
- -3, By or before Becemnber 31, 2013, the Grantee will submit fo the Grangor for approval a protocol in accordance

-+ with the chiarter of the UAWG, for :r'éprdgfming_-andlo: re-budgeting of Federal Fiscal Year2013, Urban

UArea Secutity Initiative grant finds that deviate from the approved Attachment A, Al sub-recipients of FFY
- 2013 UAST grant funds must conciir-with this protocol; and. RN S S
4. By ot before December 31, 2013, the Grantee will subinit o the Grainfor a revised Astachment A for each
. Investment that identifies, by the pioject fevel agreed wpon by fhe Grantor, ‘budget. detail that. outlines all:
. proposed costs specified to the lovel ‘of the Soltution Alfeé%.(i@_eﬁ_.,;Eiaﬁr;iﬂig;_Orgarﬁz_éi;’on;fﬁquiﬁment,,’I‘rainin_g, '
-+ .and Exercise) Subcategories, as described mﬁlecfrantReportmg Tookand - | B O
5. "By or before December 31, 2013, the Grantee will subimit o the Grantor a revised Attachmerit C for each.
- Investment_ ihat provides & detailed destription o ‘the. Cutcomes and specifies - the particular milestones

Tecessary to achieve each listed Outcome. .

R S DI DU 2013 Grant Agreement o o
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Afier December 31, 2013, the Grantor will not draw fimds in support of this Agreemient until all Special Conditions
have been met and released by Grant Adjustment Notice (GAN),

PART VII- Other Requireinents

PERSONALLY IDENTIFIABLE INFORMATION (PID):. ff the Grantes collects PIL, the Grantee is required to have a
publicly available privacy policy that describes what PII it collects, how it uses PII, whethier it shares PIT with third
parties, and how individuals may have their PII corrected where appropriate, .

CONFLICT OF INTEREST: No official or employes of fch_e Grantee who is authorized in the Grantee's aﬁi'c'iai
. capacity to negotiate, make, accepl, or approve; of to take past in such decisions - régarding a contract for
- acquisition/development of property in connection with this Agreement, shall have any figarictal or other personal

HATCH ACT: The Grantee will comply, as app}icab_ie; with provisions of the Hatch Act (SUS.C, 8§ 150145'(}8. and
.. 7324-7328), which limit the political activities of employees whose principal employment activities are fimded in whole
. or inpart with federal funds, . ' - : : '

ACTIVITIES CONDUCTED ABROAD: The Grantee shall comply with the fequirements that project activities cazﬁéd
on outside the-United States are coordindted as necessary with appropriate govermment authorities and thiat appropriate
licenses, permits,--nr-appr_ovals are-obtained, . ' o B B ' PR

USE-OF FUNDS The Grantee éh_aii ot use ény' federal funds, eitherdirectly or indirectly, in s‘uphert of the enacnﬁght; '
. repeal, modification or adoption of any law, regulation or policy, at'any level.of government, without the express prior
- - written approval of the Grantor. - L ' RS

USE OF 'SEAL;"LQGQ ANDFLAGS The 'G:r}an'tge st obtain DHS bg approvai;priﬁf. to using 4 DHS_ or United .Sjt;‘i'té's '.
- Coast Guard seal, logo, crest or reproduction of flags or Iikenesses-of DHS agency or Coast Guard officials, L

DELINQUENGY: The Granitée shall not be delinguent in the tepayment of any federal debt incliding but ot Hinited
o deliﬂ_qu'e_r';t payroll or oﬂ;er'—tai:qsg;auﬁit'disal}owa_nces, aid benefit overpayments. - IR
o PUBLICWORKSPROEECTS Any-(;ﬁ:iibl_i.cv«fbrksrproject Sujbperteﬁ_ with fiinds _reqei\'réd“thifeugh tms Agreement must ,
- employ at Teast 90 percent Ninois’ Jaborers on-such-project during periods of excessive usemployment in Winois.
. “Public works™ is defined as any fived work clions or improvement for the State of Tilinois, or any 7 litical -
.~ -subdivision of the State fuiided or financed in whole or in part with State funds or funds administered by the State of -
llinois, “Period of excessive unemployment” is defined as any month immediately Tollowing two cotisecuiive calendar
: months during which the level of uneniptoyrment in the State of Hlingis has exceeded five percent, B
. NON-DISCRIMINATION: Ta caying out the program, the Granfes wil coinply with all applicable federal. laws
S rei_g_itipg-.fo‘npndisgrimi-ajaii"nineiugiingg_but ot limitedto: - o - 7 SRR
e Title VIofthe Givil Rights Act of 1964, 42 1.5.C. 20004, which prohibits discrimination on the basis of race, -
co  color, or nationa} origin; - ST S o

R I e . 2013.Grant Apreement - ' N .
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s Title IX of the Education Afendments of 1972, as amended, 20 U.S.C, 1681 through 1683, and 1685 through
1687, and U.S. DOT regulations, “Nondiscrimination on the Basis of Sex in Education Programs or Activities
Receiving Federal Financial Assistance”, 49 CFR Part 25, which prohibit diserimination on the busis of sex:

»  Section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. 794, which protibits discrimination on’

. the basis of handicap; . ' o

® The Age Discrimination Act of 1975, as amended 42 U.8.C, 6101 through 6107, which prohibits discrimination
on the basis of age; - - . ' .

- The Drug Abuse Office and Traatiment Act of 1972, Pub. L. 92-255, March 21, 1972, and amendments thereto,

: 21 US.C. 1174 e seq. relating to nondiscrimimation on the basis of drug abuse; : -

® The Comprehensive Alcohol Aluse and Alcoholism Prevention Act of 1970, Pub. L. 91-616, Dec. 31, 1970,
and amendments thereto, 42 U.S.C 4581 e seq. relating to nondiscrimination on the basis of alcohol abuse or
alcoholism; ' _ :

® The Public Health Service: Act of 1912, as amended, 42 U.8.C. 290dd-3 and 290ee-3, related to confidentiality

-of aleohol and drug abuse patient records; . -

2 Title VIII of the Civil Rights Act of 1968, 42 U.8.C. 3601 ef seq., relating 1o nondiscrimination in the sale,
rental, or firancing of housing; . '

®  The Ameficans with Disabilities Act of 1990, as amended and 42 U.S.C. 12101 ef seq.; : :

* - Any other nondisedimination provisions in the specific statutes under which federal assistance for the project
may be provided; and ' e S

J Any other nondiscrintination statute(s) that may apply to the project.

The Grantee shall take affirmative action to ensure that applicants for employment are employed, and that employees
are treated during employment, without regard to their race, color, religion, sex, national origin, ancestry, age, physical
- -or meatal handicap vnrelated to ability, marital status, or unfavorable discharge from nitlitary setvice. Such action shall
include, but not be fimited to, the following; employment, upgrading; demotion, or ftansfer; recruitment or tecruitment
adveriising; 1ayoff or tetmination; rates of pay or other forms of compensation; and selection for training including
- apprenticeship. The Grantee shall post in conspicuous places, available to employees and applicants for employmenit,
notices to be provided by the Government setting forth the provisions of this nion-discrimination clause: - o

. DEBARMENT: The Grantee shall comply: with debarment provisions as contained in Executive Orders 12549 and
12689, as well as 49 CFR Part 29, including Appendices A and B as amended. The Grantee certifies that fo the best of .
-+ its-kmowledge and belief, Grantee and Grantee’s principals: 2) are not presently debatred, suspended, proposed. for
- debarment, declared ineligible of voluntarily excluded. from covered transactions by any federal agency: b) within a
- threesyear period preceding this Agresment hiave not. been convicted of or hiad & civil judgment rendered ‘agairist it for
-commission of fraid er a crimial offénse in connection with gbtaining, attempting to obtain or performing a public
(federal, state or local) transaction or cortiract under a public transaction, violation of federal or state antitrust statutes or -
~commission of embezzlement, theft, forgery, bribery, Falsification or_destruction of vecords making false ‘statements
- Teceiving stolen property: ¢) dre not presently indicted for or otherwise criminally or civilly charged by a governmental
. entity (federal, state, or local) with commission of‘any of the offences enumerated in subsection (b), sbove; dj have not
. within, & three-year period preceding this Agreement had one or more public transsctions (federal, state, or local)
terminated forcause ordefantt, ~° o < oo o R S R

* The iability of the Grantee to certify to the certification in-this section. will not necessarily result in denial of .
participation in the Agreement, The Grantee shall submit an explanation of why it cannot provide the eertification in
- this section. This cetification is a matérial representation of fact upon which refiance was placed when the Grantor
L determined whether to enter into this transaction, If it is Iater determined that Grantes ]ajo'wingliy-handq:ed an erroneous |
- certification, in addition to 'gtﬁer-_-r_emiadies-aﬂ,faiiablé_"tp_:thq federal government; the Giantor may terminate this
- Agreement for tause. The Grantes shall. provide imimediate wiitten notice to the Grantor if at any time the Grantee
+ learns thiat its certification was erronéous when submitted or has become ertoneous by reason of changed circumstances,

e T e 2013.Grant Agreement . S T
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The terms “coverad transaction,” “debarred,” “suspended,” “ine{igibl_a,” “Tower tier covered transaction,” “participant,”
“person,” “primary covered transaction,” ‘fp;i'ncipal,f"lf‘proposaf',” and “voluntarily excluded,” as used in this section
shall have the meaning set out in the Definitions and Coverage sections of the rules implementing Executive Qrder
12549, ' “ ' :

The Grantee agrees that it shall not knowingly' enter into any lower tier covered Wransaction with a person who is
debarred, suspended, declared ineligible or voluntarily excluded from participation in this covered iransaction, unless
authorized, iti writing, by the Granitor. The Grantee agrees that it will include the clause titled “Certification Regarding

- Debarment, Suspension, Ineligibility, and Vohmtary Exclusion-Lower Tier Covered Transaction” provided by the
- Grantor, without modification, in all lower tier coverad transactions and in all soficitations for lower fier covered
- Transactions. The Grantee may rely upon a certification of & prospective participant in a Jower tier covered transaction,
unless Grantee knows the certification is erroneous. Grantee may decide the method and frequency by which it
determines the eligibility of its principals. The Grantes may, but is not required to, check the Non-procurement List. Ifa’

may terminate this Contract for cause or default,

'LOBBYING: In accordance with 31 U.S.C. 1352, the Graritee certifies 10 the best of his or her fnowledge and belief

influence or attempt to influence an officer or employee of any federal agency, a Member of Congress, an
-officer ar employee of Congress, or an employee of & Mémber of Congress regarding the award of federa] -
assistance: or the extension continuation, renewal, or amendment, of federal assistance, or the extension,

continuation, renewal, amendment, or-modification of any federal assistanics agreement; and o

B. . M any funds other than federally ; ppropriated furds have been of will be paid-1o any peérson to influence or-

- attempt fo influence an officer or employee of any fedetal agency, u Member of Congress, an officer or

employee of Cungress, oran employee of a Member of Congress in conneetion with -any application for federal -

 assistance, the Grantee assures that it will complefe and submit Standard Form-LLL, “Disclosure Form to

A. No federally appropriated funds have been or will be paid by of oft behalf of the Grantee 10 any person to

- (including subcontracts, Stb-grants, and contracts under grants, losns, and cooperative agreements). -

C }. - The Ianguags of this cerﬁﬁéaﬁeﬁ"shgﬂbe ificluded in tﬁé'a\&ard -docmnéms‘-fhr all -shh«_awgrdg ‘at all ixars

' BOYCOTT: The Gratee corffies that noither f nor any substantially-owned atfiliated company is participaiing or shall
- participate in an intérnational boyeutt in violation of the provisions of the U.S, Export Administration Act of 1979 or the
- regulations of the US. Department of Commerce ptomulgated under that Act,. . PR Lo

| NIMS COMPLIANCE: The Graniee certifies that it has fully implemented il current National Incident Managesient
- System coniplance activities in accordance with Homeland Secutity Presidential Directive 5 (HSPD-5), Management of
Domestic Incidents and related compliance documentation provided by the Secretary of Homelarid Security and State of

- Hiinois.

- ANTLBRIBERY: The Grantee certifies that it hins not been convicted of bribéry: or attempting to bribe an-officer or .
~ .. euiployes of the Siate of Hlinois, nor has aniy official, agent, or eniployes of the Grantee committed bribery or aitempted
. bribery on'behalfof the Grantee atid putsuént to the direction or authorization of a responsible official of the Grantee.
- BIDDING: - 'The Grantes hireby certifies that it has not-been barred from bidding on or receivitig stateor local
. governinent contracis as a result of illegal bid rigging or bid raiating as defined in the Criminal Code of 1961 (20 ILCS
. S/33E3and 33B4). S ST - S

s ST T L -.,'20137'Gra‘mA-greemént_‘ o o L L
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OTHER APPLICABLE LAWS: The Grantee certifies that # will comply with all applicable federal laws, regulations,
and orders, including the following; : ' ' - o

Trafficking Vietims Protection Act 0f 2000, as amended, 22 U.8.C. 7104 and 2 CFR Part 175;-
Fly America Act of 1974; ‘ o 7 : :

- Executive Order 13166 regarding persons with Limited English Proficiency;
Animal Welfare Act of 1966, 7 U.S.C, 213
Clean Air Actof 1970 and Clean Water Act 6f 1977, 42 U.S.C. 7401 and related Executive Order 1 1738;
Protection of Huoman Subjects for research purposes, 45 CFR Part 48;
National Environmental Policy Act of 1969, s amended, 42 U.8.C. 4331; -
Natiopal Flood Insurance Act of 1968, as amended, 42 U.S,C. 4102, and regulations codified at 44 CFR Part 63 H
Flood Disaster Protection Act of 1973, as amended, 42 U §.C. 4001; o '
Coastal Wetlands Planning, Protection, and Restoration Act of 1990 and related Executive Order 11990;
USA Patriot Actof 2001, 18 U.8.C, 175; and. ‘ . . :
Hotel and Motel Fire Safety Act of 1990, 15 US.C. 2225, which Tequires the Grantee to ensure that all
conference, meeting, convention, or training space funded ini whole or in part with federal funds complies with
the fire prevention and control, . T : s '

neaooau‘ca@'oa

WAGES: The Grantee ceitifies that to the extent applicable, grantee will comply with the Davis-Bacon Act, as
amended, 40 U.S.C, 3141 o seq., the Copeland “Anti-Kickback” Act, as amended, 18 U.S.C. 874, and the Contract
Work Houts and Safety Standards Act, as amended, 40 U.8,C. 3701 o seq., regarding labor standards for federally
‘assisted sub agreements. ' R o - -

* DRUG FREE CERTIFICATION: This oartification Is required by the federal Drag-Free Workplace Act of 1988 (41
- USC702) and the Wingis Drug Free Workplace Act{30.ILCS 580). No-grantee or contractor shall receive a grant or be
considered for the parposss of being awarded & contract for the procuremert of any property or services from the United

Tesult in sanctions inciuding, but not limited 10, suspension of contract oF grant pay'm_e'nts,: terprination of the contractor-
aF grant and debarmeni of confracting or grant opportunities with the State for at teast one (1) year but not more than
five (5)years, -~ R R T e ' :

" For the pufpp'sé of this certification, "grartec” of *contractor” means a corporation, -gfiax;ner'ship,'or other entity with
twenty-five (25) or more employees at the time of isswing the grant, or a department, division, or other ithit thereof,
- direetly responsible for the speoific perf rmance unider 2 contract or grant of $5,000-or more from the State. - S

The Grsiitéé:ce'rﬁﬁfes agd‘égrééé that it wﬁi pﬁo'vi_d_e a drug free workpléé_e by:

A _:'-'?qblishingafsfa:temépt:'_" o L
()~ " Notifying employees that the unlawful manufacture, disiribution,

7 il 'dispen_éing; possession or tise ofa -
controlled substanice, including eannabis, 18 prohibited in the Grantee's or contractor's workplace;

. "(2:)" - Specifying the actions that will be taken against employees for violations of sich prohibition. -
3y Notifying the employee that, as a condition of employment on such contract or grant, the employee -

Cas Ab‘i@é:byﬂggtemgs cfmesra;-'eiﬁemjgng? o

b Notify the employer of any criminal drug statute convition for & violation occurring in the

e workplace no later than five _(5')'é&ys:alﬁ¢r stch conviction,
B Establishing a drug free awareness program to inform employees about: '_

~* .2013 Federal Fiscal Grant -Ye‘a'r%Céo&'C.otmy,Dep_a}rt;ﬁenf;gmomé!ahd Security and Emergency Management
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(1)  the dangers of drug abuse in the workp!ace

(2)  the Grantee's or contractor's policy of maintaining a dmg free workplace; .

(3)  any available drug counseling, rehabilitation; and employes dssistance prograims; and
(4) the penialties that may be imposed upon an emgﬂoyee for drug violations,

C. _Provzdmg a copy of ’fhe statement required by subparagraph {(a)19 each emp!oyee engaged in the contract or
grant and to post the statement in a prominent place in the workplacc -

D.-  Notifying the Grantor within ten (10) days after receiving nofice under part (B) of paragraph (3) of subsection
o (a) above from an employee or oiherwxse receiving actual notxce of such conviction, -

' E. Imposing a sanction on or requiting the satxsfactory participatiori in a drug abuse assistance or- rehabﬂ;tahon
program by a.ny employee who is so convicted, as requ:red by sectwn 5 ofthe ]}mg Free Workplace Act.

F. Assisting empicyees in selecﬁng a course of actmn in the event dnig counse!mg, treatment,.and rehabilit’aﬁon
are required.and mdxcatmg that a trained referral team is in place.

G Making a good faith effoft to continue to mmntam a drug free workplace through :mp}ementatlon of the Drug '
Free Workplace Act, _ '

IN WI’PNES? WHEREOF the parties herefo have catsed this contract io. be execufed by their du!y' authoiized '
.representanves : . - o _ o C

* Grantor: _1{., EmergencﬁManagﬁmem A_gsenéy' . . Graptee: {‘:ook County, Depari:ment ofHomelan&
L ' S o Security and Bimerg: _cy' Tapageme o

By:' : C 55:@”: R . ) }33;%
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- Exhibit 2 (“Consulting Services Statement of Work and Task Order Terms”)
Governed by :
Professional Services Agreement
Between
SunGard Availability Services LP and COOK COUNTY BUREAU OF TECHNOLOGY
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PART 1- SUMMARY AND SERVICES

SunGard Reference Name: Information Security,@gg}"hﬁlféﬁﬁe? éiﬁﬁf}ggjgdent Response Services
. Pl iy

;&j@
SUMMARY OF SERVICES AND FEES
2

g )
This Exhibit 2 seis forth thesmore detailed terms and conditions for Informatio%t*’Sec%iwy, Compliance, and Incident
Response Services, which:the County has procured under this Agresment. - % 5 -

E

Service #1  The fees for the Services described in the Information SecuritAy, Complincé, aﬁd Incident Response
Servicgs SOW are due and payable as set forth below: e '

rofessional Fees devoted towards all Activities,
Tasks and Deliverables set forth under this Exhibit.

48 Monthty $18,725

SubTotal of all 48 Monthly Billing $898,800.00 '
Pericds ]

48 Monthly Actual Upon expense Actual, reimbursable travel expenses that SunGard may
reimbursable bill to the County in & given month without specific, prior,
expenses not .| wrikten authorization. For reimbursable expenses beyond
to exceed this amount, SunGard must obtain the prior written
$2,245.00 per authorization of Ceok County. All such actual expenses,
monthly period regardless of whether prior written authorization Is

reguired or obtain, must adhere to Cook County's Travel
Policy in order to qualify for reimbursement to SunGard.

SubTotal of: (1) maximum, Actual The total maximurm permissible and actual reimbursable

permissible, actual reimbursable reimbursable . expenses under this Agreement Is $107,760.00,

expenses without specific, prior expenses not Regardiess of whether Consultant bills such amounts in
written authorization and (2) iotal o exceed equal increments of $2,245.00 per month or in amounts
actual, maximum permissible $107,760.00 excseding that per month cap with prior authorization, the
reimbursable expenses. total total ameunt of reimbursable expenses shall not exceed

: $107,780.00.
Total maximum permissible $1,006,560.00

expenditures under this Exhibit 2

T, o
The Services and Deliverables under this Efﬁ?ﬁg%@gfgmaﬁog %@gﬁ@?@ﬁmpﬁmce, and Incident Response Services”)
are fixed fee in nature. For the fixed cost of $1§,725?55 ﬁer mﬁﬁfﬁ, SunGard shall tender to County all Services and
Deliverables described in this Exhibit. The parties have Jointly estimated and agree upon the number of hours and level of
effort required by SunGard to tender such Services and Deliverables; furthermore, the parties have jointly separated
these estimated hours and levels of effort by category into the various Activities/Tasks set forih in the Project Scope

section as well as into the various Deliverables set forth in the Project Deliverables section.

In fieu of SunGard devoting actual hours against the Activities, Tasks and Deliverables as estimated by the parties below,
the County may instead direct SunGard to devote actual hours differently as estimated, but stilf against those same
Activities, Tasks and Deliverables set forih below in this Exhibit 2 (By way of example only, rather than Sungard devoting
120 hours toward documentation development and 120 hours toward hardening recommendations, the County may
direct SunGard to devote 100 hours toward documentation development and 140 hours toward hardening :
recommendations). Should SunGard devote fewer actual hours in a year than the total 1,072 (one thousand seventy two
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estimated annual hours set forth below, then the County shall have the option to direct SunGard to devote the remainder
of those actual hours to an Activity, Task, Deliverable set forth below in a subsequent contract year (May 1% to April 30™).
It, at the termination of this Agreement, as the result of the County failing to direct SunGard to perform Activities, Tasks,
and Deliverabies under this Exhibit 2, SunGard devotes fewer hours than the total estimated hours, then the County shall

- not be entitled to any further Services, Deliverables, or refund..

Reimbursable expenses (travel, lodging, food and incidental actual costs) will be billed on a monthly basis as ihe expenses are incurred éubject fo
penses beyond this amount, SunGard must obtain the

Customer's travel policy and will not exceed $2,245.00 per monthly perfod. For reimbursable ex
prior written authorization of Cook County. All such actual expenses, reqardless of whether prior written authorization Is raguired or obtain,
m Y icy in order to qualify for reimbursement to SunGard, )

ust adhere to Cook County’s Travel Pol

PART 2 - SERVICE CONDITIONS

o L
e completed as stated in the SOW.

that all Services will b

Customer shall, within 30 days after receiving any deliverables or materials, report to SunGard any deficiencies,
as determined by generally accepted professional standards. SunGard shall correct such deficiencies in its

deliverables within a mutually agreeable time period. -

_____ S 5 i e T

All SunGard personnel, when working at Customer's premises, will conduct themselves in a professional manner
and will use commercially reasonable efforts to minimize disruptions to Customer's business.

Each party will retain full responsibility for its own personnel, including payment of compensation and payroill
taxes, provision of benefits, and maintenance of workers' compensation and other required insurance.

SunGard and Customer agree that for 1 year foilowing completion of the Services set forth in this Order neither
party will interview for employment purposes or employ current employees of the other that were dirsctly Involved
in the Services. Nothing contained herein, however, will limit either party’s right to hire any employee of the other
party who responds to a general solicitation for employment not targeted at such employee or other general
advertisements or employment initiated exciusively by the employee. .

e T = s

Customer will;

® Provide accurate and current Customer information, data and other materials, cooperation and access to
Customer personnei, offices and facilities requested by SunGard and reasonably required by SunGard to

perform the Services; 7
* Prepare and maintain backup or duplicate copies of all information, data and materials, provided by Customer to

SunGard; and

%@ el Wit g S :
Unless stated otherwise in the SOW, Customer shall reimburse SunGard for all travel, lodging, food and incidental
actual costs incurred by SunGard in providing the Consulting Services to Customer for which Customer provides
advance, written approval and which also conforms to the Cook County Travel Policy attached to this Agresment
as an Exhibit. Where meeting this criteria, SunGard will issue monthly invoices to Customer as the expenses are
incurred and as set forth herein. Travel costs will be included in the menthly invoice and backup materials will be

provided in accordance with Cook County Travel Policy.

bl . a0 T
ership of all intellectual property' under this SOW shail be governed by the terms set forth in Article 3 of this
Agreement. ‘
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Cook CQunty Objectives
Cook County has identified the need to enhance their information securlty program by:

Implementing formal program management

Performing regular NIST 800-53 risk assessments

Reviewing and enhancing information security framework and policy documentation

Identifying security infrastructure improvements

Performing periodic penetration testing and Web application testing

Developing compliance and incident response process and performing on-demand forensic response capabllltles

Pro;ect Scope

In delivering this engagement, SunGard takes into consideration Cook County’s specific business env:ronment and
organizational reqwrements and needs The followmg table lists-the parameters of this engagement.

Des;gnate a Program Manager
o Single POC for Cook County CIO, CTO, and CISO
o Matthew Goche wiil be the Engagement Director
s Provide a Project Man'ager

o Dedicated for each recurring project
¢ Provide an On-Call Manager

o Manage on-demand responses and setvices
, * Provide Weekly Status Reporting
Program/Project - o Written and conference call format
Management ¢ Forensic analysis
o 7/24/365 Access for Troubleshooting

o Specifics of service are detailed below in Secunty Incident
Response section

* SunGard will lead and manage all components of this engagement. No
Subcontractor will directly oversee any aspects of the engagement, nor
will SunGard wholly outsource any activity contained herein, but will be

. leveraged as needed to meet the objectives of the tasks, subject to prior
written authorization of the County’s CISO. Maximum 192 hours
annually (provided that County may reallocate as described in Part 1 of

this Exhibit).

Perform one (1) NIST 800-53 (latest revision) risk assessment once per year for
NiST 800-53 Risk 4 years with annual updates fo the Plan of Actions and Milestones document.

Assessment

Cook County reserves the right to combine multiple regulatory risk assessments
with the annual NIST 800-53 Risk Assessment. If the County chooses to

~ DOC ID: 3007656100 VER, 1.0
ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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combine a regulatory risk assessment within a NIST 800-53 Risk Assessment,
then the consulting hours spent toward that combined assessment shail count
as being performed against only one of the risk assessments, not against both.
For example, 50 hours spent against a combined HIPAA/800-53 Risk
Assessment shall be counted as either 50 hours towards the HIPAA regulatory
assessment activity OR the NIST assessment activity; or the County may elect
the hours to be split against both activities (e.g., 25 hours regulatory and 25
hours NIST). The specific of the assessment will be finalized prior to
assessment commencement,

Representative sample of data systems and repositories agreed upon by the
Parties are reviewed in accordance with NIST 800-53 policies and procedures.
A business location is the physical location where interviews take place. One (1)
business location included in the service are the following:

» Cook County, llinois (three egress points)

Representative sample of interview sessions agreed upon by the Parties are
conducted to validate current information security management model.

Maximum 160 hours annually (provided that County may reallocate as
described in Part 1 of this Exhibit).

It additional regulatory risk assessments are requested, Cook County reserves
the right to request additional hours from the on-demand compliance reviews
service and when exhausted on a time and material basis.

A policy is a documented set of personnel actions to guide the decision-making
process that helps ensure achievement of the desired infarmation security result
for the organization. SunGard will develop, review and make recommendations
to enhance Cook County’s policy documents that pertain to the NIST 800-53
and ISO 27002 framework. Up to 25 policies will be developed or reviewed
annually for updates, corrections, and enhancements.

Poiicy Updates ' ,

Maximum 160 hours annually (provided that County may reallocate as
described in Part 1 of this Exhibit).

If additional policy updates are recjuested, Cook County reserves the right to
request additional hours from the on-demand compliance reviews service and
when exhausted on a time and material basis.

~DOC ID: 3007656100 VER, 1 p
ACCOUNT NUMBER: 348332 QUOTE ID: 892651
PRINTED: January 14, 2014 21:50:38 PN
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Infrastructure improvement recommendations to be performed annually will be
limited to:

Up to 4/10 operating systems/total systems reviewed (maximum)

Up to 2/2/4 firewalls/routers/switches reviewed (maximum)

Up to 256/10 external/internai IP addresses reviewed (maximum)

Up to 6 applications reviewed (maximum})

Review of overall network and application architectures, including any

' integrated data exchanges (SOA or otherwise) between the County agencies.
Infrastructure _

Hardening Maximum 120 hours annually (provided that County may reallocate as
described in Part 1 of this Exhibit).
if additional inf'lraStructure hardening is requested, Cook County reserves the
right to request additional hours from the on-demand compliance reviews
service and when exhausted on a time and material basis.
NOTE: Cook County retains full responsibility for implementing security
infrastructure improvements recommended by SunGard Availability Services,
LP. ' - '

Security SunGard will assist with reviews of toolset options based on additional hours _

Infrastructure from the on-demand compliance reviews service and when exhausted on a time

Mangggment and and matetial basis.

Monitoring

Penetration testing:
~* SunGard will perform one (1) onsite penetration test annually including
social engineering, physical, wireless, and LAN-based testing at all of
Customer's three egress points within its single business location of
Chicago, lilinois

+ Testing will be performed at the location itemized below:
Penetration Testing and _
Analysis ' o Chicago, IL (three egress points)

|Web Appiication Testing:

» Using the OWASP methodology, Web Application Testing will include
the business logic evaluation in a trophy-based assessment of up to two
(2) web application{s) annually and attempt to understand how
vulnerabilities may affect users of the system. Up to two (2) sets of

~DOC ID: 3007656100 VER. 1.0
ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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Repair period:

»  Within a 90-day period from delivery all testing provided under this
SOW (e.g., Penefration Testing, Web Application Testing, etc.) as weil
as for the final Information Security Peneiration Analysis Report, an
optional re-test will be conducted on previously documented and

accessible vuinerabilities after remediation.

Maximum 120 hours annually (provided that County may reallocate as |
described in Part 1 of this Exhibit).

It adaitional penetration testing is requested, Cook County reserves the right to
request additional hours from the on-demand compliance reviews service. and
when exhausted on a time and material basis. _
SunGard performs PCl QSA assistance with oversight on changes, updales,
and rollouts to the PCI environment. In this advisory capacity, SunGard helps
clients maintain their ongoing compliance. This effort is accounted for in the
Infrastructure Hardening section. PCI QSA certified staff will be provided for this

service.

PCI QSA Oversight

SunGard will perform either a PC| Readiness Assessment or a HIPAA
Assessment (including a Pl data audit) once a year for Cook County

» i additional compliance testing is required, SunGard includes
on-demand hours to cover additional testing requirements

Representative sample of network component and architecture as well as
operating systems and components as agreed upon by the Parties are reviewed
in accordance with either PCI DSS Security Audit Procedures or HIPAA

Compliance ' Security Requirements. Areas examined inciude, but are not limited to:
assessments

¢ Router configuration

* Switch/virtual local area network (VLAN) configuration

* Intrusion detection systems/intrusion prevention systems (IDS/IPS)
«  Network topology o N

» Viriual private network (VPN)/remote access -

» Operating System

e Database Server

e o i S
and Intormation ACCOUNT NUMBER: 348332 QUOTE ID; 892601
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Sto?age/Bckup System
«  Web/Application Server
» Logging Server

* Authentication Server

¢ Anti-Virus Server

Representative sample of data systems and repositories as agreed upon by the
Parties are reviewed in accordance with sither PGl DSS Security Audit
Procedures or HIPAA Security Requirements.

Business Location included in the service at the following business locations:
* Cook County, lllinois (three egress points)

Interview sessions are conducted to validate current information security
management model as it pertains to either cardholder data or ePHI data.
Sessions may include, but are not limited to, a representative sampling from the
following areas as agreed upon by the Parties:

» Executive Management
* Information Security Management
* Physical Security
» Internal Audit
+ Network Services
e Systems Administration
s Human Resources
* Compliance
¢ Change Management
¢ Help Desk Support

~»  Systems Development

Review of sample of documents as agreed upon by the Parties that pertains to
either PCI DSS Security Audit Procedures or HIPAA Security Requirements:

* Information security policy ‘
* Standard daily operational security procedures
. Business exception documentation

"DOC 1D: 3007656100 VER. 1.5
ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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Software development lifecycle

Maximum 100 hours annually (provided that County may reallocate as
described in Part 1 of this Exhibit). -

If additional compliance testing or regulatory analysis is requested, Cook
County reserves the r;ght to request additional hours from the on-demand
compliance reviews service and when exhausted on a time and material basis.

Specifically, Cook County reserves the right to request additional oversight and
assessmenis for CJIS and PIPA from the on-demand compliance reviews
service and when exhausted on a time and material basis. :
SunGard will develop, and under County CISO’s direction, training
presentations for three groups identified below (new employees, organizational
leaders, and standard employees) in accordance with mdustry standards, best
practices, and the County’s unique requirements (e.g., ethics supplement
training, etc.), which the County’s CISO shall have the discretion to approve or
reject as to whether those industry standards and best practices are met:

* Training for new employees on existing information security plans and
procedures

»  Annual information security training for key organizational leaders
* Annual ongoing employee awareness and certification

: Sécurity Knowledge  |SunGard will develop these materials in either the first or second year, the
Transfer and Awareness  ltiming of which is in the County's discretion, of the contract and wiil refresh them
Training on a mutually agreed time. :

County may also request that SunGard deliver such training through
presentations, classroom delivery, one-on-one instruction, etc. SunGard can
perform training leveraging the developed materials as required by Cook
County. This will be provided from the on-demand compliance review service
and when exhausted on a time and materials basis.

Maximum 80 hours annually (excluding training delivery) (aiso provided that
County may reallocate as described in Part 1 of this Exhibit).

If additional training is requested, Cook County reserves the right to request
additional hours on a time and-material basis.

Security Incident- Security Incident Response and Forensics:

D" KeggPeople 0T 1D 30056s o0 VER T
ACCOUNT NUMBER: 348332 QUOTE iD: 892681
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Sponse dfor forensics response
personnel as detailed when alerted by Cook County personnel

» SunGard will provide 3-hour SLA for phone support

¢ SunGard will provide 24-hour SLA for onsite or remote incident
response support ‘

* Remedy. For each fallure to meet either the 3-hour or 24-hour SLA
described above, SunGard shall credit Customer one (1) day’s
percentage of the Monthly Fee during the month in which SunGard fails
to meet such SLA. SunGard will not be responsible for the failure to
meet the foregoing SLA if the faiiure is caused by (i) a breach of the
Agreement by Cook County, its employees, subcontractors or agents
(“Other County Representatives”), or (ii} the negligence or intentional
acts or omissions of Cook County or Other County Representatives.

Re

¢ SunGard staff will respbnd when an incident is declared by Cook County
personnel as identified through a range of tools including the SunGard
intrusion Detection System (IDS/IPS)

* SunGard will iead and manage all components of the Security Incident
Handling and Forensics tasks. No subcontractor will directly oversee
any aspects of the engagement. In addition, SunGard plans to primarily
perform Incident Handling and Forensics with SunGard staff. In rare
occurrences, pariner staff may be leverage to augment a broader
SunGard team or as immediate response to help meet SLA. SunGard
will seek prior approval from CISQ to leverage subcontractor for Incident
Handling. Primary Incident Handlers will have GCIH certification and
primary Forensic Analysts will have GCFA certification.

* Assistance for County on in-bound and out-bound communications,
including breach notification, public relations and crisis
communications.

Maximum 100 hours annually (provided that County may reallocate as
described in Part 1 of this Exhibit).

._ s i e A MG S - i i o — i i Dc l: 30076 EH‘ ,-
ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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" Project Deliverables

The results of the engagement provide Cook County with an independent examination and objective controls
evaluation of security management, policies, procedures, network architecture, software design, and other critical _

protective measures.

To the extent that multiple County agencies are within the scope of a particular deliverable or task order, SunGard shall
draft the deliverables so that they are both generally described at the enterprise level and individually identified at the
agency level; provided that the County must provide breakdown of ownership for assets to be addressed in such
deliverables. ' ‘

For all deliverabies required under this Exhibit 1, SunGard shall tender documents in both Adobe PDF format and an
editable format, such as Microsoft Excel or Word. SunGard shall also afford the County an opportunity to review,
provide feedback and request modifications to such documents before tendered to the County for final acceptance.

The deliverables are as follows:
Deliverani T
Program/Project
Management

port in both a

baéis, SunGard will delivef a Weekly Status Re
writien format and 1-hour conference cali format

. [NIST Risk Assessment  |On an annual basis, SunGard will deliver the following risk assessment report:

* Summary of the current state of the overall IT Security Program

» Comprehensive account of any identified security threats,
vulnerabilities, or potential vulnerabilities, including a summary of test
" results

¢ Assessment of each core Information Security Performance Model
process: Policies, Procedures, and Regulatory Compliance; Access
Control and Organizational Skills; Security Architecture and Project
Management; Awareness, Education, and Training; and Exposure
Analysis and Reporting Metrics

* Recommendations and a prioritized approach for the improvement of
the IT Security Program, including remediation solutions for IT
security vulnerabilities

» The deliverable will include a project priority plan and timeline that
includes the project risk level, effort level, costs and timeframe, and
suggested resource requirements.

* Inthe deliverables of all compliance assessments, SunGard renders
reports that make both short-term and long-term recommendations to
help Cook County maintain compliance.

ing Peopl = o - "DOC ID: 3007656100 VER, 1.0
and Information ACCOUNT NUMBER: 348332 QUOTE ID: 892697
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l_:"'-"'ic!lf Updates On an annual baS|s SunGard will create, review and update up to 25 policies.
’ Deliverables consist of new or updated policy documents.

Infrastructure Hardening (On an annual basis, SunGard will perform system reviews and make
Recommendations hardening recommendations. Deliverables consist of documented

' recommendations as outlined under project scope. On an on-demand. basis,
SunGard will perform reviews of security-related toolsets and solutions

— DOC ID; 3007656100 VER. 1.0
and Information - ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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Penetratlon Testing & On an annual basis, SunGard will deliver a penetratlon testing report that
Analysis Report includes the results from the following tests at the three Chicago-based
egress points: Sacial Engineering, Physical, Wireless and LAN-Based
testing. The Penetration Analysis Report highlights and documents key
engagement findings, conclusions, and recommendations regarding the
vulnerabilities found during testing. It also aids management in
understanding the exposures associated with your infrastructure.

Within a 90-day period from delivery all testing provided under this SOW
{e.g., Penetration Testing, Web Application Testing, etc.) as well as for of the
final Information Security Penetration Analysis Report, an optional re-test
will be conducted on previously documented and accessible vulnerabilities
after remediation. ' R

On an annual basis, SunGard will deliver a totai of two web application
assessment reporis, one for each web application, based upon OWASP
methodology.

"« Executive summary documenting the overall éecurity posture of the
an application o

+ Root cause anaiysis of vulnerability classes, such as patch
management or input/output validation

+ Recommended shott- and long-term strategies for addressing
documented risks, vulnerabilities, and threats

» Record of strong practices observed during thé assessment and
how identified challenges can be addressed by leveraging security
assets

e A detailed matrix of identified vulnerabilities, prioritized by risk level
(e.g., high, medium, and low), and an included recommended
resolution, as well as documentation stating how these risks can be
leveraged to perform unautherized activities or gain lnappropnate
access to application data.

At the completion of the wireless test, application test, and penetration
test, the written report will include: A shert and graphical executive
summary aimed at senior management, a narrative body which

_ details major events which occurred during the project, and a
detailed findings section aimed at technical staff.

ing Peoplc o 'DOC ID: 3007656100 VER, 1.0
and Information ACCOUNT NUMBER: 348332 QUOTE ID; 892691
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PC! Rep Each year Sun

Compliance (ROC) or  |s55essment. For the PCI assessment, SunGard will deliver a PCl ROC or
Self-Assessment SAQ. The PCI report includes all requirements of a PC! ROC or SAQ as
Questionnaire (SAQ)

defined by the PCI Security Standards Council;

* Identification of report date and contact information for
merchant/service provider, Qualified Security Assessor (QSA)
certified vendor, and QSA employee

» Executive summary, including relationships between providers and
other entities that share cardholder data

¢ - Description of scope of work and approach taken, including how
cardholder data is stored, processed, and transmitted

» Quarterly scan results, including all internally and externally
accessible IP addresses within PCI scope

» Detailed findings, recommendations, and compensating controls
- considered during the assessment '
In the deliverables of all compliance assessments, SunGard renders
reports that make both short-term and long term recommendations to

help Cook County maintain compiiance.

HIPAA and Pli For the HIPAA assessment, SunGard will deliver a HIPAA and Pil
Assessment Report assessment report. The report includes:

* Executive summary documenting the current state to demonstrate
HIPAA Security Rule compliance.

¢+ Recommended short- and long-term strategies for addressing
documented HIPAA Security Rule compliance gaps and risks

* Identified control gaps that includes resources required to remediate
and recommended resolutions

» Sampling review results during scan for Pl

In the deliverables of all compliance assessments, SunGard renders
reports that make both shori-term and long term recommendations to
heip Cook County maintain compliance.

D Kecpizg e i ' ~ DOCID: 3007656100 VER. 1.0
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Computer FOI’ENSiG The Computer Forensic Analysns Report alds Cook County S management in
Analysis Report and understanding the identified incident and provides a roadmap to help .
Evidence Handling minimize or eliminate future business risks/exposures. Areas addressed in
the report inciude:

_» ldentification and root-cause analysis of the incident, including a
summary of response steps

* The forensic analysis also provides for a supervised chain of custody
of all evidence.

»  SunGard will provide on-demand support for each year of the contract
as detailed in the pricing worksheet.

* SunGard wiil provide written recommendations on what needs to be |
done in order to help prevent future breaches.

Employee Training and  [Employee Training and Awareness Materials will be developed in either the
Awareness Materials first or second year, the timing of which is in the County’s discretion, of the
contract in accordance with industry standards, best practices, and the
County’s unique requirements (e.g., ethics supplement training, etc.), which
the County's CISO shall have the discretion to approve or reject as to whether
those industry standards and best practices are met. Such Materials will be
refreshed on a mutually agreed time.

* New employee tfraining presentation delivery in PowerPoint format.
» Training guides and training plan for key organizational leaders

+ Training materials including waliet cards & quick reference guides

Additional Compliance  |On an on-demand basis, SunGard will develop compliance assessment
Assessments reporis in the same structure and format as the NIST, PCI, or HIPAA
deliverable for other compliance requirements as they apply.

In the deliverables of all compliance assessments, SunGard renders reports
that make both short-term and long term recommendations to help Cook
County maintain compliance.

UGAR e OC - soaTes8100 VeR T
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The expected sequence and frequency for engagement activities is as follows:

T
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Perform program/project management Years 1,2,3& 4

Perform NIST risk assessment

Years 1,23 & 4
If additional reviews are:

..{requested or combined, they .

will be performed as part of
on-demand compliance
reviews service as requested

Provide documentation development and updates

Year 1,2,3 &4

120

Provide hardening recommendations

Years 1,23 &4

120

Penetration testing and analysis

Years 1,23& 4

120

Perform PCi or HIPAA compliance reviews

One compliance assessment
{either PCI or HIPAA)
performed in Years 1,2,3 & 4
Additional PCI and HIPAA
reviews performed as part of
on-demand compliance
reviews service as requested

80

Provide compliance recommendations -

Performed as part of
on-demand compliance
reviews service as requested

100

Provide incident response and forensics services

Performed as part of
on-demand incident response
services as requested

100

Provide security knowledge and awareness training

Performed Year 1 or 2 and
updated once as mutually
agreed upon.

80

1,072

Availability Services | Connecte : PRINTED: January 14, 2014 21:50:35 PM

DOC 1D: 3007656100 VER. 1.0 .

ACCOUNT NUMBER: 348332 QUOTE ID: 892691



Page 16 of 18

Project Assumptions

To help ensure the success of this service, it is imperative that there be a joint understanding of assumptions. The
following key assumptions have been factored into the fees for this project: :

Cook County has identified the County’s Chief Information Officer (“CIS0O"y and the senior Executive
Sponsor to suppori the engagement. This Executive Sponsor will serve as the point of coordination to

engage Cook County's executive core team members at key points during the project..
Matthew Goche will be the Engagement Director from SunGard.

Cook County has identified a Project Coordinator to provide operational assistance to SunGard's
consulting team, to identify project participants, and to arrange meetings and associated logistics, etc.
‘Cook County will provide SunGard with timely responses to all requests for information, review, and
resources, as well as workspace for the project team with the ability to access SunGard systems over the
Internet.

Should an alternate representative (designee) be assigned to participate in any workshop, presentation, or
session, all answers and decisions of the alternate will be deemed accurate and may.be used in the
analysis and assessment without further qualification or review.

Cook County will confirm IP address ranges, provide telephone number ranges, and supply target lists.

Cook County has secured all necessary rights and permissions in the systems and facilities to permit the
service on Cook County's address space. '

Cook County will provide access to the necessary personnel for data gathering activities such as
interviews to obtain insight into the cardholder data environment, processes, and procedures.

Involvement of third parties shall require a third-party agreement to be signed, unless a Service Level
Agreement exists and Indicates Cook County’s right to audit. This does not include resources owned by the
third party on which multiple clients’ data or services reside.

All testing performed will oceur within weekday business hours (i.e., 7 AM - 7 PM local time). Exceptions
will be made for automated data gathering (e.g., vulnerability scanning). Exceptions must be explicitly
approved by the County's CISO. :

The actual Project Pian will be based on a delivery schedule, including workshop dates, review activities,
and presentation dates that will be mutually agreed and confirmed at the start of the project. Once
confirmed, subsequent changes in Cook County’s staif availability or failure to provide a timely response to
requests for information, review, and/or resources may have an effect on the project’s schedule, scope,
and service fee.

SunGard requires two weeks advance notice on the canceliation of any onsite visits. If Cook County
initiates a delay, additional fees may apply, but only to the extent that any such fees are explicitly identified
in advance-and the parties agree to such explicit fees in a written and approved Task Order,

Each deliverable must be reviewed and approved by Cook County before it is finalized.

T Ve 13
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Service Fees and Expenses

SunGard is pleased to provide consulting services to Cook County as described in the prior sections for a professional
fee detailed below for the four-year term of the engagement.

Inthe event that there is a need to expand or change the scope or scheduling of this Statement of Work, the Parties may
modify this Statement of Work in accordance with Article 10. :

Trave! and expenses for the SunGard project team will be billed at the actual incurred rate subject to Cook County’s
travel policy and will not exceed $2,245.00 in a given month without written agreement of both parties and shall also in
no event exceed $107,760.00 in total.

Ea

L

$172,800 ‘ ’ )

$124,800 | NIST Risk Assessment (maximum 160 hours per year)

$118,400 Policy Development & Updates (maximum 160 hours per year)

$ 93,600 Infrastructure Hardening Recommendations (maximum 120 hours per year)
$ 93,600 Penetration Testing and Analysis (maximum 120 hours per year)

$ 62,400 Compliance Reviews {maximumn 80 hours per year)

$ 59,200 Security Training (maximum 80 hours per year)

$ 96,000 Pre-Pay of On-Demand Incident Response Services (100hours per year,

maximum, see terms of service for hours treaiment)

Additional On-Demand Incident Response Services available above the 100

. hours in time and materials model at rate of $240 per hour.

$ 78,000 Pre-Pay of On-Demand Ad Hoc Compliance and Best Practices Review
Services (100 hours per year, maximum, see terms of service for hours -
treatment) ' _ '

Additional On-Demand Ad Hoc Compliance Review and Best Practices

| Services available above the 100 hours in time and materials model at rate of
$195 per hour. :

$898,800 SUBTOTAL Standard Service Contract Value for Four (4) Year Term
$107,760 _ Maximum Expenses for Four (4) Year Term without additional approvals from
Coock Gounty

$1,006,560.00 Total maximum permissible expenditures under this Exhibit 1
Payable as follows: ‘
$ 18,725 Fixed Monthly Fee for Standard Service Hours Over Contract Term
$2,245.00 maximum e .

. Actual reimbursable expenses not to exceed $2,245.00 per monthly period without prior, written
per month without authorization.

prior authorization

SUNGARD <cerere ' " DOC ID: 3007656160 VER. 1.0
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Appendix A
Terms of Service

1. Any software made availabie to the Cook County via use of the Service (“Software”) is licensed, hot soid, and
that all rights, title and interest in and to such software shall remain vested in the SunGard or its supplier and that is may
only be used in object code form. o : ‘

2. Cook County shall not (and not allow others to): (i) reverse engineer or attempt to discover any source code or
underlying ideas or algorithms of the Software or Service, (ily modify, franslate, or otherwise create derivative works of
the Software or Service, (iii) incorporate or embed the Software, in whole or in part, into another product or other
computer software code, or integrate the Software with any other product; (iv) reproduce or otherwise manufacture the
Software or Service, (v) provide, lease, lend, or use the Software or Service for timesharing, ASP or service bureau
purposes; or (vi) allow the removal, alteration, covering or obscuring of any copyright notice or any other notice or mark
that appears on the Software, Service, documentation or on any copies, or any media.

3. Cook County shall comply fully with all applicable faws and regulations with respect to its use of the Service
{including relevant US export restrictions and regulations). _

4, Cook County agrees to adhere to all federal, state and local laws and regulations governing the use of network
scanners, vulnerability assessment software products, hacking tools, encryption devices, and related software in all
jurisdictions in which systems are scanned or scanning is controlied.

*| Reeping Peopl S ' 07656100 VER. 1.0
and Information ACCOUNT NUMBER: 348332 QUOTE ID: 892691
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This Exhibit 3 sets forth the more detailed terms and conditions for the Alert Logic Managed Services, which the County

" has procured under this Agreement.

& raffielad s ﬁ?@g‘ e
3 AR g{mﬁfgg
¢ e
PART 1 - SUMMARY OF SERVICES AND FEES
Selected Services ' ,ﬁ ;ji%; {;%
s ‘ - . “*%f:},:
Threat Manager w/ Actlngatch e
| One-Time Fee: & $1,307.00 1
Monthly Fee: g $7,422.00 %
| Total Permissible Fees Under | $357,563.00 4
this Exhibit 2 & =

All One-Time Fees ,wﬂl be invoiced to Customer upon the:Effec

" accordance with the: g}fﬂ-greemen't

fily basis; provided that the County»gha!l have the option

Inty pay one years worth of Monthly Fees in advance,
%). =
5

SunGard shall mvméfg all Monthly Fees in arrears and
to pay Monthly Feegiup-front in a one-year increm
then SunGard shall discount such Monthly Fee

w’:? o
£l . }2’;«
% k.
gt =§?
VT%;‘ &y,

m i

iy
2 F
% e
5 &
) £
%e o8
® 3’%} s, w?i’@“%

23 , o
f"%%‘%ﬁﬁw gm‘&sim A

People '
Camucmi"‘
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BILLING SCHEDULE
Invoice From: ' ‘ Monthly Fee:
May 1, 2014 - $7,422.00
: ¥ @%‘%wé&é Win i,
e il it Moty
_ : e : _3\3;%“
SERVICES 87 o - "**3‘%

2
Threat Manager with AcgveWatch Up to 5Gbps Protected Bandwidth at three (Sff’Eustomer Facilities

which may include: %@. zgﬁ

69 W Washington Si’treet %}

Chicago IL 606022 & e
«@ B,

118 N Clark Stréét
Chicago IL 60602

R
4545 W Cermak Road
Chicago IL 80 52 3

Throughotit thégterm of this Agreement, the

Facilities for anpther Customer Facifity; howe e ay not add an additional (i.e., aﬁourth or

more) Customerfamhty without impactin nder this Agreement, %«3
: o
E:%} »;.:e
% e
E: 4
< ]
£ @ﬁi?@g
g

.
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SERVICE TERMS AND CONDITIONS

A S.ervice‘ Description
SunGard will provide Intrusion Detection/Prevention from Alert Logic. Including Threat Manager and Active watch
services. It also includes Network Intrusion Deteggi%%ggm[ggg (NIDS) and 24x7 monitoring. NIDS appliances will be
installed on ali County egress points. it ingligés unfimited :n%é?ﬁ'én‘f,gg;&andard external and PCl compliance external
vulnerability scanning. Alert Logic V\gil] noﬁﬁy SunGard staff and/or County staff to discuss impact and any remediation

required. : .@g@% B " | - me,{%q
. m@%‘g ' W\% ey
S # . .
Threat Manager _Service%:g;‘%ﬁrhe Threat Manager™ is & third party-provided sé%i‘ce ﬁé’!@ged to security appliances that
can be instalied within aBunGard Designated Facility or at a Customer facilityssin the evgnt the Services are provided
for appliances installed’in a Customer facility, iy SunGard will ship the seg applianceg:to the Customer specified

gical infrastructure and security
iances afy that are installed in a
ce by network tap or mirroring from
where only ned“@ssary personnel have
return the security appliances in the same
ant to SunGard’s regsonable instructions;
neces upon SunGard receipg;;g

facility; i) Customeryis responsible for all power, network, and phys
requirements specified in this Agreement that are necessary to sugf
Customer facility, ificluding forwarding network traffic to be analyze

a switch. Custorfier will keep the Alert Logic security appliange in™
physical access to the environment; iii) Customer will unins
condition as recgived (normal wear and tear exceptad):to Sui
and iv) SunGar%%i:vill delete any Customer data residiit

B

%
The Threat Manger Service monitors, analyzes,
nodes identified"lh the Schedule based on netwé
Manager Servicé'is comprised of i) a Karde 2
tuning and optimization; iv) on-going thre
not include HardWare Installation Servié
identification and “griticality ranki
selected notification-of detect
updates. The Threaﬁ%an 1

fity events related to the number ok Customer-specified
[time using hardened security appliances. The Threat
ance; ii) logical and dynamic systégﬂ analysis; i) sensor
ability- signature updates, v) Intrusion Défection Services (does
e appliances are installed in a Sun@ard facility), vi) asset
bility assessments and reporting; viii) wgéé‘b portai; ix) Customer-
ail or page; and x) vendor-provided softwaré patches, upgrades and

£

ice. The SSL Decryption‘ Service enablegfthe Threat Manager Service to

Threat Manager - SSL De@r i
decrypt and inspect SSL enc‘?&% ietwork traffic to identify potential security thf§§l§.
, &

Wi, &
e s ¥ .
Threat Manager - Active Watch Se‘i{%i’i;%MActive Watch provides acg\%ﬁﬁt%é SANS GIAC certified Intrusion Detection

_analysts who analyze data that is generé?édﬁiﬂﬁ@gggthe {;y@;eaﬁﬁ nager Service. Customer will be alerted when
. valid hostile traffic is identified and wiil advised on potential remediation steps. Security Analysts monitor the network
on a 24/7/365 basis. Alert Logic staff assigned to this contract will have background checks conducted annually

‘R

SUNGARD' | gigleone.
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B. Service Level Commitments

Threat Manager
¢ Guarantee. For each appliance delivered, the Threat Manager and Log Manager Service will be availabie to
monitor, analyze and log security events (each as applicable) 99.95% of the time measured on a monthly basis.

» Remedy. For each appliance delivered, 3 nGamfsshaII;@[:eglijustomer one (1} day’s percentage of the Monthly
Fee for each month in which SunGarg:f&ils to meet the Service L&vel Commitment.

e ' %"*@1‘;
Threat Manager Active Wat%h&Ebscalatlon and Notification i,(mf%@;

» Escalation Guarantee*‘% Escalation to an Intrusion Detection analyst \ﬁiivflxtakeﬁpface within 30 minutes of an
incident or attack befrﬁ detected by the Threat Manager Service.

s Notification Guan@ntee Notification of the County’s CISO or CISO’
of an incident oraattack regardiess of the time at which escalation t

s  Remedy. Sunﬁard shall credit Customer one (1) day’s perce
' SunGard falisd:fn meet the Service Level Commitment.

e .wiil ta}se place within 60 minutes
Detec“t“gon Analyst has occurred.

s thly Feeﬁ?for each month in which
@wﬁ

e

,_.X

onth perlod Customer may té;mlnate the Services
ard advance written notice Ig;o fater than 60 days

C. SLAs General -

* If SunGard fils to meet the same SLA 3 tim
under this Exhibit, or any portion thereof, b

following the;’thlrd SLA failure. : W,

s If SunGard™ jtalls fo meet an SLA Custom d to receive the applicable cred|§as Customer's sole
monetary rer@edy (provided that the foregping gioes ot prohibit or limit Customer from see mg remedies for any’
breaches of gther terms of the Agree e such failure). W

* In no event wijl the total credits for a jectifrences during a month exceed the then cur;;@nt Monthly Fee for the
Services provadéd under t cement. ;ﬁg

¢ Credits and termlf;,atlo y with respect to the root or primary SLA falfare and not for SLA failures

LA failure. e
e failure to meet an SLA if the failure is causgzd by:
by Customer, its employees, subc %ggﬁactors or agents (“Customer

that occur as a restilt

s  SunGard will not be res‘(g e

= A breach of the %g

Representatives™); %

» The negligence or lntenf%maé] acts or omissions of Custom%;:g‘;ﬁ Customer Representatrves (including

Customer retention of root or a§m1macg§ss and changes &Q@gﬁ%r conﬂguratlons) )

~* Scheduled maintenance (including upgré‘dygé% rep%r or component replacement or scheduled backups) or
other mutually agreed-to downtime;

m

anc[

AvallabmtySer\nces
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D. General Conditions
» Customer adminisirative access to SunGard devices used fo provide the Services is not permitted. Customer may
request copy of device configuration data. '

» SunGard does not guarantee device failure time 1o fix. §i§; Gard will maintain spare device inventory or engage and
manage maintenance vendors in accgr@ggarc:“é»-“ﬁwi?th* thé ter ?ﬁﬁ%’tﬁgﬁynderlying maintenance agreement. SunGard is
not responsible for vendor failure to deliver parts or repairs within 'ﬁainte{;ance agreement timelines. The foregoing
does not supersede SunGarg@ﬁB]igation to mest an appiicable Service E*éfV@i&Commitment(s) as described herein.

- S s : - S g '

*  SunGard will provide tggﬁ%ical support, problem resolution and change maﬁﬁéemqn; in accordance with its Support
and Change Managément Policy located in the Customer Portal. FoTTBwing‘ “Lustomer's execution of the
Agreement, Custonier will receive access to the Customer Portal; and Suhi shaifaffirmatively tender a written

- copy of its Suppert'and Change Management Policy to the County's @} mef%ball provide SunGard with
an email addres,ﬁes) so that notices of changes to the Support ang ageme‘%}; Policy will automatically
be sent to the%é*mail address(es) provided. SunGard shail notif gr-of any chahges to the Support and
Change Man%@ement Policy reasonably in advance of such thereby giving Customer a reasonable
opportunity to'respond that the proposed change would or adversely impact Customer. If Customer
provides such objection to SunGard, the parties agree gther in good faith to jmpiement SunGard's
desired chatige in a time and manner that will ngt rially impact the Customer. Notwithstanding
anything to @% contrary, if SunGard fails to notif{: ¢ y such changes or modificatigps in accordance with
the foregoing paragraph, then the last vers and Change ManagementiPolicy that SunGard
properly no ifjed Customer of shali control t 18- Services. Further and notwithsta%ding anything to the
contrary, if BunGard makes any changes ) and Change Management Poligy that materially and
adversely impact Customer’s use of the Se as Customer's sole remedy, Customér may terminate these
Services by p@vided written notice to 2N notice no later than 60 days following e applicable change.

ok

e .

* Neither this A@g ement nor _thi
provision of serviges, whig]
placed sgainst aﬁ%()o :

) ]

ature to the parties. Neither party will permjg?%ny third party liens to be
ion of the Services or any SunGard-providedgﬁuipment or software.

itoriaf services, environmental systems maintenance, power maintenance and other

* SunGard shall perform s ¢
ed to maintain the SunGard facilities used to pgggﬁ’ﬂ’é Services.
. %, 3 .

services as are reasond ty reig
<

e

i‘} ‘f} B
¢+ Customer will not interfere wif%gn% other SunGard customer's use of Sxi%ﬁards facilities or services.

£ 1,@“% . \%@; ?
¢+ Customer represents and warrants tha@i&f?ﬁﬁﬁgﬂag@fuﬂ igg;aliéﬁiﬁ?‘ﬁ’*fﬁ utilize any Customer-provided equipment and

software.

* Within 45 calendar days of the termination or expiration of the Agreement or the Services under this Exhibit,
Customer will return, at Customer's expense, all SunGard-provided equipment and software (whether located at a
Customer or SunGard facility), return Customer occupied areas within a SunGard facility in the same condition as

SUNGARD" |5l Pl
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received (reasonable wear and tear excepted), and remove all Customer-provided equipment and software. |If
Customer fails to remove its equipment and software as required or if Customer fails to pay SunGard any amounts
due, and such failure continues for more than 30 days after receipt of SunGard's written notice of nonpayment
SunGard may disconnect and remove any or all of the equipment (including any data or software resident on such
equipment), and store any Customer-provided equipment in a reasonable location for up to 6 months, at Customer's
expense. Upon conclusion of the 6 montill%g\gﬂ%d?‘gmf@%iﬁmgygdispose of such equipment and any Customer data
or applications without liability to Casfomer. SunGard may rédéploy any SunGard-provided equipment ‘in any

manner in its sole discretion {p’@ shall delete all Customer software anﬁg%ata residing on such equipment before
redeployment. A . o

s
o ¥ i@
&
i 5
& L
{z?:; )
¥ i
o #y
o g
e o
ﬁ’; g“g
< L
: g
3 %@
P .
£ &
G F
f{%ﬁ; o
o

YRS
5 1

By ‘ " %gfiii
- - i‘%ﬁ‘%@mﬂ 3 g}&iﬁﬁiﬁ‘k“%& - -

m
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r

Threat Manager

nternal IP Addresses SunGard

External IP Addresses D PNEEeiag b SunGard
s .:;E,ﬂ &\Q_Pkw_ AEE % 'é;;;‘a.‘r?“' o

Subnet Mask g AR iy SunGard

Default Gateway P . &, SunGard

Broadcast Address .« “:SunGard

Interface Type .5
Configure Thrgat Manager A
10

Turn Up €
Rack angPower Alert Lo
Configdse NAT/Public IP

gic Appliance

BUnGard ">,

Add Firéwall ACL SunGard "2 #
Cable Device to Monitor Port j SunGard *
SPAN-VLAN’s on Pod Switches SunGard "* @
Verifzjfi\ppliance,Conf_iguration SunGard f
Verifiy LAN Configuration at Appliance i SunGard B
Appiigation Tuning . SunGard A

SunGard &
SunGard "*
{ey to Alert Logic SunGard &

“ClieritAccount Setup

Provide Encryption Certificate and

Apply=Encryption Ceriificate a
Appli ‘

SunGard &

Internal Network ' SunGard:"2
nectivity SunGard

Monitoririg, Appl
Monitor Appliang
Notify Customer

Notify Customeriof aintenance SunGard
Notify Customer of:Emé&Fgency Maintenance SbnGard
Monitor Protected NetWorks , 4 & SunGard
Detect Security Incidents ", @ SunGard
o Escalate Security Incidents to Cﬁsﬁ?ﬁg}?gﬁ@ L -SunGard -

! Respansibility is performed by SunGard only if appliances are located within a SunGard Designated Facility.
? Responsibility is performad by SunGard only if Customer is receiving Managed Services in addition to Space, Power and Network Services

SUNGARD" |“sicg reorle.
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EXHIBIT 5
Acceptabie Use Policy

This Acceptable Use Policy (the “AUP”) applies to the use of the services of SunGard
Availability Services LP and its affiliated companies (“SunGard”) by its customers (the
“Services”) is made part of and incorporated into the Agreement that between Cook County and
SunGard. The AUP also applies, and should be communicated, to customers’ customers and/or
end users that utilize the Services through customers.

SunGard has published this AUP to help ensure that the Services provided to our customers are
of the highest quality, and to help protect the privacy and security of our customers, systems,
and networks, while also encouraging responsible use, including compliance with applicable
laws. This AUP also describes types of use of the Services that are prohibited. SunGard may in
its sole and reasonable discretion determine whether a use of the Services is a violation of this
AUP. SunGard in no way intends to monitor, control, or censor communications or content that a
customer may acquire, transmit, or store on or via SunGard’s network. However, when we have
knowledge of a violation of this AUP, we reserve the right to take such action as is necessary to
address the violation, as referenced below,

As used herein, “Content” shall mean all information made available, displayed, transmitted
or retransmitted in connection with customer’s use of the Services (including, without limitation,
information made available by means of a "hot link", a third party posting or similar means)
including all trademarks, service marks and domain names contained therein as well as the
contents of any bulletin boards, social sites or chat forums, and, all updates, upgrades,
modifications and other versions of any of the foregoing.

Prohibited Uses :
Thie following are prohibited uses of the Services under this AUP. These descriptions are
guidelines and are not intended to be comprehensive in nature. '

Hllegal/Criminal Activity _
The Services may not be used in connection with any criminal or civil violations of local, state,
provincial, federal, or international law, treaty, regulations, court order, ordinance, administrative
rule, or other government requirements.

Intellectual Property

The Services may not be used to transmit, re-transmit, host or store any Content or-to engage in-
any activity that infringes or facilitates the infringement of the intellectual property rights or
privacy rights of any individual, group or entity, including but not limited to any rights
protected by any copyright, patent, trademark, trade secret, trade dress, right of privacy, right of
publicity, moral rights or other intellectual property right now known or later recognized by
statute, judicial decision or regulation.



Security Violations

The Services may not be used in connection with any attempt by the County to damage, violate,
facilitate or assist in the violation of the secuirity of any network, service, or other system, data
or Software. Prohibited acts include, but are not limited to, hacking, cracking into, monitoring,
accessing or using systems or networks without authorization; scanning ports; forging of any
TCP/IP packet header or any part of the header information in an email or newsgroup posting;
conducting or participating in denial of service attacks; and distributing viruses, time bombs,
worms, botnets, zombies, cancelbots or other harmful Software computer program roufines
designed to damage, intercept or seize control of systems, Software or data. SunGard customers
are responsible for maintaining the basic security of their systems to prevent use of their system
in a manner which may result in a violation of this AUP, such as properly securing mail servers
to prevent distribution of spam or other unsolicited commercial email (as defined below), and
properly securing FTP servers to prevent illegal distribution of licensed Software. Customers
also are responsible for implementing preventive or remedial actions on vulnerable or exploited
systems to prevent continued abuse.

Threats

The Services may not be used to transmit, re-transmit, host or store materials or Content that is
of a threatening nature, including threats of death or physical harm, or that is harassing,
libelous, and or defamatory, invasive of privacy rights, or to provide information or assistance
in causing or carrying out violence against any government, organization, group or individual.

Offensive Content
The Services may not be used to transmit, re-transmit, host or store for the distribution of
offensive Content, including obscene, pornographic, indecent, and hateful materials, -

Spam _ .
Spam is an unacceptable use of the Services and is a violation of the AUP. Prohibited acts
include, but are not limited to, any of the following activities:

. Posting a single message or messages similar in content, to more than five online forums
Or Newsgroups. '

. Posting of messages to online forums or newsgroups that violate the rules of the forums
Or NEWSZroups.

. Collecting the responses from unsolicited email. :

. Sending any unsolicited email that could be expected, in SunGard's sole discretion, to
provoke complaints.

. Sending email with charity requests, petitions for signatures, or any chain mail related
“materials. A c ' . -
. Sending unsolicited email without identifying in the email a clear and easy means to be
excluded from receiving additional email from the originator of the email. :

. Sending email that does not accurately identify the sender, the sender's return address,

and the email address of origin.
. Using another site’s mail server to relay mail without the express permission of the site.



. Using the Services to violate an Internet Service Provider's acceptable use policy and/or
terms of service. _ ' _

. Sending emails that result in SunGard-provided IP address(es) being blocked or black-
holed by third party spam protection related services.

Indirect Access

Indirect Access

A violation of this AUP by someone having only indirect access to the Services through a
customer or other user will be considered a violation by the customer or other user, whether or
not with the knowledge or consent of the Customer or other user. In addition, this AUP applies
to any email or Content transmitted by a customer or on its behalf using a SunGard account as a
mailbox for responses or promoting Content hosted or transmitted using the Services, or
indicating in any way that SunGard was involved in the transmission of such email or Content.

Consequences ~

Actual, suspected or alleged violations of this AUP may result in a demand for immediate
removal of offending Content, immediate temporary or permanent filtering, blocked access,
suspension or termination of the Services, or other action appropriate to the violation, as
determined by SunGard in its sole and reasonable discretion; provided that such a violation shall
not necessarily constitute a material breach or default as defined under Article 9 of this
Agreement. When feasible, it is SunGard's preference to give notice so that violations may be
addressed voluntarily; however, SunGard reserves the right to act without notice when necessary,
in its sole discretion, to avoid an interruption in Service or a negative impact on network capacity
or performance, SunGard may involve, and will cooperate with, law enforcement if criminal
activity is suspected. Violators may also be subject to civil or criminal liability under applicable
law. Refunds or credits are not issued in connection with actions taken for violations of this

AUP, -

Incident Reporting ‘

- Any complaints regarding violations of this AUP by a SunGard customer should be immediately
directed to the SunGard AUP Service Desk by calling1-800-441-1181 or 011+720-587-1055 or
sending an email to sas.abuse@sungard.com. Where possible, include details that would assist
SunGard in investigating and resolving the complaint (i.e. expanded headers and a copy of
the offending transmission).
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The Agreement between SunGard and the County is supplemented by adding the following provisions to the Agreement:

Protected Health Information. Customer is subject to, and is considered either a Covered Entity or a Business Associate
under, the provisions of the HIPAA Rules. From time to time, in the course of providing Services to Customer under the
Agreement, SunGard may be considered a Business Associate by receiving Protected Health Information from Customer or by
maintaining or transmitting Customer’s Protected Health Information as part of the Service, in which case any such Protected
Health Information shall be subject to the following:

(i) Definitions.

a. Caich-all definition: The following terms, and their respective derivative forms, used in this
Addendum, when ca ‘t@lji%ﬁ?%ﬁ&lﬁ%?ﬁe&g%@ame meaning as those terms in the HIPAA Rules:
Breach, Designated*Record Set, Disclosuref“‘iﬁ%ividual, Minimum Necessary, Notice of Privacy
Practices, Protected Health information, Hequire éy Law, Secretary, Security Incident,

e

Subcg%trﬁctor, Unsecured Protected Health Information, "g%gse.
b. *Bubiness Asscciate” shall generally have the same mex’githg w'a(@agh\e' term “business associate” at

45°CFR 160.103. £
ol B .
cii"Covered Entity” shall generally have the same m e tefny: ‘covered entity” at 46 CFR
él; 160.103. %
g?d *HIPAA Rules” shall mean the Privacy, Securi catfon, anﬁgAEnforcement Rules at 45
§ CFR Part 160 and Part 164. %:, '
(ii) Restriction on Use and Disclosure of Pr Ith Information; Access to Protected Health
.. Information; and Notifications. : i
¥ a. SunGard agrees to not Usgig cted Health Information oth%gthan as permitted or
g required by this Agreeme y Law. | S
§ b. SunGard agrees to use a guards .and comply with Subpart G:of 45 CFR Part 164
- with respect to electron galth Information to prevent Use or @sclosure of Protected
% Health Information provided for by this Exhibit. e
‘%; ¢. SunGard agrees i {"@wdhe extent practicable, any harmful effect tﬁ’é’t is known to SunGard
*’j of a Use or Disclost otacted Health Information by SunGard in vig@jﬁ‘tion of the requirements
’ {%«. of this, Exhi : é‘i‘“
i : oy '
Hig;o} Su port to Customer any Use or Disclosure of Proi;ééted Health Information not
Epra Exhibit, including Breaches of Unsecured Protected Health Information as
reg R 164.410, and any Security Incident of which SunGard becomes aware.

T &
8. Suf%q%ﬁ. ees to notify Customer of such Breach without g;;f?égsonable delay, but in any event

in a pefod not to exceed seven (7) business days afte&é%édi'scovery” {as described in 45 CFR
§164.41 it e HIPAA Rules and, as applicable, in §184062(c) of the HITECH Act) and as further
set forth in's“"“faiggg5 tions (ii)(e)(1) and (ii}(e}2), Qg’fé . Such report will include: , to the extent
possible, the ideh’tf%%gﬁm@;{?ggch Individual¥fose Unsecured Protectsd Health Information has
been, or is reasonably beliévedby StinGard to have been, accessed, acquired,-used, or disclosed -
during the Breach and any other avallable information that the Covered Entity is required to
inctude in notification to the Individual under §164.404(c) at the time of the notification required by
this paragraph or prompily thereafter as information becomes availabie.

1. SunGard shall report to Customer any successful Security Incident of which it becomes
aware of within seven (7) business days. In addition to the requirements set forth above
in this subsection {ji){(e), such report shall contain the following information fo the extent
known at the time of notice: (A) date and time when the Security incident occurred and/or
was discovered; (B) names of systems, programs, or networks affected by the Security
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Incident; (C) preliminary impact analysis; (D) prescription of and scape of Protected
Health Information used, disclosed, modified, or destroyed by the Security Incident; and
{E) SunGard shall provide a report of any mitigation steps taken to the Customer and
shall send such report by traceabls carrier. '

2. To avoid unnecessary burden on either party, SunGard shall report to Customer any
Security Incidents that are unsuccessful of which it becomes aware of only upon -
Customer’s request. The frequency, content and the format of the report of unsuccessful _
Security Incidents shall be mutually agreed upon by the parties. '

f. In accordance with 45 CFR g;Lg,glg%isg%g(i@gg)i,(j ii) and 164.308(b)(2) of the HIPAA Rules, if applicable,
SunGard agrees ;%gﬁﬁ% tﬁ”éaf%’ﬁy aget f&fﬁﬁiﬂqgjng Subcontractors that create, receive, maintain

or transmit Custoiher's Protected Health Inforrﬁation@n behalf of SunGard agree to the same
restrictio;@;f‘énd conditions that apply through thiséE&@ipit to SunGard with respect to such

infoerafiﬁn. ) N ‘wgm,.\‘ _ B
%ﬂ f“”@ 5 Ls o .
9. SutiGard agrees to provide access, within seven (7) busihéss é&gs after written notice is received
. fiom Customer or an Individial, to Protected Health Info ation if-a “Designated Record Set”, to
@@Customer in order for Customer to meet the require nder 4?‘%5’]4 § 164.524 of the HIPAA
R

% Rules, and, as applicable, § 13405{(e)(1) of the HIT

3
#5h. SunGard agrees to make any amendment(iw
& Record Set that the Customer directs or ags
iC] after-written notice fs received from Custome

&
: leaith Information in a Designated
ant to 45 CFR %{1 64.526 within 30 days

d records, including %glicies and procedures
e Use and Disclosure; of Protected Health
is- designes, after writien ndlice is received from
ecretary, for purposes of the éf%ecretary determining

W

Py

Ha

2

5 Customer or at a time d
TR compliance with the HiPA, ‘

,&; 1 Wisclosures of Protected Health Infor%’ation and information
would be required for Customer to respend to a request by an
isclosures of Protected Health Informatioli in accordance with 45

: ]es, and, as applicable, § 13405(c) of th%}g{HITECH Act.
6 to Customer or an Individual, within sevem@éys after written notice is

K. Sun
&, rec ¥ or an Individual, information collected in ageordance with Section (i)(j)
“hab tomer io respond to a request by an Individual for an accounting of
Distle otected Health Information in accordance with 45 CFR §164.528 of the HIPAA
Rules, ang,.ad8 applicable, § 13405(c) of the HITECH Act. &

e, & &
l. Suné”}ézg ees to comply with the prohibition on the salé’ of Electronic Health Records and
Protectedifisalth information as set forth in §13405(d)£gt§ﬁe HITECH Act. The term “Electronic
Health Rec ré%gg%gll have the same meaning givepdeisiich term in §13400(5) of the HITECH Act.

T e R . .
m. SunGard agrees no’isgfo”z’sﬁgjg% andy; Piseldse Protected Health Information for marketing or
- fundraising purposes. . SR = T s e -
n. To the extent SunGard is to carry out one or more of Customer's Coverad Entity obligations, to the
extent any such obligation is expressly delegated by Customer to SunGard and rightfully identifiad
as a Covered Entity obligation under Subpart E of 45 CFR Part 164, SunGard will comply with the
requirements of Subpart E that apply to the Covered Entity in the performance of such
obligation(s).
0. SunGard shall request, Use and Disclose Protected Health Information consistent with the
Minimum Necessary Standards of the HIPAA Ruies. :
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p.- SunGard will comply with any additional requirements contained in the HIPAA Rules and the
HITECH Act that are expressly applicable to Business Associates, which requirements are herein
incorporated into this Exhibit.

i) Permitted Use and Disclosure of Protected Health Information.

a.. SunGard may only Use or Disclose Protected Health Information as necessary to perform the
Services ordered pursuant to this Agresment, as Required By Law, or as permitted under this
Exhibit.

b. Except for the specific Uses and Disclosures specified in section (iif)(c) — (d) below, SunGard may
not Use or Disclose Protetiét #ealttilhtormation in a manner that wouid violate Subpart E of 45
CFR Part 164 if doié by a Covered Entity, ~— 9¢%

“ g,
c. SunGarggm“% Use Protected Heakth Information for ttfé“f‘-ﬁg%er management and administration of
SunGatd or to carry out the legal responsibilities of Sun,GmE d.including reporting violations of law

3 :

: to 3§%ropriate' Federal and state authorities. - {{gij £,
d. ,ﬁnGard may Disclose Protected Health Information for ﬁ%he‘k proper management and

4
4

,%; Law, or SunGard obtains

c~administration of SunGard, provided that Disclosure
-, reasonable assurances from the person to whom
confidential and used or further Disclosed only
©  was Disclosed to the person, and the pers
. aware in which the confidentiality of the inforr

on is Bisclosed that it will remain
Law orfor the purpose for which it
ard of any, instances of which it is
Been breached. %

e

W

Ak,
B ae oy

P

L3

&

(iv) fa;lg Obligations of Customer.

a. Customer shall notify Sun :
2 accordance with 45 CFR
& affect SunGard’s Uss or

© B b, Customer shall notify Sun

s

ELE

HIPAA Rules, to the extent th%ﬁ such limitation may
otected Heaith Information. P

A

%

% hanges in, or revocation of, permieﬁon by an Individual to

j«g Use or Disclose | alth Information, to the extent that sugg changes may affect
"‘"{} SunGard's Use o oF Protected Health Information, &
@ : 5 & ;
g%c Cust unGard of any restriction fo the Use or Disclgsure of Protected Health
"é% Info ver has agreed to in accordance with 45 CE;;I?\' § 164.522 of the HIPAA
*%’%Hu at such restriction may affect SunGard's Ug@é‘*“‘ or Disclosure of Protected
“He o ‘

d. Custome ot request SunGard to Use or Disclose Profected Health Information in any
manﬁg{? i ould not be permissible under the Privacy Rule if done by Customer, except that
SunGard;may Use or Disclose Protected Health Information as specified in section (iii)(c) — (e)
above. o e ‘

P, B
e. Except to the ﬁfé%wﬁgﬁg%d cg}téggga,‘%%és to Customer's electronic Protected Health
Information, including any"sectirity Sarvices SunGard provides as part of a Schedule or Order,
- Customer agreses it is responsible to implement and use appropriate safeguards, and comply with
Subpart C of 456 CFR Part 164 of the HIPAA Rules, to prevent unauthorized access to ks
electronic Protected Health Information that is maintained at a SunGard facility andfor SunGard-
provided equipment or is transmitted to and from a SunGard facility.

f. To the extent that Customer contracts with SunGard for any managed security service or service
Including anti-virus software or operating system software, Customer shall accept all patches,
updates, or recommended security standards provided by SunGard with respect to the setvice(s).



SunG

(v)
(vi)

(vii)
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i Customer does not accept such patches, updates, and/or recommended security standards,
SunGard shall not be liable to Customer for any damages resulting therefrom.

The terms of this Exhibit shall survive termination of the Agreement and shall terminate when alt

Protected Health Information is destroyed or returned to Customer, or, if it is infeasible to return or . |

destroy Protected Health Information, protections

are extended to such information, in accordance with
the termination provisions in (vii) below. ' :

Except as provided in (vii) below, upon termination of this Agreement, for any reason, SunGard shall
return or destroy all Protected Health Information still in its possession. This provision shall apply to
Protected Health Information that.is;i

SunGard shall retain %%ﬁggﬁfé% ofiP%gee%!teég

e, possession of Subcontraciors or agents of SunGard.

‘éﬁﬁéﬂlﬁ@;{}gormation.

g

infeasible, StinGard shall provide to Customer notificationf the conditions that make return or

?&? Bithis Agreement to such Protected
e i

In the event that. SunGard determines that returning orzﬂg;‘,troying Protected Health Information is

destrucgpﬁ@infeasible. SunGard shall extend the protecti
Healt ;jhformation and limit further Uses and Disclosures
thog‘é?purposes that make the return or destruction infeasibl
Peéfected Health Information.

suc’%i?rotected Heailth Information to
for so fang as SunGard maintains such

&
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for crimina!l justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including

the CJIS Security Policy in effect when the contract is executed), as well as with policies and |

standards established by the Crlmmal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship
so that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security,

The provisions of this Securlty Addendum apply to all personnel systems, networks
and support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a
private contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
agreement for thé administration of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency. 7
2.00 Responsibilities of the Contracting Govemmeﬂt Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be
signed by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

~ 3.01 The Contractor will maintain a secunty program ‘consistent with federal and state Iaws
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by

the Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).
4.00  Security Violations.

H-5

8/9/2013
CHISD-ITS-DOC-08140-52



Clarksburg, West Virginia 26306

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

~ 4.02  Security violations can justify termination of the appended agreement.

4.03  Upon notification, the FBI reserves the right to: _
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links.
The FBI will pr0V1de the CSO with timely written notice of the suspension.
Access and services will be reinstated only after satisfactory assurances have been
provided to the FBI by the CJA and Contractor. Upon termination, the
Contractor's records containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01  This Security Addendum does not confer, grant, or authotize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA,

and FBL.

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20, The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understandlng by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement whlch impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI. '

6.05  All notices and correspondence shall be forwarded by First Class mail to:

- Assistant Director

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

8/9/2013
CIISD-ITS-DOC-08140-5.2
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,’

including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CHS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound

- by their provisions.

I recognize that criminal history record information and related data, by its very
nature, is sensitive and has potential for great harm if misused. I acknowledge that access to
criminal history record information and related data is therefore limited to the purpose(s) for
which a government agency has entered into the contract incorporating this Security
Addendum. I understand that misuse of the system by, among other things: ~accessing it
without authorization; accessing it by exceeding authorization; accessing -it for an improper
purpose; using, disseminating or re-disseminating information received as a result of this
contract for a purpose other than that envisioned by the contract, may subject me to
administrative and criminal penalties. I understand that accessing the system for an
appropriate purpose and then using, disseminating or re-disseminating the information
received for another purpose other than execution of the contract also constitutes misuse. I
further understand that the occurrence of misuse does not depend upon whether or not I
receive additional compensation for such authorized activity. Such exposure for misuse
includes, but is not limited to, suspension or loss of employment and prosecution for state and

federal crimes.

Dot ir fflrﬂafég/// /ﬂﬁ | o-2-19

Printed Name/Signature of Contractor Employee Date

Printed Name/Signature of Contractor Representative Date

Organization and Title of Contractor Representative

8/9/2013
CIHSD-ITS-DOC-08140-5.2
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' COOK COUNTY
TRANSPORTATION
EXPENSE REIMBURSEMENT
AND TRAVEL REGULATIONS

POLICY '

Adopted: ¥Y2009




COOK COUNTY TRANSPORTATION EXPENSE

SECTION 1.
A

B.

SECTION LI,

A,

REIMBURSEMENT

AUTOMOBILE REIMBURSEMENT PLAN

Any empleyee who is required and authorized to use their personally owned
automobile in the conduct of official County Business shall be allowed and
reimbursed. The number of'Coumg business miles driven per % month will
be compensated at the standard IRS deduction for business related
transportation currently in effect and authorized by the Bureau of
Administration. [RS mileage rates adjusted midyear will not be made
retroactive, ' .

In addition, parking and tolis shall be allowed for reimbursément ifitems are -
supported by receipts, Proof of IPASS charges shall be submitted along with
the Transpotiation Expense Voucher.

GUIDELINES
Commuting Expenses

Commuting expenses betwoen an employes's home and reguler place of
assignment will not be reimbursed, even if an employee's regular place of
assignment is at different locations on different days within the County.

Exgmple: An employee working for the Assessor's Office Is-regularly
assigned to the Assessor’s Office in Markham on Mondays and 1o the
Assessor's Office in Maywood on Tuesdays through Fridays. Travel
expenses o and from the employee's home and Assessor's Office on any day
will not be reimbursed when assignments are permanent. .

Temporary and Minor Assignments (residence fo temporary duty point)

Employees who are required to perform County business in the form of
temporary and minor assignments beyond the getiera] area of their regular
place of assignment in the County may be reimbursed for their transportation
expenses between home and their first or last stop, for such travel attributed
to County business,

Miléage to first stop or from last stop between home and temporary place of
assignment may be allowed and reimbursed. -

Authorization for reimbursement for iransportation between home and first
or last stop shall only be allowed when, in the judgment of the Department

__head, reporting to the regnlar place of assignment is not reasonable because
of the elements of time, place, business purpose and smployes effectiveness, T

The assignment must be temporary and not indefinite,




C.

SECTION IIL.

A

Tempc)xrary and Minor Assignments (mileage between temporary.duty
points

Empioyess who receive one or more temgorary assignments in 8 day may be
reimbursed for transportation for getting from oneplace to the other, Mileage
from the employee's regular place of assignment, or first duty point, to all
temporary duty points and back to regular place of assignment, or last duty
point, is entitled fo reimbursement.

General Guidelines

-1 Mileage must be computed on the basis of the most direct route, Any

mileage incurred solely for personal reasons is not reimbursable.

2. Employees must bear the cost of their hormal commuting expenses
' between residence and official place of assignment.

3 Close supervision shall be maintained over the use ofprivately owned
vehicles by the Department Heads. Authorization for use of privately
- owned vehicles shall only be given when deemed a service and
- benefit to Cook County Government Reimbursements for
ransportation shall only be as compensation for setvices performed

for the County.

TRANSPORTATION EXPENSE VOUCHER

Preparation

L. All ¢laims for compensation of transportation expenses including the
-use of privately owned sutomobile and incidental parking fees and
tolls, and taxicab and bus fares shall be submitted and itemzzed in the
Transportation Expense Voucher, (For each stop of business vse,
enter date, startecfg'om location, finished at location, miles
and expense between each stop, Total the dollar amount and enter in
the space for "Total.") ‘

72. When travel between home and first or last temporary duty point is

authorized, the employee's residence shall be entered on the
Transportation Expense Voucher, "Started from Loegation" or

"Finished at Location.”

3. The Transportation Bx;fensc Voucher shall be supported by receipts
for all items, individually. A

4, The Transportaﬁlon Expense Voucher shall be prepared and signed by
the individual who has incurred the expense and signed by their

-~ - Supervisor. -The original Voucher shall- be subrmitted fo the -

Comptroller’s Office and a copy should be retained by the employee
and by the department, Falsification of » Transportation Expense
Voucher is considered & major cause infraction subject to disciplinary
action up fo and including dischargs. '

3-




B.

C'

SECTION IV.

5. The individual submitting the Transportation Expense Voucher is

' Eersonallyresponsmle for its sccuracy and priority. Trip details shall

¢ entered immediately following automobile use to eliminate

possibility of errors. The form mustbe completed uuts ennrcty, 8.6,
MSurance coverage.

Approval and Submission

I The Transportation Expense Voucher shall be approved by the
. Departrnent Head or a designated representative, who shall sign the
original copy of the Transportation Expense Voucher, The ongmal
Voucher shall be sent to the Comptroller’s Office by the 10® day of
the following month in which the fravel expens¢ was incurred,
Transportation Expense Vouchers submitted 60 days after the end of
the month in which travel expense wag incurred will not be
reimbursed. A eopy of the Transportation Expense Voucher shall be
retained by the department and the employse. -

2 Any Transportation Expense Voucher not prepared in accordance
with these regulations, including the proper signatures, will be
returned to the originator for corrections,

Authorized Attendance at Seminars, Meetings, Canventions, e¢fe, on -
County Business

These expenses shall be detailed in accordance w1th the procedure relating to
"Cook County Travel Regulations." ,

COUNTY-OWNED AUTOMOBILE

Section 162(2)(2) of the Internal Revenue Code requires that any employee
who is assigned a County-owned vehicle for use in performance of the
employee's duties and who uses the vehicle for use in performance of the
d;;luyee s duties and who uses the vehicle to commute from home to work
or from work to home must inctude in their compensation the value to

the employee (25 provided for by the IRS) for each day such vehicle is used

“for commuting purposes, and Cook County must include tIrus compensation

on employee W-2 form.

The use of County-owned vehicles for personal use is prohibited.

R




SECTIONI
A,

SECTION I
A,

D.

SECTION I
A.

COOK COUNTY TRAVEL REGULATIONS

' TRAVEL EXPENSES

Travel expenses are ordinary and necessary expenses for transportation, hotel
accormmodations, meals and incidental expenses for travel that is longer than
an ordinary day's work, and the employee nesds to get sleep or test during
non-working time whils away. :

Reimbursements shall be allowed if the following requirements are met:

1. Travel is for periods more than or equal to be employee’s scheduled
- workdays hours, plus 2 hours (usually 10 houss),

2 The employee must get sieep ot rest while awa'y in order fo complete

County business. (This does not mean napping in the car.)

3 Lodging and air travel shall be arranged through a County travel

vendor, as specified by the Purchasing Agent.

RESPONSIBILITY OF DEPARTMENT HEAD

The Department Head is responsible for the execution of all travel regulations
as well as such other policies and guidelines regarding travel as published by
the Bureay of Administration,

All trave] subject to these regulations shall be authorized in advance by the
Department Head in accordance with current County directives.

- Bach Depattiment shall develop a system for the prior authorization and

control of travel to prevent expenses exceeding appropriations and to hold
travel to the minimum required for efficient and economical conduct of

County business.

The rates for roimbursements set forth in these regulations represent the
maximums petmitted under IRS guidelines. ,

ALLOWABLE TRANSPORTATION EXPENSE

- Modes of ttansportation authorized for official travel in the course of County

business will include automobiles, railroads, airlines, buses, taxicabs, and
other usual means of conveyance. Transportation may include fares and
expenses incidental to tramsportation such as baggage transfer, official

_ telephone messages in connection with jtems classed as transportation, and
reasonable tips. S

All taxicab fares shall be accompanied by & receipt indicating the amount

paid.




C.

SECTION IV
A
Bl

C.

SECTIONV
A.
B.

C.

- SECTION VI
. AI

Transportation between place of lodging and place of business at a temporary
work location shall be allowed as a transportation expense.

- MODE OF TRAVEL
Al travel shall be by the most direct route. _
In cases ?vhere an individual for thelr own convenience travels by an indirect
route or interrupts travel by direct route, that individual shall bear the extra
expense, Reimbursement for expenses shall be based only on such charges
as would have been incurred by the most dirsct and economical route,
All t{avg} shall be by the most economical mode of transportation available,
considering travel time, costs, and work requitements.

ACCOMMODATIONS ON AIRPLANES, TRAINS, AND BUSES

~ First class travel is prohibited

Travel on airplanes shall be coach class..

Any charges incui‘red as a result of changes to an original airline reservation
rnade prior to or during travel are subject to Department Head approval.

USE OF PRIVATELY QWNED OR RENTED CONVEYANCE

When an individua! rendering servioe to the County uses privately owned
motor vehicles in the conduct of official business and such use is authorized
or approved as advantageous to the County, payment shall be made on 2.
mileage basis at rafes not to exceed those published by the Bureau of

Adminigtration,

Reimbursement for the cost of automobile parking fees and tolls shall be
allowed. The fee for parking an automobile at a common cartier terminal, or
other parking area, while the traveler is on official business, shall he allowed
only to the extent that the fee does not exceed the cost of public
transportation,

_ When a pivately owned automobile is used for travel, the total transportation

cost (including mileage allowance, parking fees, tolls and per diem expenses}
shall not exceed the cost of public transpartation, if reasonable public
transportation is available.

The use of rented automobiles will be kept to an absolute minimum and _
rented -only-in-an -emergency upon prior approval of _the responsible
Department Head. Every effort shall be made to obtain other snitable

transportation rather than #0 userented vehicles. Where emergencies require
" the use of a rented vehicle, the most economical vehicle available and
suitable for the conduct of County business shall be obtained. :

-6-




SECTION VII
A.

LIVING EXPENSES _
Meals and Incidental Expense (M&IE)

Employees assigned to out of town travel shall receive & per diem set by the
current U.S., General Services Administration in their Federal Travel
Regulations (FTR) Meal and Incidental Expense (M&IE) rate. Travel rates
differ by travel location and are periodically revised by the Federal
Government, These rates can be found at the GSA “Domestic Per Diem

Rates™ website page at www.gsa.gov/perdiem.

The per diem rate is intended to include all meals and incidental expenses
during the period of travel. ‘There will be no teimbursement for meals and
incidental expenses beyond this rate.

In addition, the traveler may receive reimbursement for special expenses as
provided in Paragraph "C-3" below. -

Travel Without Lodging

When lodging is not required, the per diem M&IE allowance isnot permitted, -
Travel shall be on "actual expenses incurred.” ,

Reimbursable Expenses

1, Ledging- Reasonable costs of hotel accommodations incurred will
be allowed, Lodging shall be reimbursed by receipt up to the limits
of the cutrent Federal Travel Regulations as shown on the GSA

“Domestic Per Diem Rates” website page at www.gsa gov/perdiem,

Questions of reasonable hotel accommodations should be referred fo

the Bureau of Administration. Receipts are to be submitied with the
- Invoice Form to support accommodation expenses claimed.

2 Transportation - T-rénspoﬂation to and from duty point; between
places of lodging, business and meals shall be allowed.

3. Special Bxpenses - The reasonable cost of miscellaneous expenses

incurred shall be allowed to a traveler. The following are examples |
of miscellaneous expenses that may be desmed reimbarsable or non-

reimbursable: :
Reimbursable Non-Reimbursable
Stenographic and Typing Services - Entertainment
Storage of Baggage Alcoholic Beverages
Hire of Room for Official Business Traffic Tickets

__ Telephone Calls on Official Businéss

All special expenses shall be itemized on the Conference and Travel
Reimbursement Voucher with receipts attached,




SECTION VIII

SECTION IX
A,

CONFERENCES

When the cost of meals for approved seminats or official meetings is an
integral partof the Registration Fee, the "per diem" traveler shall deduct such
amounts from the "cost of meals and incidental expenses” allowance, and the
traveler on "actual expenses incurred” shall not claim meals which are
included in the conference fee.

CONFERENCE AND TRAVEL REIMBURSEMENT VOUCHER
Memorandum of Expenditures '
A memorendum of all travel expenditures properly chargeable to the County

shall be kept by individuals subject to these regulations. The information
thus a_ccumul_ated shall be available for proper Invoice Form preparation.

Conference and Travel Reimbursement Vouchei Preparation

1. All claims for reimbursement of travel expenses shall be submitted
on the Conference and Trave! Reimbursement Voucher and shall be
itemized in accordance with these regulations.

2. The Conference and Travel Reimbursement Voucher shall show the
purpose of travel, the dates of fravel, the points of departure and
destination, mode of transportation, and the cost of the transportation
secured or mileage allowance if automobile is used.

3. The Conference and Travel Reimbursement’ Voucher shall be
supported by receipts in all instances for raifroad and airplane
transportation, for lodging, meals and incidental expense (M&IE)
items, and all othet items, Also, a copy of the travel authorization is
1o be included for out-of-state travel.

4, The Conference and Travel Reimbursement Voucher shall be
prepared and signed by the individual who has incurred the expenses,

5.-  “Theindividual submitting the Conference and Travel Reimbursement
Voucher is personally responsible for acouracy and propriety. A
misrepresentation shail be cause for disciplinary or legal action,

Approval and Submission of Invoice Form

1. The Conference and Travel Reimbursement Voucher shall be
approved by the Department Head ora designated representative, who
shall sign the original Voucher and submit o the Coraptroller’s
Office. A copy of the Voucher shall be refained by the Depariment

~ — - ——as well-as the person submitting the Voucher, -— - —— —— — —— .

2. AnyConference and Travel Reimbursement Voucher not prepared in
accordance with these regulations or not properly suppotted by
receipts where requited will be retumed to the ariginator for

correction.

£




Frequency of Submission

The original Conference and Travel Reimbursement Voucher shall be sent to
the Comptrotler’s Office by the 10" day of the following month in which the
travel expense was incurred. Conference and Travel Reimbursement
Vouchers submitted 60 days after the end of the month in which fravel
expense was incurred will not be reimbursed, A copy of the Conference and
Travel Retmbursement Voucher shall be refained by the department and the
employee.
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ACORD’  CERTIFICATE OF PROPERTY INSURANCE [ 5issi”

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLIGIES BELOW.,
THIS CERTIFICATE OF INSBURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED REPRESENTATIVE

OR PRODUCER, AND THE CERTIFICATE HOLDER.

It this certificate is being preparad for a party who has an insurable interest in the property, do not use this form. Use ACORD 27 or ACORD 28.

PRODUCER DONT{\(:T
Aon Risk Services cientr-a'l, Inc. ngusn (866> 2837122 H,Q’é oy (500) 363-0105
Philadelphia PA OFfice ~_(_A"_ - Ext):  No):
ona Liberty place e
1650 Market Street Y
sﬁ-!te 1?03' ) . CUSTOMERip# 370000061356
Philadelphia PA 19103 usa INSURER(S) AFFORDING COVERAGE - NAIC #
INSURED ’ surerA: National uUnioh Fire Ins Co of Pittsburgh 19445
sunGard Availability Services capt. Inc. INSURER B:
680 E. Swedesford Road INSURER G:
Wayne PA 19CB7-1065 usAa INSURER D:
INSURER E:
INSUSER F:
COVERAGES CERTIFICATE NUMBER: 570053349742 REVISION NUMBER:

LOCATION OF PREMISES! DESCRIPTION OF PROPERTY {Attach ACORD 101, Additional Remarks Schedule, if mora space is raquirad)

Evidence only

THIS IS TO CERTIFY THAT THE POLICIES OF SNSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITICNS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

570053349742

INSR POLICY EFFECTIVE [POLICY EXPIRATION
LTR TYPE OF INSURANCE POLICY NUMBER DATE (MWDDAYYY) [DATE (MAVDDAYYY) COVERED PROPERTY LIMITS
IPROPERTY ’ BUILDING
CAUSES OF LOSS | DEDLICTIBLES PERSONAL PROPERTY
Py G BUSINESS INCDME
BROAD e EXTRA EXPENSE
- RENTAL VALUE
SPECIAL |
BLANKET BUILDING
EARTHQUAKE -
BLANKET PERS PROP
WIND L
[ BLDG &
) ET BLDG & PP
INLAND mRINE TYPE OF POLICY
CAUSES OF LOSS |
— POLICY NUMBER
NAMED PERILS |
A 1% | crime TZTEE10 } : u3/3l/2014 0373172015 ¥ |Employee Dishonesty $5,000,000
. TYPE OF POLICY 3 [Ceductibie $100,600
Crime - Primary =
BOILER & MACHINERY / )
EQUIPMENT BREAKDOWN —
SPECIAL CONDITIONS ! OTHER GOVERAGES (Attach ACOR-D 1, Addﬁénai Remarks Schedule, if more space Is reguired)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESGRIEED POLICIES BE CANCELEED BEFORE THE EXPIRATION
DATE THERECF, NOTICE WILL BE DELVERED |N ACCORDANCE WITH THE POLICY
PROVISIONS.

sungard Avafilability Services LP
0 E Swedesford Road

wayne Pa 18087 usa ) AUTHORIZED REPRESENTATIVE .
Mo Dok Sorvies Contral" S

© 1895-2009 ACORD CORPORATION. All rights reserved.
ACORD 24 (2009/09) The ACORD name and fogo are registared marks of ACORD

Holder Identifier

CERTIFICATE NUMBER:

||||mm. i b AR A |



AC O"‘ = D‘@ ‘ DATE(MM/DD/YYYY)
N CERTIFICATE OF LIABILITY INSURANCE 041112014
THIS CERTIFIGATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACYT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION 15 WAIVED, subject to "
the terms and conditions of the policy, certain policies may requlre an endorsement. A statemnent on this certificate does not confer rights to the 5.’:3 .
certificate holder in lieu of such endorsement(s). €

PRODUCET( ﬁgﬁggﬂ ﬁ

aon Risk services central, Inc. I PHGRE— - FAK - e

philadelphia pa Office {AIC. No. Ext); (866) 283-7122 FAE. tio,; (B0O) 363-0105 g

One Liberty Place E-MAIL °

1650 market Street ADDRESS: T

3:,‘.}%;@?2213 PA 19103 UsA INSURER(S) AFFORDING COVERAGE NAIC #

FHINSURED INSURER A: Travelers Property Cas Co of america 25674

suncard Availability Services Capt. Inc. INSURERB:  Charter Oak Fire Ins Co 25615

680 E. Swedesford Road -

wayne PA 19087-1065 USA INSURERC:  The Phoenix Insurance Company 25623

’ INSURER D: The Travelers Indemnity Co. 25658
INSURER E: National Unjon Fire Ins Co of Pittsburgh |19445
INSURER F:

COVERAGES CERTIFICATE NUMBER: 570053349700 BEVISION NUMBER: ‘
THIS IS TO CERTIFY THAT THE PCLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR GONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE .MAY .BE ISSUED OR MAY PERTAIN, THE INSURANGE AFFORDED BY. THE POLICIES DESCRIBED. HEREIN |S. SUBJECT TO ALL THE TERMS, .
EXCLUSIONS AND CONDITIONS GF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUGED BY PAID CLAIMS. Limits shown are as requested

TSR TYPE OF INSURANCE Neo] Wup POLICY NUMBER T BT | (Lo LIMITS

B | X | COMMERGIAL GENERAL LIABILITY E &37‘315%% &37 317 20L5 | 2ACH GCCURRENCE $1, 000,000

. [ DANAGE TG RENTED
X | cLAmMS-MADE Dcccun PREMISES (Ex dctanence $1, 000,000
MED EXP {Any one person} 110,000
1 PERSONAL & ADV INJLRY $1,000,000] 8
GEN'L. AGGREGATE LIMIT APPLIES PER: GENERALAGEREGATE $2,000,000 'g_?
POLICY ngg LOC PRODUCTS - COMPIOP AGE $2,000,000 &
OTHER: §
A TI-CAP-B046X506-TIL13 03/31/2014(03/31/2015 | COMBINED SINGLE LIMIT b
AUTOMOBILE LIABILITY /31/ / Ea accldent $2, 000,000 §
% | ANY AUTD . BODILY INJURY ( Par parson) g
1 ALL OWNED i%;;g%umn BODILY INJURY (Per accident) 8
AUTOS ©
- PRCPERTY DAMAGE
| jHREDAUTOS ﬂg{“égWNED (Per accident] i -;_%
) ]
E | x | umereLLauaB | % | ocour 20562498 03/31/2014(03/31/2015 | EACH OGCURRENGE $4,000,000] ©
| ExcessimB | | GLAMSMADE AGGREGATE $4,000,000

. DED | X !REFENT!DN $25,000

€ | WORKERS COMPENSATION AND TCZNUBE0ABRAGI13 03/31/2014]03/31/2015] 5 I.PERSTATUTE_I |o-m,
EMPLOYERS' LIABILITY YIN work Comp - AOS ER

b gﬁ;{gggﬂgﬁc@g&ﬁﬁgaecunv& NIA TRKUBE046XS1813 03/31/2014|03/31/2015 £.L. EACH ACCIDENT £1, 000,000
:MandatorylnNH] work Comp - AZ ME NE E.L. DISEASE-EA EMPLOYEE $1,000,000
5&_%%.%‘%."85 o 3p5mno~§ balow - E.L. DISEASE-POLICY LIMIT $1, 000,000

evidence only

DESCREIPTION OF OPERATIGNS / LOCATIONS / VEHICLES [ACORD 101, Additionat Remarks Schedule, may be attashed if mora space is required)

CERTIFICATE HOLDER

CANCELLATION

SR |

680 E Swedesford Road
wayne PA 189087 usa

sungard Availability Services LP

SHOULD ANY OF THE ABGVE DESCRIBED POLICIES BE CANCELLED BEFORE THE
EXPIRATION DATE THEREOF, NOTICE WILL BE-DELIVERED IN ACCORDANCE WiTH 11-!E
POLICY PROVISIONS.

AUTHOREZED REPRESENTATIVE -

e Dot Soroines Contrad’ Souo

ACORD 25 (2014/01)

©1948-2014 ACORD CORPORATION. All rights reserved,
The ACORD name and logo are registered marks of ACORD

T W
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Board of Commissioners ' Action Summary - Final April 9, 2014

BUREAU OF TECHNOLOGY
CHIEF INFORMATION OFFICER

' 14-2269
Presented by: MARY JO HORACE, Interim Chief Information Officer, Bureau of Technology

PROPOSED CONTRACT (TECHNOLOGY)

Department(s): Bureau of Technology

Vendor: SunGard Availability Services LP, Wayne, Pennsylvania

Reﬁuest: Authorization for the Chief Procurement Officer to enter into ahd execute.
Good(s) or Service(s): Information Security, Compliance and Incident Response Services
Contract Value: $1,364,123.00

Contract period:  5/1/2014 - 4/30/2018, with two (2) two-year extension options

Potential Fiscal Year Budget Impact: FY2014 §228,443.00; FY2015: $340,704.00; FY2016:
$340,704.00; FY2017: $340,704.00; FY2018: $113,568.00

Accounts: 769-260 Account |
Contract Number(s): 1350-12461

Concurrences:
The Vendor has met the Minority and Women Owned Business Enterprises Ordinance..

The Chief Procurement Officer Concurs

Summary: In 2013, Cook County issued an RFP for Information Security, Compliance and Incident Response
services, which resulted in the contract that BOT now seeks authorization for the CPO to execute. Procuring the
services of information security experts is a critical step to improving the County’s information security practices,
achieving compliance with applicable information security regulations and best practices, and properly handling
information security incidents.

Cook County provides services for approximately 5.3 million residents. Many of these services handle sensitive

~ information including social security numbers, credif card numbers, and personal health information. - With the
assistance of information security consulting experts, the County can enhance its information security program by

- performing nationally recognized risk assessments, enhancing the County’s information security -framework,
performing additional cyber security monitoring and testing, and improving its incident response and forensic
response capabilities. In addition to the objectives identified above, other desired outcomes include the
protection personal information of County residents and the mitigation of cyber-security risks.

| REFERRED TO THE COMMITTEE ON TECHNOLOGY



Board of Commissioners of Cook County - File #: 14-2269 Page 1 of 1

TONT PRECKIWINKLE, PRESIDENT Sign.In

cookcountyil.gov/secretary to the board

THE OFFICAL WEBSITE OF THE SECHFTARY 1O THE COOK COUNTY BOARD OF COMMISSIONERS

Home Legislation Calandar County Board Committees - Members
Detalls Reports
Hle #: 14-2269  Version: ]‘E“E] Name: {g;ormahon Security, .Comphance, and Incident Response Services (SunGard Avallabllity Services
Type: Contract (Technology) Status: Approved
File created: 3/24/2014 In control: Technology Committee
On agenda: 4/9/2014 Fingi action: 6/18/2014

PROPOSED CONTRACT (TECHNOLOGY) Department(s): Bureau of Technalogy Vendor: SunGard Avallability Services LP, Wayne, Pennsylvania Request:
Authorization for the Chief Procurement Officer to enter into and execute. Good(s) or Service(s): Infermation Security, Compliance and Incident Response

Title: Services Contract value: $1,364,123.00 Contract period; 7/1/2014 - 6/30/26185/1/2014 - 4/30/2018, with two (2} two-year extenslon cptions Potential Flscal
Year Budget Impact: FY2014 $171,659.00$228,443.00; FY2015; $340,704.00; FY2016: $340,704.00; FY2017: $340,704.00; FY2018: $170,352.00$113,568.00
Accounts: 769-260 Account Contract Number(s): 1350-12461 Concurrences: The Vendor has met the Minority and Women Owned Business Enterprises Ordirance

Indexes: MARY JC HORACE, Bureau of Technology
Histary (3) Text

3records  Group  Export ]
Date Vel Action By Action ’ Result Action Defaifs ~ Meeting Details  Videa
6/18/2014 2 Board of Commissiongrs approved Action details  Meeting detgils  Not available
6/17,’2014 o 1 Technology Commitiee recommended for approval as amended Pass Action details Mesting details & Video
ao01a 1 Board of Commissioners referred . ) Bass Action detaily ' Meeting detalls 3 videg

https://cook—county.légistar.com/LegislationDetail.aspx?ID=1691531&GUID=9ACE44CO... 7/15/2014
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EXHIBIT 10

COOK COUNTY
OFFICE OF THE CHIEF PROCUREMENT OFFICER
CERTIFICATION FOR CONTRACTS, GRANTS, LOANS,
AND COOPERATIVE AGREEMENTS
(LOBBYING CERTIFICATION}

INFORMATION SECURITY, COMPLIANCE, AND INCIDENT RESPONSE SERVICES

Contract # 1350-12461

The undersigned certifies, to the hest of his or her knowledge and belief that:

(1)

No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned,
to any person for influencing or attempting to influence an officer or employee of an agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with the awarding of any Federal contract, the making of any Federal
grant, the making of any Federal loan, the entering into of any cooperative agreement, and the
extension, continuation, renewal, amendment, or modificafion of any Federal contract, grant, loan,

or cooperative agresment.

If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned must.
complete and submit Standard Form - LLL, "Disclosure Form to Report Lobbying,” in accordance
with its instructions [as amended by "Government Wide Guidance for New Restrictions on
Lobbying," 61 Fed. Reg. 1413 (1/19/96)]. Standard Form - LLL is available via the Intemet from the
following URL hitp:/www.whitehouse.gov/sites/files/omb/grants/sfill. pdf. :

The undersigned must require that the fanguage of this certiication be included in the award
documents for all sub-awards at all tiers (including subcontracts, sub-grants, and contracts under
grants, loans and cooperative agreements) and that ali sub-recipients must certify and disclose

accordingly.

This certification is a materia! representation of fact upon which reliance was placed when this transaction was made
or entered into. Submission of this certification is a prerequisite for making or entering into this transaction imposed
by 31 USC § 1352 [as amended by the Lobbying Disclosure Act of 1995]. Any person who fails to file required
certifications must be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such

faitura.

(Signature Page Follows)




EXHIBIT 10

COOK COUNTY
OFFICE OF THE CHIEF PROCUREMENT OFFICER
CERTIFICATION FOR CONTRACTS, GRANTS, LOANS,
AND COOPERATIVE AGREEMENTS
(LOBBYING CERTIFICATION)

INFORMATION SECURITY, COMPLIANCE, AND INCIDENT RESPONSE SERVICES
Contract # 1350-12461

Executed this j anof 4ﬂﬂ/c—, 2014.

By:- @

Signature of Author@ﬁcer

i

mian Chricn:

T RSO F Sales

Typed Name of Contractor




EXHIBIT 11

COOK COUNTY
OFFICE OF THE CHIEF PROCUREMENT OFFICER
CERTIFICATION FOR CONSULTING OR AUDITING SERVICES

This Certification is made and required pursuant to Section 34193 of the Procurement Code, and must be
completed by any Contractor providing Consulting or Auditing Services for Cook County or Elected Officials. For
purposes of this Certification, the following definitions shall apply: ,

“Auditing” means the formal examination of accounting records or financial statements for compliance with
financial accounting standards applicable to governmental entities, which functions are generally exclusively
performed or supervised by Persons licensed and authorized to do business as public accounts in the State,
Auditing shall also inciude any independent reports and management recommendations derived or resulting from
the performance of auditing services and which reports and recommendations are included within the scope of

the Contract for Auditing Services.

“Consulting” means the rendering of analysis and advice requiring specialized’ expertise in a particular subject
area or field. Such expertise may have been gained by education or experience in the area or field, Consulting
expressly excludes auditing services.

“Elected Officlal” means the President and Commissioners of the Cook County Board, Assessor, Board of
Review, Chief Judge, Clerk of the Circuit Court, County Clerk, Recorder of Deads, Sheriff, State’s Attorney,
Treasurer and any other elected official included in the Cook County Appropriations Ordinance.

“County” shall mean the offices which are administered by the President of the County Board.

Please print or type responses clearly and Iegibly. Add additional pages if needed, being careful to identify each
portion of the form to which each additional page refers to.

SECTION 1: CONTRACTOR'S INFORMATION

COMPANY NAME: Sungard Availability Services LP
ADDRESS: _ 680 East Swedesford Road, Wayne, PA, 19087
TELEPHONE: 847-318-7913

CONTACT NAME: Douglas Atkin

CONTACT EMAIL: Douglas. Atkin@sungardas.com

SECTION 2: AFFILIATE INFORMATION

Ifthe Contractor has any “Affiliates” please provide the names, addresses and telephone numbers of each Affiliate befow.
For purposes of this Certification “Affiliates” shall mean any Person that directly or indirectly through one or more
intermediaries Controls, is Controlled by, or is under Control with the Person specified. “Control” shall mean a Person that

_has the power to directly or indirectly affect the management or the policies of the other through ownership of voting. .~ .

securities or voting rights, by contract or otherwise. “Person” means any individual, corporation, partnership, Joint
Venture, trust, association, limited liability company, sole proprietorship or other legal entity.

42013



EXHIBIT 11

SECTION 3: CONTRACT INFORMATION
a. This Certification relates to the following Contract; 1350-12461

b.  The Contractor is providing the following type of Services: [ ] Auditing or [ x ] Consulting

¢.  The Contractor is providing the Services undsr the Contract for the following Cook County Business Unit or
Elected Official.
Bureau of Technology
d. Isthe Contractor or its Affiliates, if any, providing Consulting or Auditing Services, sither directly, or as a
- subcontractor to the County or Elected Official under any other Contracts? [ | Yesor [ ] No. '
If yes, please state the other Contract Number(s} and the Nature of Services.

THE CONTRACTOR ACKNOWLEDGES, UNDERSTANDS AND AGREES AS FOLLOWS: ,
a. It has read Section 34-193 {a)-(b} of the Procurement Code, which provides as follows:

The County will not enter info any Confract for Auditing Services, nor shall it consent to a subcontract for
such Auditing Services, with any Person, if such Person, or any Affiliate of such Person, has a Contract or
subcontract for consulting services for or with the County. Additionally, the County will not enter into any
Contract for Consulting Services, nor shall it consent to a subcontract for such Consulting Services, with any.
Person, if such Person, or any Affiliate of such Person, has a Contract or subcontract for Auditing Services
for or with the County. For purposes of this provision, "County" shall refer only to offices which are
administered by the President of the County Board and shall nof refer to offices which are administered by

Flected Officials,

The County shall not enter into any Contract for Consulting Services on behalf of any Elected Official,
nor shall it consent to a subcontract for such Consulting Services on behalf of an Elected Official with
any Person, if such Person, or any Affiliate of such Persen, has a Contract or subcontract to provide
Auditing Services for the Elected Official.

b._ The Contractor's Services under the Contract shall not viclate Section 34-193 of the Procurement Cade,

¢. The information provided herein is a material inducement to the CPO's execution of the Contract, and the

CPO may rely on the information provided herein. The Contractor warrants that the information contained

herein is true and correct. If the CPO determines that any informaiion provided herein is false, incomplete,
_oringorrect, the CPO may terminate the Contract.

4/2013
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&7
Signature

Nare @mm Ehrlicher
Vice President of Sales

Title

S 2r

Date

42013



ECONOMIC DISCLOSURE STATEMENT

AND EXECUTION DOCUMENT
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Section Description Pa_ges
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INSTRUCTIONS FOR COMPLETION OF
ECONOMIC DISCLOSURE STATEMENT AND EXECUTION DOCUMENT

This Economic Disclosure Statement and Execution Document ("EDS”) s to be completed and executed by every
Bidder on a County contract, every parly responding to a Request for Proposals or Request for Qualifications
“(Proposer”), and others as required by the Chief Procurement Officer. If the Undersigned is awarded a contract
pursuant to the procurement process for which this EDS was submitted (the “Contract”), this Economic Disclosure
Statement and Execution Document shafl stand as the Undersigned’s execution of the Contract.

Definitions. Capitalized terms used in this EDS and not otherwise defined herein shall have the meanings given to
such terms in the Instructions to Bidders, General Conditions, Request for Proposals, Request for Qualit" cations, or
other documents, as applicable.

“Affiliated Entity” means a person or entity that, directly or indirectly: controls the Bidder, is
controlled by the Bidder, or is, with the Bidder, under common contrel of another person or entity.
Indicia of conirol include, without limitation, interlocking management or ownership; identity of
interests among family members; shared facilities and-equipment; common use of employees; and
organization of a business entity following the ineligibility of a business-entity to do business with
the County under the standards set forth in the Certifications included in this EDS, using
substantially the same management, ownership or principals as the ineligible entity. . '

“Bidder,” "Proposer,” “Undersigned,” or “Applicant,” is the person or entity executing this
EDS. Upon award and execution of a Contract by the County, the Bidder, Proposer, Undersigned
or Applicant, as the case may be, shall become the Contractor or Contracting Party.

"Proposal,” for purposes of this EDS, is the Undersigned’s complete response to an RFP/RFQ, or
if no RFQ/RFP was issued by the County, the “Proposal’ is such other proposal, quote or offer
submitted by the Undersigned, and in any event a "Proposal” includes this EDS .

“Code” means the Code of Ordinances, Cock County, lllincis available through the Cook County
Clerk’'s Office website (hitp:/mwww.cookelyclerk.com/sublordinances.asp). This page can also be
accessed by going to www.cookctyclerk.com, clicking on the tab labeled “County Board
Proceedings,” and then clicking on the link te “Cook County Ordinances.” '

“Contractor” or “Contracting Party” means the Bidder, Proposer or Appficant with whom the
County has entered into a Contract.

“EDS" means this complete Economic Disclosure Statement and Execution Document, including
all sections listed in the Index and any attachments.

“Lobby” or "lobbying” means fo, for compensation, attempt to infiuence a County official or
County employee with respect to any County matter.

“Lobbyist” means any person or entity who lobbies.

“Prohibited Acts” means any of the actions or occurrences which form the basis for
disqualification under the Code, or under the Certifications hereinafter set forth.

Sections 1 through 3: MBE/WBE Documentation. Sections 1 and 2 must be completed in order 1o satisfy the
requirements of the County's MBE/WBE Ordinance, as set forth in the Contract Documents, if applicable. i the
Undersigned believes a waiver is appropriate and necessary, Sectlon 3, the Petltlon for Wawer of MBENVBE

Partlcrpation must be completed

Section 4: Certifications. Section 4 sets forth certifications that are required for contracting parties under the Code
Execution of this EDS- constitutes a warranty that all the statements and certifications contained, and all the facts Co
stated, in the Certat” catlons are true correct- and cemplete as: -of the-date of execution. B,

Section 5: Economic and Other Dlsclosures Statement Sect!on 5'is the County's required Economic and Other
Disclosures Statement form. Execution of this EDS constitutes a warranty that all the information provided in the
EDS: is true, correct and complete as of the date of execution, and binds the Undersigned to the warranties,

representations, agreements and acknowledgements contained therein.
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INSTRUCTIONS FOR COMPLETION OF
ECONOMIC DISCLOSURE STATEMENT AND EXECUTION DOCUMENT

Sections 6, 7, 8, 9: Execution Forms. The Bidder executes this EDS, and the Contract, by completing and signing

three copies of the appropriate Signature Page. Section 6 is the form for a sole proprietor; Section 7 is the formfora -

partnership or joint venture; Section 8 is the form for a Limited Liability Corporation, and Section & is the form for a
corporation. Proper execution requires THREE ORIGINALS; therefore, the appropriate Signature Page must be filled
in, three copies made, and all three copies must be properly signed, notarized and submitted. The forms may be
printed and completed by typing or hand writing the information required. ’

Required Updates. The information provided in this EDS will be kept current. In the event of any change in any
information provided, including but not limited to any change which would render inaccurate or incomplete any
certification or statement made in this EDS, the Undersigned will supplement this EDS up to the time the County
takes action, by filing an amended EDS or such other documentation as is requested.

Additional Information. The County's Governmental Ethics and Campaign Financing Ordinances, impose cerfain
duties and obligations on persons or entities seeking County contracts, work, business, or transactions. For further
information please contact the Director of Ethics at (312) 603-4304 (69 W. Washingfon St. Suite 3040, Chicago, iL
60602) or visit our web-site at www.cookcountygov.com and go to the Ethics Depariment link. The Bidder must
comply fully with the applicable ordinances.

EDS-i .
1.10.13



MBEWBE UTILIZATION PLAN (SECTION 1)

BIDDER/PRCPOSER HEREBY STATES that alf MBEIWBE firms included in this Plan are certifled MBEs/WBEs by at least one of the entities
listed in the General Conditions.

l. BIDDER/PROPOSER MBE/WBE STATUS: (check the appropriate line)
Bidder/Proposer is a certified MBE or WBE firm. {If so, attach copy of appropriate Letter of Certification)

Bidder/Proposer is a Joint Vienture and one or mere Joint Vendure partners are cerfified MBEs or WBEs, (If so,

attach copies of Letter(s) of Certification, a copy of Joint Venture Agreement clearly describing the role of the MBE/WBE
firm(s) and its ownership interest in the Joint Yenture and a completed Joint Venture Affidavit — avaitable from the Office
of Confract Compliance)

Bidder/Proposer is not a certified MBE or WBE firm, nor a Joint Veniure with MBE/MWBE partners, but will utilize MBE
and WBE fims either directiy or indirectly in the performance of the Contract. (If so, complete Sections i and Il

Il Direct Participation of MBE/WBE Firms |:| indirect Participation of MBE/WBE Firms
Where goals have not been achieved through direct participation, Bidder/Proposer shall include documentation cutlining efforts to
achieve Direct Participation at the time of Bid/Proposal submission. Indirect Participation will only be considared after all efforts o

achieve Direct Participation have been exhausted. Only after written documentation of Good Faith Efforts i is recelved will Indirect
Participation be considered.

MBEs/WBEs that wll perform as subcontraciors/suppliers/cansultants include the following:

MBEWEE Firm: IPaIace Gate Corporation

Address: 13405 Park Place, Evanston, IL_60201 ]

E-mail: W |

[sally Martin - Owner Bhone: [847-905-0415

Contact Person:

[$201,312.00 |

L Approximately 20% of Exhibit 2 depending on the usage of on-demand services.
Percent Amount of Participation; %

*Letter of Intent aftached? ] Yes No
*Letter of Certification attached? Yes_ | X_] No

MBE/WBE Firm:

DoIIar Amount Participation: $

Address;

E-mail;

Contact Person: _ Phone;

Doltar Amount Participation: §

Percent Amount of Participation; 9,

*Letter of Intent aftached? Yes Mo

*| etler-of Certification-attached? —— — —— . — Yeg_ . — ———-No——

Attach additional sheets as needed.

*Additionally, all Letters of Intent, Letters of Certification and documentation of Good Faith Efforts omitted from this
bid/proposal must be submitted to the Office of Contract Compliance so as to assure receipt by the Contract
Compliance Administrator not later than three (3) business days after the Bid Opening date.

EDS-1
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COOK COUNTY GOVERNMENT LETTER OF INTENT (SECTION 2)

MIWBE Firn: _LP@lace Gate Corporation | Ceriifying Agency:

IDept. of Procurement Services - City of Chicago

l

12113 - Letter of E i
Address; 3405 Park Place _ __J Certification Expiration Date: l 3 - See Letter of Extension
City/State: [Evanston, i | Zip [oz01 ] FEINg: |20-4795792 |

805~ ,Sall Martin - Owner
Phone: |847 8050415 'Fax: Contact Person: d

Emai lsallv@oalaceeatens | Contract# LREP #1350-12461

Participation: Direct [ ]indirect

Will the M/WBE firm be subcontracting any of the performance of this contract to another firm?

No [ ]Yes-Please attach explanation. Proposed Subcentractor:

The undersigned MIWBE is prepared to provide the following Commodities/Services for the above named Project! Contract

|Incident Response and select annual project Staffing on an as-needed basis.

Indicate the Dollar Amount, or Percentage, and the Terms of Payment for the above-described Commodities! Services:

Approximately 20% of Exhibit 2 payable on a Time and Materials, as-needed basis. Exhibit 3 will not have MBEAWBE

{If more space is needed fo fully describe MWBE Fim's proposed scope of work andfor payment schedule, attach additional shests)

Subcontract Agreement condltloned upun the

THE UNDERSIGNED PARTIES AGREE that this Letter of Intent will become a bipding

5|gnature§ fo this d ument t| 3 urigher Description of Service/ Supply apd Fee/Cosgt

SlgnﬁiWB ‘
’i*( 1

/
Print Name Print Name D@ @R fhﬂiche
@ /&J A 0/{/ 47~ __Vice President of Sa e

" Signature (Prime Biddef/Proposer)

Firm Name ' Firm Neme
7 27//’20/9/ 7- 2319
Date Date
Subscribed and Tworn hefore me Subscribed and swor, b?ore me
My il I
thISM_ day of ! \t\'N\ b, 20 WA  this J day of/ UX;/ /:ZA J&4
Notary Public 3 Notary Public /(/ >
'-"-""- e g LR PV SV VP VP VY Ve
‘ $  OFFICIALSEAL :
OFFICIAL SEAL ; ) JOANNA SCIANNA $
, JOANNA SCIANNA 4 | ¥ NOTARYPUBLIC - STATE OF LLINOIS §
! NOTARY PUBLIC - STATE OF ILLINOIS :: ‘ =". MY COMM!SSION EXPIRES: 12/21/16 ':'
MY OO&M_ BSION EXPIRES: 1221!16_ EDS-2 , DANMSAMASAAAAAAAARAAAA




Palace Gate Corporation ' Page 2

assisted, is a minority-owned business or a woman-owned business, is guilty of
a misdemeanor, punishable by incarceration in the county jail for a period nof fo
exceed six months or a fine of not less than $5,000.00 and not more than

$10,000, or both.

Your firm is listed in the City's Directory of Minority Business Enterprises and
Women Business Enterprises in the specialty area(s) of:

EMPLOYMENT PLACEMENT AGENCY; TEMPORARY HELP SERVICE

Your firm's participation on City contracts wifl be credited only toward Women
Business Enterprise (WBE) goals in your area(s) of speciaity. While your
participation on City contracts is not Iimited to your specialty, credit toward
Women Business Enterprise (WBE) goal will be given only for work done in a

speciaity category.

Thank you for your continued participation in the City’'s Supplier Diversity
Program.

Sincerely,




PETITION FOR WAIVER OF MBE/WBE PARTICIPATION (SECTION 3)

A, BIDDER/PROPOSER HEREBY REQUESTS:

[ ] FuLL mee waver [ ] PuLL wee waer

X | REDUCTION (PARTIAL MBE and/or WBE PARTICIPATION)

% of Reduction for MBE Participation
% of Reduction for WBE Participation

B, REASON FOR FULL/REDUCTION WAIVER REQUEST

Bidder/Proposer shall check each item applicable to its reason for a waiver request. Additionally, supporting documentation shall
be_submitied with this request. If such supporting documentation cannot be submitted with bid/proposaliquotation, such
documentation shall be submitfed directly to the Office of Contract Compliance no later than three (3} days from the date of

submission date.
X

(1) Lack of sufficient qualified MBEs andfor WBEs capable of providing the goods or services required by the contract.
{Please explam)

(2) The specifi cauons and necessary requirements for performing the contract make it impossible or economically
infeasible to divide the contract to enable the contractor to utilize MBEs and/or WBEs in accordance with the
applicable participation, (Please explain)

(3) Price(s) quoted by potential MBEs and/or WBESs are above competitive levels and increase cost of doing business
and would make acceptance of such MBE and/or WBE bid economically impracticable, taking into consideration
the percentage of total contract price represented by such MBE andfor WBE bid. (Please explain)

{4) There are other relevant factors making it impossible or economically infeasible to utilize MBE and/or
WBE firms. (Please explain) X

GOOD FAITH EFFORTS TO OBTAIN MBE/WBE PARTICIPATION

{1} Made timely written solicitation to identified MBEs and WBEs for utilization of goods and/or services;
and provided MBESs and WBEs with a timely opportunity to review and obtain relevant specifications,
terms and conditions of the proposal to enable MBEs and WBES to prepare an informed response to
solicitation. (Please attach)

{2) Followed up initial solicitation of MBEs and WBEs to determine if firms are mterested in doing
business. (Please attach)

(3) Advertised in a fimely manner in one or more daily newspapers andfor trade publication for MBEs and
WBESs for supply of goods and services. (Please attach)

{4) Used the services and assistance of the Office of Contract Compliance staff. (Please explain)

OO0 O 0O O D

(5) Engaged MBEs & WBEs for indirect participation. (Please explain)

D. OTHER RELEVANT INFORMATION

* Attach any other documentation relative to Good Faith Efforts in complying with MBE/WBE participation.

For this contract, SunGard reviewed and analyzed information found in the County's MAN/VBE Directory provided by the
Office of Contract Compliance in addition to publicly available information on vendor websites. SunGard requires very
technical information security skillsets for a percentage of project efforts that correlates to Section . SunGard is choosing
to utilize a WBE found in the MAWN/BE Directory provided by the Office of Contract Compliance and who meets SunGard's

stringent technical skill requirements.

For these reasons, SunGard is requesting a partial waiver (20%) of the 35% target of MBE/AWRBE utilization and commits to
continue seeking viable MBE/MWBE partners and strive towards 35% utilization.




CERTIFICATIONS {SECTION 4)

THE FOLLOWING CERTIFICATIONS ARE MADE PURSUANT TO STATE LAW AND THE CODE. THE UNDERSIGNED IS
CAUTICNED TO CAREFULLY READ THESE CERTIFICATIONS PRIOR TC SIGNING THE SIGNATURE PAGE. SIGNING
THE SIGNATURE PAGE SHALL CONSTITUTE A WARRANTY BY THE UNDERSIGNED THAT ALL THE STATEMENTS,
CERTIFICATIONS AND INFORMATION SET FORTH WITHIN THESE CERTIFICATIONS ARE TRUE, COMPLETE AND
CORRECT AS OF THE DATE THE SIGNATURE PAGE IS SIGNED. THE UNDERSIGNED IS NOTIFIED THAT IF THE
COUNTY LEARNS THAT ANY OF THE FOLLOWING CERTIFICATIONS WERE FALSELY MADE, THAT ANY CONTRACT
ENTERED INTO WITH THE UNDERSIGNED SHALL BE SUBJECT TO TERMINATION.

A. PERSONS AND ENTITIES SUBJECT TO DISQUALIFICATION

No person or business entity shall be awarded a contract or sub-contract, for a period of five (5) years from the date of

conviction or entry of a plea or admission of guilt, civil or criminal, if that person or business entity: .

1) Has been convicted of an act committed, within the State of lilincis, of bribery or attempting to bribe an officer
or employee of a unit of state, federal or local government or school disfrict in the State of Hlinois in that
officer's or employee's official capacity; :

2) Has been convicted by federal, state or local government of an act of bid-rigging or attempting to rig bids as
defined in the Sherman Anti-Trust Act and Clayton Act. Act. 15 U.S.C. Section 1 et seq.;

3) Has been convicted of bid-rigging or attempting to rig bids under the laws of federal, state or local
government; .

)] Has been convicted of an act committed, within the State, of price-fixing or attempting to fix prices as defined
by the Sherman Anti-Trust Act and the Clayton Act. 15 U.S.C. Section 1, ef seq.;

5) Has been convicted of price-fixing or attempting to fix prices under the laws the State;

8} Has_been convicted of defrauding or attempting to defraud any unit of state or local government or school
district within the State of lllinois; _

7) Has made an admission of guilt of such conduct as set forth in subsections (1) through (8) above which
admission is a matter of record, whether or not such person or business entity was subject to prosecution for

“the offense or offenses admitted to; or

8) Has entered a plea of nolo confendere to charge of bribery, price-fixing, bid-rigging, or fraud, as set forth in
sub-paragraphs {1) through {8) above. )

in the case of bribery or attempting to bribe, a business entity may not be awarded a confract if an official, agent or

employee of such business entity committed the Prohibited Act on behalf of the business entity and pursuant to the

direction or authorization of an officer, director or other responsible official of the business entity, and such Prohibited

Act occurred within three years prior to the award of the contract. In addition, a business entity shall be disqualified if

an owner, pantner or shareholder controlling, directly or indirectly, 20 % or more of the business entity, or an officer of

the business entity has performed any Prohibited Act within five years prior to the award of the Contract.

THE UNDERSIGNED HEREBY CERTIFIES THAT: The Undersigned has read the provisions of Section A, Persons

-_...and Entities Subject to Disqualification, that the Undersigned has not committed any Prohibited A
“A, and that award of the Tontract to the Undersigned would not violate the provisions 6f such S&c
B. BID-RIGGING OR BID ROTATING _

THE UNDERSIGNED HEREBY CERTIFIES THAT.in accordance with 720 ILCS 5/33 E-11, neither the Undersigned

nor any Affiliated Entity is barred from award of this Coniract as a result of a conviction for the violation of State laws

prohibiting bid-rigging or bid rofating. . ‘
C.. DRUG FREE WORKPLACE ACT

THE UNDERSIGNED HEREBY CERTIFIES THAT: The Undersigned will provide a drug free workplace, as required by
Public Act 86-1459 (30 ILCS 580/2-11).
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DELINQUENCY IN PAYMENT OF TAXES

THE UNDERSIGNED HEREBY CERTIFIES THAT: The Undersigned is not an owner or a party responsible for the
payment of any tax or fee administered by Cook County, by & focal municipality, or by the Hiincis Department of Reverue,
which such tax or fee is definquent, such as bar award of a contract or subconiract pursuant to the Code, Chapter 34,

Section 34-128.

HUMAN RIGHTS ORDINANCE

No person who is a party to a contract with Cook County {"County") shall engage in unlawful discrimination or sexual
harassment against any individual in the terms or conditions of employment, credit, public accommodations, housing, or
provision of County facilities, services or programs (Code Chapter 42, Section 42-30 ef seq).

ILLINOIS HUMAN RIGHTS ACT

THE UNDERSIGNED HEREBY CERTIFIES THAT: It is in compliance with the the Illinois Human Rights Act (775 ILCS
5/2-105), and agrees to abide by the requiremnents of the Act as part of ifs contractual cbligations. ,

MACBRIDE PRINCIPLES, CODE CHAPTER 34, SECTION 34-132

If the primary contractor currently conducts busiriess operations in Northern ireland; or will conduct business during the
projected duration of a County contract, the primary contractor shall make alt reasonable and good faith efforts o conduct
any such business operations in Northern ireland in accordance with the MacBride Principles for Northern Ireland as

defined in Ninois Public Act 85-1380.

LIVING WAGE ORDINANCE PREFERENCE (COOK COUNTY CODE, CHAPTER 34, SECTION 34-127;

The Code requires that a living Wage must be paid to individuals employed by a Contragtor which has a County Contract
and by all subcontractors of such Contractor under a County Contract, throughout the duration of such County Contract.
The amount of such fiving wage is determined from time to time by, and is available fram, the Chief Financial Officer of the

County.

For purposes of this EDS Section 4, H, "Contract’ means any written agreemént whereby the County is committed to or
doas expend funds in connection with the agreement or subcontract thereof. The term "Contract' as used in this EDS,
Section 4, |, specifically excludes contracts with the following:

1) Not-For Profit Organizations (defined as a corporation having tax exempt status under Section 501(C)(3) of the
United State Internal Revenue Code and recognized under the lllinois State not-for -profit law);

2) Community Development Block Grants;

'3 Gook County Works Depariment; N
4) Shariffs Work Alternative Program; and
8} Depariment of Correction inmates.
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REQUIRED DISCLOSURES (SECTION 5)
1. DISCLOSURE OF LOBBYIST CONTACTS

List all persons or entities that have made lobbying contacts on your behalf with respect to this contract:

Name Address

Not applicable,

2. LOCAL BUSINESS PREFERENCE DISCLOSURE; CODE, CHAPTER 34, SECTION 34-1 51(p);

"Local Business" shall mean a person authorized to fransact business in this State and having a bona fide establishment for
transacting business located within Cook County at which it was actually transacting business on the dafe when any competitive
solicitation for a public confract is first advertised or announced and further which empioys the majfarity of its regular, full time work
force within Cook County, including a forewgn corporation duly authorized to transact business in this State and which has a bona
fide establishment for fransacting business located within Cook County at which it was actually transacting business on the date
when any competitive solicitation for a public contract is first advertised or announced and further which employs the majonty of its

regular, full t:me work force within Cook County.

a} Is Bidder a "Local Business" as defined above?
Yes: - No: 3(¥|
b} If yes, list business addresses within Cook County:
c) Does Bidder employ the majority of its regular full-time workforce within Cook County?
Yos: No: 3(—‘
3. THE CHILD SUPPORT ENFORCEMENT ORDINANCE (PREFERENCE (CODE, CHAPTER 34, SECTION 34-366)

Every Appllcant for a County Prl\nlege shall be in ful compllanoe with any child support order before such Appllcant is entitled to

receive or renew a County Privilege. When delinquent child support exists, the County shall not issue or renew any County
Privilege, and may revoke any County Prwnlege '

- All Appllcanls are requlred to review the Cook County Affidavit of Child Support Obligations attached to this EDS {EDS- 8)’
and complete the following, based upon the definitions and other information included in such Affidavit.
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4. REAL ESTATE OWNERSHIP DISCLOSURES.
The Undersigned must indicate by checking the appropriate provision below and providihg ali required information that etther:

a) The following is a complete list of all real estate owned by the Undersigned in Cook County:

. SunGard owns a facility located at 3100 Arnold Laﬁe
PERMANENT INDEX NUMBER(S): ‘Northbrook. IL 60062 '

O4 p5-313 - 392-00 QO

.(ATTACH SHEET iF NECESSARY TO LIST ADDITIONAL INDEX

NUMBERS)
OR:
b) —_____The Undersigned owns no real estate in Cook County.
5. EXCEPTIONS TO CERTIFIGATIONS OR DISCLOSURES.

If the Undersigned is unable to certify fo any of the Certifications or any other statements contained in this EDS and.not explained
elsewhere in this EDS, the Undersigned must explain below: '

If the letters, “NA", the word “None” or “No Response” appears above, or if the space is left blank, it will be conclusively presumed
that the Undersigned certified to all Certifications and other statements contained in this EDS.
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COOK COUNTY DISCLOSURE OF OWNERSHIP INTEREST STATEMENT

The Cook County Code of Ordinances (§2-610 et seq.) requires that any Applicant for any County Action must disciose information
conceming ownership interests in the Applicant. This Disclosure of Ownership Interest Statement must be completed with all
information current as of the date this Statement is signed. Furthermore, this Statement must be kept current, by filing an amended
Statement, until such time as the County Board or County Agency shall take action on the application. The information contained in
this Statement will be maintained in a database and made available for public viewing.

If you are asked to list names, but there are no applicable names to list, you must staté NONE. An incomplete Statement will be
returned and any action regarding this contract will be delayed. A failure to fully comply with the ordinance may result in the action

taken by the County Board or County Agency being voided. )
"Applicant' means any Entity or person making an application to the County for any County Action.

“‘County Action” means any action by a County Agency, a County Department, or the County Board regarding an ordinance or
ordinance amendment, a County Board approval, or other Céunty agency approval, with respect to contracts, isases, or sale or
purchase of real estate. :

"Entity” or “Legal Entity" means a sole proprietorship, corporation, partnership, association, business trust, estate, two or more
persons having a joint or common interest, trustee of a fand trust, other commercial or legal entity or any beneficiary or beneficiaries

thereof.
This Disciosure of Ownership Interest Statement must be submitted by :

1. An' Applicant for County Action and

2. An individual or Legal Entity that holds stock or a beneficial interest in the Applicant and is listed on the Applicant's Statement (a
“Holder”) must file a Statement and complete #1 only under Ownership Interest Declaration, '

Please print or type responses clearly and legibly. Add additional pages if needed, being careful to identify each portion of the form to
which each additional page refers.

This Statement is being made by the [ X 1] Applicant  or [ ] Stock/Beneficial Interest Holder

This Statement is an: 1 X_'J] Criginal Statement or [ ] Amended Statement

Identifying Information: '

Name_ SunGard Availability Services LP ] D/B/A: : EIN NO.: 23-2106195 ’

Street Address: 980 East Swedesford Road ‘ _ ]

; Wayne State: PA Zip Code: 19087

(312} 919-1576
0.

City

Phone N

Form of Legal Entity:

[ ] Sole Proprietor [ﬂ Partnership [ 1] Corporation [ ] Trustee of Land Trust
[.1] Business Trust [ } Estate [ ] Association [ 1 Joint Venture

[1 Other (describe)
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Ownership Interest Declaration:

1. List the name(s), address, and percerit ownership of each individual and each Entity having a legal or beneficial
interest (including ownership) of more than five percent (5%) in the Applicant/Holder,

Name Address ' Percentage interest in
Applicant/Holder

SunGard Availability Services LP is beneficially owned 100% by Sungard, Availability Services Capital, Inc., which in
turn is owned by a consortium of private equity investment funds organized by Silver Lake Partners that also
includes Bain Capital Partners, The Blackstone Group, Goldman Sachs & Co., Kohlberg Kravis Roberts & Co. L.P.,

"Providence Equity Partners and Texas Pacific Group.

2. If the interest of any individual or any Entity fisted in (1) above is held as an agent or agents, oré nominee or
nominees, list the name and address of the principal on whose behalf the interest is held.

Name of Agent/Nominee Name of Principal Principal’s Address

3. Is the Applicant constructively controlled by ancther person or Legal Entity? [ E lYes | 1No

If yes, state the name, address and percentage of beneficial interest of such person or lagal entity, and the
relationship under which such control is being or may be exercised.

Name Address Percentage of Relationship
‘ Beneficial Interest
SUNGARD AVAILABILITY SERVICES CAPITAL, INC. 100% PARENT COMPANY OF SUNGARD
- AVAILABILITY SERVICES LP B

Declaration (check the applicable box):

[?[] | state under oath that the Applicant has withheld no disclosure as to ownership interest in the Applicant nor eserved
any information, data or plan as to the intended use or purpose for which the Applicant seeks County Board or other

County Agency action.

| state under oath that the Holder has withheld no disclosure as to ownership interest nor reserved any information
required to be disclosed,

)W’/ ﬁf’/w.é@r W* Sazer

Namerof Authgp plicantHolder Representative (please print or type) Title
Date

S‘gﬂ%m ﬁ,-—/,me,m;mw S ¢ 7% &4

E-mail address Phoné Number

22 6%2-[707T 3051 o
Subscribed to and sworn b fora _Zé | My commission expires: W@U‘ 0/( CQ‘Q/é

this __{J day of
Notary P

%stary Pulﬁgnature $ My Commission Exphistalyu&iaskr 01 2016 §
WMMK

EDS-10

"OFFICIAL SEAL"
GRACE GRODZKA—SOTO

1.10.13



COOK COUNTY BOARD OF ETHICS
69 W. WASHINGTON STREET, SUITE 3040
CHICAGO, ILLINOIS 60602
312/603-4304
312/603-9988 FAX = 312/603-1011 TTI/TDD

FAMILIAL RELATIONSHIP DISCLOSURE PROVISION:

Section 2-582 of the Cook County Ethics Ordinance requires any person or persons doing business with Cook County, upon
execution of & coniract with Cook County, to disclose to the Cook County Board of Ethics the existence of familial
relationships they may have with all persons holding elective office in the State of Illinois, the County of Cook, or in any

municipality within the County of Cook.

The disclosure required by this section shall be filed by January 1 of each calendar year or within thirty (30) days of the
execution of any contract or lease. Any persen filing a late disclosure statement after January 31 shall be assessed a late filing
fee of $100.00 per day that the disclosure is late. Any person found guilty of violating any provision of this section or
knowingly filing a false, misleading, or incomplete disclosure to the-Cook County Board of Ethics shall be prohibited, for a
period of three (3) years, from engaging, directly or indirectly, in any business with Cook County. Note: Please see Chapter 2
Administration, Article VII Ethics, Section 2-582 of the Cook County Code to view the full provisions of this section.

H you have questions concerning this disclosure requirement, please call the Cook County Board of Ethics at (312) 603-4304.

Note: A current list of contractors doing business with Cook County is available via the Cook County Board of Ethics’ website at:
http:/fwww.cookeountygov.comftaxonomy/ethics/Listings/ce_ethics_VendorList_.pdf

DEFINITIONS:
“Calendar year” means January 1 to December 31 of each year. .

“Doing business” for this Ordinance prov151on means any one or any combination of leases, contracts, or purchases to or with
Cook County or any Cook County agency in excess of $25 000 in any calendar year.

“Familial relationship” means a person who is related to an official or employee as spouse or any of the followmg, whether by
blood, marriage or adoption:

® Parent = Grandparent * Stepfather

» Child ' = Grandchild x Stepmother
* Brother » Father-in-law = Stepson

® Sister = Mother-in-law = Stepdaughter
= Aunt : * Son-in-law » Stepbrother
* Uncle . » Daughter-in-law = Stepsister

® Niece ' * Brother-in-law » Half-brother
= Nephew » Sister-in-law * Half-sister

“Persor” means any individual, entity, corporation, partnership, ﬁrrn association, union, trust, estate, as well as any parent or
subsidiary of any of the foregoing, and whether or not operated for proﬁt
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SWORN FAMILIAL RELATIONSHIP DISCLOSURE FORM

Pursuant to Section 2-582 of the Cook County Ethics Ordinance, any person™* doing business* with Cook County must disclose,
to the Cook County Board of Ethics, the existence of familial relationships* to any person holding elective office in the State of
Illinois, Cook County, or in any municipality within Cook County. Please print your responses.

Name of Owmer/Employee: . Title:
Business Entity Name: _ ' Phone;
Business Entity Address:

The following familial relationship exists between the owner or any employee of the business entity contracted to do
business with Cook County and any person holding elective office in the State of Iflinois, Cook County, or in any

municipality within Cook County.

Ovmner/Employce Name: Related to: ' Relationship:

if more space is needed, attach an additional sheet following the above format.

There is no familial relationship that exists between the owner or any employee of the business entity
contracted to do business with Cook County and any person holding elective office in the State of thcns Cook

County, or in any munijcipality Wwithin Cook County.

To the best of my knuw]edgé and belief, the information provided abov¢ is true and complete.

Owner/Employee’s Signature ' Date

Subscribe and sworn before me this Day of , 20

a Notary Public in and for : County

(Signature)

NOTARY PUBLIC . My Commission expires
SEAL ' : :

Completed forms must be filed within 30 days of the execution of any contract or lease with Cook County and shouid be mailed

to: )

‘ Cook County Board of Ethics
69 West Washington Street,

Not applicable to SunGard at this time. Suite 3040
: Chicago, Ilinois 60602
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SIGNATURE BY A SOLE PROPRIETOR
(SECTION 6)

The Undersigned hereby certifies and warrants: that all of the staternents, certifications and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will continue to be in compliance throughout the term
of the Contract or County Privilege issued to the Undersigned with ail the policies and requirerents set forth in this EDS; and that
all facts and information provided by the Undersighed in this EDS are true, complete and correct. The Undersigned agrees to
inform the Chief Procurement Officer in writing if any of such staternents, certifications, representations, facts or information
becomes or is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:;

BUSINESS ADDRESS:_

BUSINESS TELEPHONE: FAX NUMBER:

FEIN/SSN:_

COOK COUNTY BUSINESS REGISTRATION NUMBER:

SOLE PROPRIETOR'S SIGNATURE:

PRINT NAME:

DATE:

Subscribed fo and sworn before me this

day of _ .20 .
‘ . My commission expires:

Notary Public Signature ‘Notary Seal

Not applicable to SunGard at this time.
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SIGNATURE BY A SQLE PROPRIETOR

(SECTION 6)

The Undersigned hereby certifies and warrants: that all of the statements, certifications and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will confinue to be in compliance throughout the term
of the Coniract or County Privilege issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
all facts and information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees to
inform the Chief Precurement Officer in writing if any of such statements, cerifications, representations, facts or information
becomes or s found to be unfrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:

BUSINESS ADDRESS:

BUSINESS TELEPHONE: FAX NUMBER:

FEIN/SSN:

COOK COUNTY BUSINESS REGISTRATION NUMBER:

SOLE PROPRIETOR'S SIGNATURE:

PRINT NAME:

DATE:

Subscribed to and sworn before me this

day of 20 .

My commission expires:

Notary Public Signature Notary Seal

Mot applicable to SunGard at this fime.
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SIGNATURE BY A SOLE PROPRIETOR
(SECTION 6}

The Undersigned hereby certifies and warrants: that all of the statements, certifications and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will confinue to be in compliance throughout the term
of the Contract or County Privilege Issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
all facts and Information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees to
inform the Chief Procurement Officer in writing if any of such staternents, cerfifications, representations, facts or information
becomes or is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:

BUSINESS ADDRESS:

BUSINESS TELEPHONE: _ _ FAXNUMBER:

FEIN/GSN:

COOK COUNTY-BUSINESS REGISTRATION NUMBER:_.

SOLE PROPRIETOR'S SIGNATURE:

PRINT NAME:

DATE:

Subscribed to and sworn before me this

day of ,20

My commission expires:

Notary Public Signature ' Notary Seal

Not applicable to SunGard at this time.
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SIGNATURE BY A PARTNERSHIP (AND/OR A JOINT VENTURE)

{SECTION 7)

The Undersigned hereby certifies and warrants: that all of the statements, certifications, and representations st forth in this EDS
are true, complete and comrect; that the Undersigned is in full compliance and will continue to be in compliance throughout the term
of the Contract or County Privilege issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
all of the facts and information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees to
inform the Chief Procurement Officer in writing if any of such statements, certifications, representations, facts or information
becomes or is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege. .

SunGard Availability Services LP

BUSINESS NAME:

BUSINESS ADDRESS: |680 East Swedesford Road, Wayne, PA 19087

BUSINESS TELEPHONE: [(312) 919-1576

CONTACT PERSON; |D0Uglas Atkin

FEIN/SSN:

FAX NUMBER:

23-21068195

*COOK COUNTY BUSINESS REGISTRATION NUMBER:

SIGNATURE OF PARTNER AUTHORIZED TO EXECUTE CONTRACTS ON BEHALF OF PARTNERSHIP;

*BY,

Jeff Waide

Vice President of Sales

DatE /o,/z{/zw%

Subseribed to and sworn before me this

@( day of @c/{v\m/ , 20 L)

; My commissich expires:
/ I Yl "- """""" bl bl "“"'-""-' '''' "
« C 3 OFFICIAL SEAL $
t’fary Public’ %‘ignature ot MRY PUBLIC - STATE OF ILLINOIS i'
MY COMMSSION EXPIRES: 12121116 {
* Attach hereto a parinership resofution or other document authorizing tﬁwindividuai*signing this Signature Page

to so sign on hehalf of the Parthership.

EDS-14b
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" CERTIFICATE OF ASSISTANT SECRETARY
THE UNDERSIGNED, Alice A. Deck, Assiétant Secretary of SUNGARD AVAILABILITY SERVICES LP, a
fimited partnership organized and existing under the laws of the Commonwealth of Pennsylvania {the
"Partnership"), does h_ereby certify that Jeffrey R. Waide, is a duly elected and acting Vice President,
Sales of the Parinership, and further that he is authorized to enter info and execute instruments,
documents and contracts in the name of, and on behalf of, the Parthership.
IN WITNESS WHEREOF, the undersigned has caused this Certificate of Assistant Assistant

LS
Secretary to be duly executed this \F day of A\EY' \ , 2014,

By:

Alice A. Deck, Assistant Secreta




CERﬁFiCATE OF ASSISTANT SECRETARY
THE UNDERSIGNED, Alice A. Deck, Assistant Secretary of SUNGARD AVAILABILITY SERVICES LP, a
fimited partnership organized and existing under the laws of the Commonwealth of Pennsylvania {the
"Partnership"), does hereby certify that Damian J. Erlicher, is a duly elected and acting Vice President,
Sales of the Partnership, and further thét he is authorized to enter into and execute instruments,

documents and contracts in the name of, and on behalf of, the Partnership.

IN WITNESS WHEREOCF, the undersigned has caused this Certificate of Assistant Secretary to be

A S ¥
duly executed this \® day of A p el , 2014,

By:

Alice A. Deck, Assistant Secrefary




SIGNATURE BY A LIMITED LIABILITY CORPORATION
(SECTION 8)

The Undersigned hereby certifies and warrants: that all of the staiements, certifications, and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will continue to be in compliance throughout the term
of the Contract or County Privilege issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
alf of the facts and information provided by the Undersigned in this EDS are frue, complate and correct. The Undersigned agrees to
inform the Procurement Director in writing if any- of such statements, certifications, representations, facts or information becomes or
is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:
BUSINESS ADDRESS:
BUSINESS TELEPHONE; FAX NUMBER:
"~ CONTACT PERSON:
FEIN: i * CORPORATE FILE NUMBER;
MANAGING MEMBER: __. . o . . MANAGING MEMBER:

*S8IGNATURE OF MANAGER:

ATTEST:

Subscribed and sworn to before me this

day of , 20
X .
Netary Public Signature Notary Seal
* If the LLC is not registered in the State of lilinois, a copy of a current Certificate of Good Standing from
the state of incorporation must be submitted with this Signature Page.
*E Attach either a certified copy of the by-laws, articles, resolution or other authorization demonstrating

“such persons to sign the Signature Page on behalf of the LLC.

Not applicable to SunGard at this time.
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SIGNATURE BY A LIMITED LIABILITY CORPORATION
(SECTION 8)

The Undersigned hereby ceriifies and warrants: that afl of the statements, certifications, and representations set forth in this EDS .
are true, complete and correct; that the Undersigned is in full compliance and wifl continue to be in compliance throughout the term
of the Contract or County Privilege issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
ali of the facts and information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees fo
inform the Procurement Director in writing if any of such statements, certifications, representations, facts or information becomes or
is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME;

BUSINESS ADDRESS:

BUSINESS TELEPHONE: FAX NUMBER;

CONTACT PERSON:

FEIN: * CORPORATE FILE NUMBER:

MANAGING MEMBER: __ MANAGING MEMBER:

**SIGNATURE OF MANAGER:

ATTEST:

Subscribed and sworn to before me this

day of .20
X
Notary Public Signature Notary Seal
* If the LLC is not registered in the State of IHlinois, a copy of a current Certificate of Good Standing from
the state of incorporation must be submitted with this Signature Page.
*k Attach either a cértified copy of the by-laws, articles, resolution or other authorization derﬁonstrating

such persons to sign the Signature Page on behalf of the LLC.

Not applicabls to SunGard at this time:

EDS-15b
1.10.13



SIGNATURE BY A LIMITED LIABILITY CORPORATION

(SECTION 8)

The Undersigned hereby certifies and warrants: that all of the statements, certifications, and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will continue {o be in compliance throughout the term
of the Contract or County Privilege issued to the: Undersigned with all the policies and requirements set forth in this EDS; and that
all of the facts and information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees fo
inform the Procurement Director in writing if any of such statements, certifications, representations, facts or information becomes or
is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:

BUSINESS ADDRESS:

BUSINESS TELEPHONE: FAX NUMBER:

CONTACT PERSON:

FEIN: - * CORPORATE FILE NUMBER:

MANAGING MEMBER: : MANAGING MEMBER:

“SIGNATURE OF MANAGER:

ATTEST:

Subscribed and sworn to before me this

day of . , 20
X_ .
Notary Public Signature Notary Seal
* If the LLC is not registered in the State of lllinois, a copy of a current Certificate of Good Standing from
the state of incorporation must be submitted with this Signature Page.
ok Attach either a certified copy of the by-laws, articles, resolution or other authorization demonstrating

such persons to sign the Signature Page on behalf of the LLC.

Not applicable to SunGard at this time.
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SIGNATURE BY A CORPORATION

(SECTION 8)

The Undersigned hereby certifies and warrants: that all of the statements, certifications, and representations set forth in this EDS
are true, complete and correct; that the Undersigned is in full compliance and will continue to be in compliance throughout the term
of the Contract or County Privilege issued to the Undersigned with all the policies and requirements set forth in this EDS; and that
all of the facts and information provided by the Undersigned in this EDS are true, complete and correct. The Undersigned agrees to
Inform the Chief Procurement Officer in writing if any of such statements, certifications, representations, facts or information
becomes or is found to be untrue, incomplete or incorrect during the term of the Contract or County Privilege.

BUSINESS NAME:;
BUSINESS ADDRESS;

BUSINESS TELEPHONE; : FAX NUMBER;
CONTACT PERSON;

FEIN; _ “IL CORPORATE FILE NUMBER;

LIST THE FOI L OWING CQRPORATE OFFICERS:

PRESIDENT: ‘ VICE PRESIDENT:
SECRETARY:; TREASURER:
*SIGNATURE OF PRESIDENT:
ATTEST: {CORPORATE SECRETARY)
Subscribed and sworn to before me this

day of 20

My commission expires:

X

Notary Public Signature Notary Seal
* if the corporation is not registered in the State of lllinols, a copy of the Certificate of Good Standing from the state

of incorporation must be submitted with this Signatqra Page. :

* in the event that this Signature Page is signed by any persons than the President and Secretary, attach either a

certified copy of the corporate by-laws, resofution or other authorization by the corporatioh, authorizing such

persons-to sign-the Signature Page-on-behalf of the corporation. - -

Not applicable to SunGard at this time.
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COOK COUNTY SIGNATURE PAGE
(SECTION 10)

ON BEHALF OF THE COUNTY OF COOK, A BODY POLITIC AND CORPORATE OF THE STATE OF ILLINOIS, THIS
CONTRACT I8 HEREBY EXECUTED BY: :

Bhow 7. N

COOK COUNTY CHIEF PROCUREMENT OFFICER

DATED AT CHICAGQ, ILLINOIS THIS 30 DAY OF, \J u [‘/ 20 ’ 4] .

IN THE CASE OF A BID PROPOSAL, THE COUNTY HEREBY ACCEPTS:

THE FOREGOING BID/PROPOSAL AS IDENTJFIED IN THE CONTRACT DOCUMENTS FOR CONTRACT NUMBER

lBBG—-lALH ]

oR

ITEM(S), SECTION(S), PART(S): !

TOTAL AMOUNT OF CONTRACT: § ao A DHOY
| - (DOLI'ARS AND CENTS)

FUND CHARGEABLE:

DED
ﬂ?aggﬁagfn%mnum aoumse\cuens
JUN 18 204

COM.—

APPROVE, : Td FORM: )
%M//MZ@ |

ASSISTANT STATE'SATTORNEY
(Required on contracts over $1,000,000.00)
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